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Abstract. The use of smart contracts has grown exponentially over the last few years. This is a
phenomenon associated with the development of other technologies, such as the blockchain and the
Internet of Things (IoT). Smart contracts run in a decentralized way on the blockchain and are self-
executing. This is a source of advantages in business operations, but there are also some limitations
and drawbacks. Regulatory issues are also of key importance, as the legal frameworks differ across
countries. Smart contracts are likely to have an impact on external auditing, as external auditors will
have to adapt their capabilities and procedures to an environment where many companies use this
technology. But smart contracts may also be used to define a framework which ensures continuous
audit reports and direct access of authorized stakeholders to the results of audit procedures.
Conversely, internal auditing will also experiment changes, both caused by a series of new risks that
will have to be adequately addressed and new tools to monitor business operations. In addition, some
promising research opportunities arise, both in the IT, the Legal and the Business field.
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1. INTRODUCTION

The smart contract concept was formalized more than 30 years ago by Nick Szabo,
who defined smart contracts as “computerized transaction protocols that execute
terms of a contract” (Szabo, 1996). This original concept has evolved since then
due to the advances in information technologies. Nowadays, certain developments
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such as the blockchain and the Internet of Things (loT) allow a wider
implementation of smart contracts. Blockchain ensures security and transparency
of all records. This benefit can be reinforced when the company extensively uses
0T devices so the verification of compliance with contracts can be done in an
automatic way. So, smart contracts are an important element in the development of
Industry 4.0 initiatives. In the long term, smart contracts may eventually contribute
to the development of distributed and decentralized autonomous organizations
(DAOs), which are entities completely operating in an autonomous way (Jarvenpaa
& Teigland, 2017).

Due to such advantages, the global market of smart contracts is expected to exceed
$ 200 million by 2025 (marketsandresearch.biz, 2020). However, its use also
involves risks. For example, a study by Chen et al. (2018) reports the use of smart
contracts to defraud significant amounts through Ponzi schemes. Smart contracts
have also been used in honeypot frauds (Torres & Steichen, 2019) as well as for
cyberattacks, including the stealing of digital currency (Apostolaki et al., 2017).

All this may have a substantial impact on auditing, both external and internal. First,
the external auditors of an organization that extensively uses smart contracts must
address some issues. Among these, we can highlight the readability of the code and
the assessment of the new risks of a smart contract ecosystem. However, some
auditing tasks can be either automated or are not needed anymore (i.e. external
confirmations). But the impact of smart contracts on external auditing is not limited
to the need for addressing the features of the new business environment, as smart
contracts can be a tool to redefine the external audit framework. Some proposals
outline the capabilities of smart contracts to store audit evidence which contributes
to satisfying the information needs of different stakeholders, thus reducing the audit
expectations gap.

Conversely, smart contracts also cause an impact on internal auditing. New risks
arise and others will be mitigated / eliminated due to the autonomous execution,
forge resistance, transparency, and other capabilities of this technology. In this
regard, the key importance of security issues must be highlighted. But smart
contracts can be also used to replace / improve existing internal auditing procedures.
As an increasing number of companies engage in Industry 4.0 initiatives, 10T
devices are more common, and this fosters the use of smart contracts in internal
auditing processes. Another favouring factor that can be mentioned is the increasing
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need for companies to check the compliance with a growing body of health / food /
environmental regulations.

In recent years the Big Four accounting firms have been researching and investing
resources on blockchain (Bonyuet, 2020). Deloitte was the first Big Four firm to
become involved with this technology, with the development of its first blockchain
lab in Dublin. PwC is partnering with Northern Trust, a leading global asset
management firm, to enable real-time audits via Blockchain and therefore, ensuring
transparency in all transactions. PwC has also released a cryptocurrency auditing
solution to meet the needs of firms engaged in cryptocurrency transactions.
Likewise, in April 2018, Ernst & Young (EY) released Blockchain Analyzer, which
allows capture of the entire transaction data from a firm's multiple blockchain
ledgers. In March 2019, EY launched Crypto-Asset Accounting and Tax (CAAT)
software to assist US firms to report their crypto asset transaction when filing their
tax returns.

However, the use of this technology in auditing also has limitations. First, smart
contracts cannot be applied to every area of auditing and every sector of activity, as
some tasks still need a significant amount of human intervention. Second, there are
also technical issues to solve. Among them we can highlight the problems related
to net traffic in an 10T environment and privacy issues. Finally, more regulation is
still needed, both general regulation governing the lifecycle of a smart contract and
a framework for the use of smart contracts to store / access audit evidence. All these
areas constitute gaps in the literature that could eventually be addressed by future
research efforts.

In addition, and to the extent we know, there are no prior papers that provide a
comprehensive overview of the current and future trends of the use of smart
contracts in auditing. This is the main objective of the present research. We detail
the current and future impact on both internal and external auditing of the diffusion
of the smart contract technology. These effects go beyond the technical / operational
aspects and will have organizational implications as well as change the auditing
profession. We also outline the main research opportunities that arise, including
those belonging to the IT, the Legal and the Business fields.

The remainder of the paper is structured as follows: section 2 provides a brief
introduction to the blockchain-based smart contracts technology, the most used
platforms, and the main regulations. Legal issues on smart contracts are discussed
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in Section 3. Section 4 comments on the effects of smart contracts on external
auditing, addressing both the issues that arise when auditing an organization that
uses smart contracts and smart contracts as a tool for external auditors. Section 5
discusses the impact of smart contracts on internal auditing. Again, we consider
both the internal control and other internal auditing questions for an organization
that extensively uses smart contracts and some possibilities to improve internal
auditing processes. In section 6 new research opportunities are presented. Finally,
section 7 contains a summary and the main conclusions of this research.

2. SMART CONTRACTS: STATE-OF-THE-ART

The idea of smart contracts is not new as it was proposed before the emergence of
blockchain and other distributed ledger technologies (DLT). In this way, early
definitions such as those from Szabo consider smart contracts just as “automated
contracts” without referring to any implementation issue. However, the blockchain
offers a distributed infrastructure which fosters the creation and use of smart
contracts, as it ensures integrity and security. To do this, it operates without a trusted
third party. An introduction to blockchain and a brief discussion of its application
to Accounting can be found in Dai and Vasarhelyi (2017), and a description of the
lifecycle of a blockchain-based smart contract can be seen in Rozario and
Vasarhelyi (2018), Zheng et al. (2020) and Hewa et al. (2021), among others.

So, in many recent definitions, both academic and legal, the blockchain is a requisite
for the existence of a smart contract. For example, Ante (2021) defines it as “a script
that is anchored on a blockchain or similar distributed infrastructure”. In a similar
vein, the legislation of the US state of Arizona, which was a pioneer in the
regulation of smart contracts, states that it is an “event driven program, with state,
that runs on a distributed, decentralized, shared and replicated ledger that can take

custody over and instruct transfer of assets on that ledger” (State of Arizona, Bill
HB 2417, 2017).

Smart contracts involve a creation phase, followed by deployment, execution and
completion phases (figure 1). First phase is similar to the development of any other
software product. However, the latter three phases involve recording transactions
in the blockchain, which remain immutable, and any modification means the
creation of a new contract. In smart contracts it is of special importance the
definition of oracles, which are the interfaces between the smart contract and the
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outside world (Bartoletti & Pompianu, 2017). They store data that reside outside of
the blockchain and are used to determine the outcome of the smart contract.

Deployment Execution Completion
Transactions in the blockchaim

Oracle

Figure 1. Phases in smart contracts

Currently, there are several platforms that can be used for smart contracts. Among
them, we can highlight Hyperledger Fabric, Corda, Stellar, Rootstock, Eos, Waves,
New Economy Movement (NEM) and Ethereum. All of them have different
characteristics in terms of execution environment, supported languages, data model,
consensus algorithms, permissions needed and other features. The most popular is
Ethereum, with an associated cryptocurrency which is the second in market
capitalization after Bitcoin?. Ethereum supports a series of programming languages,
namely Solidity, Yul, LLL (Low-level Lisp-like Language), and others, which
allow the deployment of a wide variety of user applications. The programs are
compiled into a bytecode and then loaded to the Ethereum Virtual Machine (EVM)
and run. The EVM is a distributed runtime environment and the users have to buy
gas (the unit of account in the EVM) to reward the miners in order to have the
program stored in the Ethereum blockchain and executed. The total cost depends
on (a) the gas amount (gas cost in Ethereum terminology), which in turn depends
on the computation and storage resources needed for the program, and (b) the gas
price, which is the amount of the Ethereum cryptocurrency (Ether) to be paid per
unit of gas. So, if the user wants their program to be executed faster, a higher gas
price should be offered. A detailed review of Ethereum and the rest of platforms
can be seen in Wang et al. (2018) and Zheng et al. (2020).

Smart contracts can facilitate safe and trusted business activities by providing
automated transactions without the supervision of an external financial system such

L https://coinmarketcap.com
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as banks, courts, or notaries. These transactions are traceable, transparent, and
irreversible (Singh et al., 2020). Then, the use of smart contracts is a source of
advantages in business operations. First, it is possible to achieve efficiency gains,
as they allow time savings, and a more efficient corporate governance, among other
benefits (Angelo et al., 2019). Second, cost reductions can be achieved. For
example, contract drafting can be cheaper, and the costs caused by the ambiguities
of written language can be avoided (Sklaroff, 2017). Although the implementation
of a blockchain involves fixed costs, their impact can be mitigated through
adjustments in the strategy of the firm (De Giovanni, 2020). This is because
transactions using blockchain/smart contracts add value for clients, as they perceive
less risk. So, companies have the possibility to adjust their pricing policies as
customers may be willing to pay higher prices for the goods/services purchased.
Third, smart contracts allow autonomy, understood as freedom from state
intervention (Raskin, 2017). Finally, they emanate a disintermediation which can
offer automated consumer protection, shifting it from courts (Fairfield, 2014).

Therefore, new proposals are presented for use in different business areas. For
example, Han et al. (2020) proposed a smart contract architecture for decentralized
energy trading and management based on blockchains that is able to achieve an
efficient and effective transaction with  multi-player participation.
Ahmadisheykhsarmast and Sonmez (2020) developed a novel smart contract
payment security system for eliminating or reducing payment issues in the
construction sector. In connection to this, Prause (2019) argues that smart-contract
applications linked to smart supply chain management, 10T and Industry 4.0 can
provide solutions to critical challenges in the area of smart manufacturing and
logistics.

However, smart contracts also have some limitations and issues that should
eventually be addressed. First, efficiency gains may not be achieved in sectors
which are not characterized by standardized contractual terms and recurrent
operations (Madir, 2018), and sometimes contracts imply general principles and
terms which are not easily translated into digital form (Tjong Tin Tai, 2018). As
examples of this, we can highlight the rendering of certain complex services (i.e.
employment). Furthermore, contractual terms can be intentionally left vague
because of an unwillingness to invest resources in negotiations or drafting. The
ambiguity of provisions in contracts may also reflect the stronger position of one of
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the parties. In addition, in some sectors contracts may be only a formality while the
“real” agreement is reflected in the ongoing commercial relationship (Mik, 2017).

Second, cost reductions may not occur as cost savings may be outweighed by
implementation costs (Ferreira, 2021). Furthermore, the automated execution of
smart contracts does not eliminate the potential for a dispute that requires judicial
intervention (Mik, 2017), and this means a limitation to the autonomy benefit. This
may be exacerbated by the fact that judges may struggle to regard programming
code within a smart contract as legally ‘certain’ (Giancaspro, 2017). Third, the
disintermediation and automation, rather than increase consumer protection, may
reverse the burden of proof, causing a disadvantage to consumers (Ferreira, 2021).
Fourth, it is difficult to ensure the contractual capacity of the parties to the contract.
In a smart contract the parties may not know each other, and it could be the case
that one of them does not have the capacity to contract. For example, there is a very
real risk that a party who has attained the age of majority may inadvertently contract
with a minor cloaked by the anonymity of the Internet (Giancaspro, 2017). Fifth,
scalability problems may arise. Scalability is the measure of a system’s ability to
increase or decrease in performance and cost in response to changes in application
and system processing demands. Blockchain networks have a scalability problem
in terms of their limitations in the number of transactions they can process. Public
blockchains such as Ethereum and Bitcoin suffer from this problem as the Ethereum
network can process approximately 15-25 transactions per second, while Bitcoin’s
maximum throughput is 3.3—7 transactions per second (Croman et al., 2017). In
contrast, traditional centralized financial systems such as VISA can process over
1700 transactions per second. Hence, in order to compete with such centralized
financial systems blockchains need to be scalable both in terms of handling network
load and processing transactions (Singh et al., 2020).

Finally, it is noticeable that the diffusion of smart contracts poses technical
challenges both at the stages of creation (readability, functional issues), deployment
(contract correctness, dynamic control flow), execution (execution efficiency and
computation overhead on blockchain, among others) and completion (privacy and
security, among others) (Zheng et al., 2020, Sookhak et al., 2021). In this regard,
all digital technologies are vulnerable to attacks from cybercriminals, and smart
contracts are no exception. Cybercrime generates very high costs for businesses and
national economies. As business transactions increase through digital technologies
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and huge volumes of personal and financial information are digitized, the risk of
security breaches increases exponentially. The use of smart contracts necessarily
involves the digitization of the entire transaction between the parties, which could
expose them to an increased risk of sensitive information being compromised
(Giancaspro, 2017).

To sum up, Macrinici et al. (2018) explored the literature on the subject of problems
and their solutions of smart contracts applied to blockchain platforms. They
performed a classification of problems in accordance with the taxonomy of
vulnerabilities established by Atzei et al. (2017), and three categories of problems
were identified:

e The blockchain mechanism category. It refers to consensus mechanism,
sacrificed performance for scalability, unpredictable state, randomness
generation, timestamp dependency, lack of reimbursement and unilateral
abortion.

e The contract source code category. It comprises lack of privacy (preserving
privacy), call to the unknown, exception disorder, gasless send (out of gas
exception), type casts mismatch and re-entrancy.

e The virtual machine category. It concerns programming smart contracts,
stack overflow and cryptocurrency transfer loss.

Although the problems are many, the fact is that the technologies themselves may
provide solutions to them.

3. LEGAL ISSUES ON SMART CONTRACTS

As several authors state (Ante, 2021), both the term smart and the term contract
may be misleading, since a smart contract consists of dumb computer code and it is
not guaranteed that it represents a legally binding construct. So, regulations have
been passed and a legal debate has aroused. A priori, it would be easy to assume
that smart contracts would be treated like any other legal contract. However, a brief
examination of their nature and the various established principles of contract law
shows that there are likely to be some theoretical and practical difficulties and
inconsistencies (Giancaspro, 2017). The legal validity of contracts concluded by
electronic means has been the subject of analysis in recent years. In many legal
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systems, contracts were required to be in writing, otherwise the contract would be
null and void or subject to invalidity (De Graaf, 2019).

Legislative response has not been homogeneous depending on the country, and
even inside certain countries different regulations coexist. This is the case of the
USA, where some states have passed comprehensive regulations (New York,
Nevada, Wyoming) and some others have codified limited aspects of the use of
smart contracts (Delaware, Arizona, Tennessee, Arkansas, North Dakota). In
contrast, many USA states have limited their response to the creation of task forces
to explore the issues and opportunities offered by this technological development,
and are waiting for federal regulations which are of application at the national level.
Some authors (Arcari, 2019, Grenon, 2019) are of the opinion that USA regulations
of smart contracts are mainly promotions of particular jurisdictions and may have
unforeseeable effects due to the immaturity of the technology.

In the case of the European Union attempts were made to remove barriers as well
as to facilitate electronic contracting. The E-Commerce Directive (art. 9, paragraph
1) obliges the Member States to “ensure that their legal system allows contracts to
be concluded by electronic means” and that “the legal requirements applicable to
the contractual process neither create obstacles for the use of electronic contracts
nor result in such contracts being deprived of legal effectiveness and validity on
account of their having been made by electronic means” (De Graaf, 2019).
However, for the specific case of smart contracts it has been officially recognized
in a Report that there is not a clear legal framework (European Parliament 2020).
This Report also recommends that the future Digital Services Act, which is intended
to upgrade the rules governing digital services in the EU, should, among other
questions, determine the requirements for a smart contract to be considered as
legally valid. In the absence of an EU legal framework, some countries have passed
specific regulation. We can mention the cases of Malta, which in 2018 passed the
Innovative Technology Arrangements and Services (ITAS) Act, Italy, where
according to Law No. 12/2019 smart contracts are considered valid when they
comply with the requirements of the Agenzia per I’Italia Digital (AgID), and
especially Estonia, a country with an outstanding level of digital infrastructure and
innovative concepts such as the Estonian digital identity or an e-residency that
grants its holder a number of rights. However, some others (i.e. France, Spain,
among others) have not and therefore smart contracts are regulated by e-business
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laws and general commercial law. It is noticeable that blockchain regulation across
the EU is still mostly related to Initial Coin Offerings (ICOs) and cryptocurrencies
rather than to smart contracts. As the European Securities and Markets Authority
(ESMA) points out, stronger regulatory efforts are needed in order to achieve a level
playing field across the EU and prevent consumers being exposed to substantial
risks.

For the case of common law countries, we can highlight a report issued by the UK
Jurisdiction Task Force (2019) on the status of cryptoassets, DLTs and smart
contracts. It concludes that smart contracts can be implemented and interpreted
under the current legal framework and the contract law doctrine. Some other authors
(Vos, 2019) also state that in common law countries commercial law has enough
flexibility to support smart contracts and other technological innovations. In
accordance with this line of thought many countries, and not only those having
common law systems, have not yet passed any specific regulation on smart
contracts. Among these, we must highlight the cases of China and Japan, the most
developed countries that, to date, have remained silent on this issue.

However, the legal debate cannot be considered to be over. For example, McJohn
and McJohn (2017) point out that in the case a smart contract is created by artificial
intelligence, under the legal framework of many countries it could not be considered
as a legal contract, since the machines have no will and therefore cannot generate
any agreement, thus generating a legal uncertainty.

So, there are also reasons that support a specific regulation. This is the path followed
by some Eastern European countries (i.e. Russia and Belarus). However, as Ferreira
(2021) notes, smart contract regulations rarely go beyond the definition of what is
considered a smart contract. In addition, different definitions and regulations may
prove to be problematic for the blockchain industry which is inherently cross-
border. Moreover, and regarding to procedural issues, we must underline that
whereas error correction with traditional non-digital contracts is relatively
straightforward, the same cannot be said of smart contracts. This may present
something of a logistical nightmare for courts trying to apply traditional contract
law principle to rectify errors with a smart contract (Giancaspro, 2017). Therefore,
some authors (Savelyev, 2017) have suggested as an alternative to traditional
enforcement practices and judicial prosecution the consideration of the state as a
superuser with extra powers.
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Finally, the role of financial professionals and commercial lawyers will change. The
very premise of smart contracting is disintermediated automation; the contract
between the parties executes itself and no trusted intermediary is needed to affect
the exchange of consideration between the parties. The intermediary in most non-
digital commercial transactions is a financial or legal person or authority. But in a
digital environment, the traditional functions of many financial professionals and
commercial lawyers can now be performed directly by smart contracts, putting their
roles at risk. Nevertheless, there will still be a place in the world for lawyers and
other professionals who are deeply embedded in our global economies and who
think in a way that computers simply cannot (Giancaspro, 2017).

4. EFFECT OF SMART CONTRACTS ON EXTERNAL AUDITING

As indicated in the introduction, smart contracts are exponentially adopted by
business organizations and other entities, and this poses new challenges to auditing.
Furthermore, they can be used by external auditors as a tool to assist in auditing all
type of organizations (Roszkowska, 2021).

4.1. Auditing an organization with smart contracts

Smart contracts are suitable to have a significant impact on auditing, as they
constitute supporting evidence of accounting records. So, they should be analyzed
by auditors, just as ordinary written contracts.

In this regard, it is noticeable that the lack of readability of smart contracts can make
them opaque to external auditors. Zhou et al. (2018) estimated that for more than
77% of smart contracts only the compiled code is available, but not the source code.
To address this issue, a number of technical solutions have been proposed,
including reverse engineering tools (Zhou et al., 2018), semi-automated translation
systems (Frantz & Nowostawski, 2016), the use of programming languages that do
not require compilation (Ciatto et al., 2018) and the definition of specific
programming languages to make the execution of a smart contract human-readable
(Kasampalis et al., 2018). In addition, some authors (De Graaf, 2019) propose the
passing of laws enabling third party auditors to ensure the readability and reliability
of the smart contracts code.

Furthermore, the extensive use of blockchain-based smart contracts in business
operations leads to new risks which should be monitored by the external auditor in
the evaluation of the strength of the internal control of the audited firm (Rozario &
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Vasarhelyi, 2018). Among these, we can highlight the following: (a) blockchain
may not guarantee data integrity, (b) unauthorized transactions may be posted to
the blockchain, (c) smart contracts may be created without authorization, and (d)
outdated smart contracts may be still active. These new risks require the
implementation of additional audit procedures. In consequence, auditors need to
have multidisciplinary teams composed of professionals with blockchain expertise.

However, as smart contracts are code which is machine-readable, and accounting
records are also in digital form, some auditing tasks could be automated, thus
reducing costs and time. For example, for smart contracts-based operations external
confirmations are not needed as auditors can verify their occurrence and details.

In order to ease automation, it could be of great utility to have a definition of
standard templates for smart contracts, which cover the most common business
operations. In this regard, we can highlight some projects which are intended to
contribute to this goal. OpenLaw? allows the automatic creation of Ethereum-based
smart contracts to be embedded in legal agreements. In a similar way, Accord
Project’, provides open source common formats for smart contracts, thus enabling
the reuse of agreement templates.

But once there are technological developments that provide useful standards, it
would be of particular importance that such standardization efforts should be
fostered by Public Bodies. For example, by establishing that certain types of smart
contract in certain sectors (i.e.: financial, insurance) shall follow a mandatory
format. In this way, it could be ensured that a “critical mass” is reached, thus
ensuring wide diffusion and knowledge. In connection to this, we must mention that
in another process of standardization related to digital accounting, which is the use
of eXtensible Businees Reporting Language (XBRL), the diffusion of the standard
was fostered by an external factor, the regulatory agencies, rather than by
companies being aware of their advantages (Bonson et al., 2009). Regulators made
the greatest effort to promote the use of XBRL, mainly through the introduction of
compulsory XBRL formats for financial statements.

2 https://www.openlaw.io/
3 https://accordproject.org/
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4.2. The use of smart contracts for external auditing

Smart contracts deployed on a blockchain can be used to execute audit procedures
in an automatic manner, thus providing close to real-time audit reporting (Rozario
and Thomas, 2019). This is an evolution of the concept of continuous auditing, as
introduced by Vasarhelyi and Halper (1991), among others. The main advantage of
audit tools based on smart contracts is that a number of stakeholders may have
limited (or total) access to the results of audit procedures. Among these, we can
highlight key investors, audit commissions of companies, audit inspectors,
securities commissions and bodies in charge of prudential supervision. This would
eventually increase audit quality, reduce the audit expectations gap and help
supervisory bodies to follow a more proactive strategy (Rozario & Vasarhelyi,
2018).

Although both internal control tests and audit analytical procedures can be
implemented in a smart contract, it should be borne in mind that not all stages of
external auditing are suitable to be implemented using this technology. Areas that
involve accounting complexities such as for example fair value valuation or tax
provisions should remain outside of the external auditor blockchain. So, the audit
model would consist of a hybrid of smart contracts and external procedures
(Rozario & Thomas, 2019).

Another issue to be solved is that for a wide application of this paradigm
government bodies in charge of external audit regulation should issue regulatory
technical standards about, for example, allowed platforms and languages, or the
pieces of audit evidence that should eventually be released to the different
stakeholders. In this regard, we must take into account that due to its relative
novelty, the maturity of smart contracts technology is not very high. Moreover, a
distributed audit architecture involves some risks, i.e. the forging of audit records
(Zou et al., 2020). So, a feasible approach could be to delay regulations until
consensus is reached about industry standards and the most relevant technical
problems are solved.

In sum, the diffusion of smart contracts, either in audited companies or as a relevant
part of the auditing parading, will mean that auditors’ digital skills must be
upgraded to deal with this new situation. In order to be able to perform this task,
accountants and auditors will need to acquire technical understanding of, for
instance, blockchain-based smart contract solutions and associated technologies
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such as artificial intelligence (Schmitz & Leoni, 2019). Eventually, this may lead
to an increase of the level of interdisciplinarity of the auditing teams, which should
use IT professionals much more frequently than now. In addition, as McGregor and
Carpenter indicate (2020), another consequence of this is that smart contracts, as
well as other emerging technologies, may attract non-audit firms to the industry,
demanding a broadening of auditors 'skills, and therefore changing the structure of
the audit market.

5. EFFECT OF SMART CONTRACTS ON INTERNAL AUDITING

Similar to external auditing, changes have to be made in the internal auditing
processes of companies using smart contracts, but they are also a useful tool for
internal auditing.

5.1. Internal auditing in an organization with smart contracts

Despite their advantages, smart contracts are also a source of threats to security and
privacy, as most commonly used blockchain platforms lack mechanisms to preserve
privacy, which may be eventually exploited by attackers. Thus, they constitute an
issue in order to assure the internal control of firms. Some technical solutions have
also been proposed to address privacy and security issues, including compilers with
cryptographical protocols (Kosba et al., 2016), distributing blockchain data in
different nodes (Shrobe et al., 2018), and adjusting the routing policies to prevent
blockchain messages being intercepted (Apostolaki et al., 2019). As a way to
overcome the reliability of network storage, Xu et al. (2020) propose a decentralized
arbitrable remote data auditing scheme for network storage service based on
blockchain techniques through smart contracts.

Another issue is that contract correctness should be carefully examined before
deployment, as once the contract is in the blockchain, revision is not possible. A
significant source of risk is the lack of knowledge of programmers about the
business and legal aspects which determine the high-level workflows. This may
lead to smart contracts which are technically correct but do not implement the
required business logic (Almakhour, 2020).

In connection with this, functional correctness, that is, that the contract complies
with the specifications provided by its designers, is of special importance. Some
tools have been designed for the automatic detection of functional problems, and
the most elaborated ones involve the use of machine learning techniques (Liu et al.,
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2018). There are also some frameworks for the formal (mathematical) verification
of the correctness of smart contracts, and the most relevant are discussed in the
work of Almakhour et al. (2020).

Even if the smart contract is functionally correct, significant problems can arise
during its execution. For example, smart contracts may interact with other contracts,
originating unpredicted transfers of funds and other undesired effects. This may
also constitute a significant risk, which could be monitored using statistical
procedures (Charlier et al., 2017). In connection with this, we can highlight the
proposal of Hu et al. (2021), which successfully used machine learning methods to
identify anomalous behavior of smart contracts.

Another source of risk is originated by the process of obtaining real-world
information needed for the execution of a smart contract, which is gathered by a
suitable oracle. Trustworthiness of oracles remain a challenge for a wider
development of the smart contracts market. In this regard, some solutions have been
proposed, from which we can highlight the use of decentralized voting schemes
(Adler et al., 2018).

Internal control of smart contracts is even more important if we consider that a
significant number of businesses are adopting Industry 4.0 initiatives. This means
that the use of 10T devices is growing exponentially, and this also fosters the use of
smart contracts. This is because there are a number of fields where this technology
can be applied to IoT devices. Among these, we can mention scalable resource
sharing, decentralization of data storage, operation of unmanned aerial vehicles
(UAVs) and other autonomous vehicles, scalable connectivity in a smart city
environment and edge computing, among others. A review of the smart contract
application to 10T devices in business can be seen in Fotiou and Polyzos (2018) and
Hewa et al. (2021).

The consequence of all this is that companies must establish organizational
procedures and policies to guarantee an adequate internal control for the specific
case of smart contracts, as more units inside the firm are involved in their creation
and deployment. Such procedures and policies should also be reviewed by the
external auditor, as part of the internal control assessment which is conducted
during the external audit process.
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5.2. The use of smart contracts for internal auditing

Blockchain-based smart contracts can also be used to execute internal control tests
in an automatic manner, as well as to implement security policies which reduce the
need for periodical checking.

A main area where smart contracts can replace traditional procedures is the
addressing of security issues. First, we can highlight several proposals for auditing
the management of access control through smart contracts (Outchakoucht et al.,
2017, Cruz et al., 2018). These methods are an alternative to centralized security
policies. We can also mention the work of Di Francesco Maesa et al. (2019), which
is a proposal for the use of smart contracts to make the systems to control the access
to digital resources auditable. This work also considers the scenario where the
resources to be protected are smart contracts as well.

Security issues are even more important in an 1oT environment, due to the high
volume of net traffic and the low computational capabilities of many devices. Lone
and Naaz (2021) review a number of technical solutions that use smart contracts
which are mostly aimed at monitoring and addressing security weaknesses of 10Ts
when compared to general Internet connection. The majority of the proposals use
the Ethereum platform. As these authors evidence, the most commonly addressed
topics are access control and authentication. However, there are also technical
solutions proposed for integrity preservation, authorization, or non-repudiation,
among others.

However, as Dorri et al. (2019) outline, there is also an important question that
should be addressed, which is that the 0T context may be incompatible with the
high resource-demanding and network traffic of the most popular smart contracts
platforms. So, scalable and lightweight platforms should be developed in order to
use this approach with devices which have very limited computational capabilities.

Another area where internal audit is of key importance is cloud services. As relevant
applications of smart contracts for internal auditing we can mention the works of
Wang et al. (2020) and Yuan et al. (2020) which propose their use to audit the
integrity of cloud-stored data, and the one by Xiong and Xiong (2020), to control
the risk of data being sold. Cloud services can also be used to store 10T data and, in
this regard, we can mention the proposal of Fan et al. (2020) to detect the existence
of malicious behavior with regard to cloud-stored industrial 10T data. It is also
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relevant to consider the work by Tapas et al. (2020) which consists of a model for
the independent audit of l0T-cloud resources in a smart cities” environment.

Another area where smart contracts can be used to reduce the cost of robust audits
is logistics management. Supply chain compliance is a key requirement for a
number of goods where traceability must be ensured (i.e. food, gemstones, among
others). In this regard, we can mention some smart contract-based proposals aimed
at ensuring the traceability of industrial components (Dietrich et al., 2020). As
Wang et al. (2018) note, the implications of the application of smart contracts to
logistics go beyond efficiency/costs and will have a socio-economic impact, which
will even affect the structures of firms. However, the mentioned authors stress that
there are also technical challenges, mainly related to the connectivity of the systems
with the real world, which should be solved to take full advantage of the capabilities
of this technology.

In connection with logistics, smart contracts can also be used to implement internal
audit systems to comply with environmental regulations. This is because, to a
certain extent, some aspects of environmental regulations are closely related to
logistics, for example, those related to waste management and transport.
Furthermore, others are direct application of certain 10T devices. An example of
this is the model proposed in Dai et al. (2019) for the continuous audit of the
performance on the control of air pollution. Nevertheless, as Hewa et al. (2021)
indicate, there are still a number of research opportunities in this field which have
not been fully exploited (i.e., the use of Al systems in combination with smart
contracts).

6. NEW RESEARCH OPPORTUNITIES

In recent years, the number of research work on smart contracts has increased
exponentially. This is because it is a topic with interesting practical implications.
However, due to the novelty of this technology some avenues of research regarding
the field of auditing, both external and internal, remain unexploited. As many
papers show (Dai et al., 2019; Fan et al., 2020; Roszkowska, 2021) a literature gap
still exists. The following are examples of research topics that are still unexploited:

e The study of how smart contracts deployed on a blockchain can be used to
execute audit procedures automatically.

e Based on the former, the design of audit tools based on smart contracts.
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e Theanalysis of the implementation of additional audit procedures to address
the new risks that emerge because of the diffusion of smart contracts.

e The determination of the optimal composition of multidisciplinary audit
teams for a smart contracts environment.

e The study and prescription of the role of public bodies in the quest for
standardization.

e The determination of the optimal boundaries of the regulation, regarding,
for example, the platforms and languages allowed, or the pieces of audit
evidence that should eventually be delivered to the different stakeholders.

e The determination of the most adequate procedures and policies to ensure
internal control for the specific case of smart contracts, as more
organizational units within a firm are involved in their creation and
deployment.

e The study of the impact on auditing profession (new job profiles, in-house
training, etc.) caused by the diffusion of smart contracts.

e The proposal of procedures and strategies to build interdisciplinary auditing
teams that include IT professionals.

In addition, we must bear in mind that smart contracts are a technological
innovation which, apart from addressing new risks, is supposed to replace
procedures which are done with older technologies. So, some other research
opportunities arise:

e The determination of the reasons for the adoption, as it may be influenced
by size, profitability (which may determine the resources a firm has to make
IT investments), and other factors.

e The assessment of the effect of the adoption on performance, in order to test
whether the implementation is successful. In other words, whether the
benefits outweigh the costs.

Furthermore, another issue which may constitute an avenue for further research
about smart contracts is to conduct technology acceptance studies. As smart
contracts are a rather immature technology, no robust methodologies have been
applied yet, and we can only mention the preliminary results of
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Ahmadisheykhsarmast and Sonmez (2020) which indicate that a significant number
of users are opposed / have reservations to the use of smart contracts to manage
payments.

7. SUMMARY AND CONCLUSIONS

Smart contract is an old concept that has evolved in recent years thanks to the latest
advances in technology, particularly blockchain and the 10T. They currently enable
automated commercial transactions which are also secure, traceable, transparent,
irreversible and trusted. In addition, there is no need for supervision by an external
system such as banks, courts or notaries. Therefore, the use of smart contracts can
be a source of advantages in business transactions: efficiency gains, cost reductions,
autonomy and automated consumer protection.

However, smart contracts have also some drawbacks: efficiency gains may not be
achieved in certain sectors and the implementation costs may be significant.
Furthermore, the disintermediation and automation, rather than increase consumer
protection, may reverse the burden of proof. In addition, difficulties may arise to
ensure the contractual capacity of the parties, as well as scalability problems and
vulnerability to attacks from cybercriminals.

The fact that smart contracts are a recent technology raises legal issues. As a result,
national laws provide different solutions. However, there is a lack of uniformity
between the different national regulations. Since smart contracts are not limited by
borders, a harmonization effort at the international level would be desirable.

Smart contracts are suitable to have a significant impact on external auditing, as
they can constitute supporting evidence of accounting records. So, they should be
analyzed by auditors, just as ordinary written contracts. As smart contracts are code
which is machine-readable, and accounting records are also in digital form, some
auditing tasks could be automated, thus reducing costs and time. To facilitate
automation, the definition of uniform templates for smart contracts, covering the
most common business operations, would be very useful. This would require a
collaboration effort that involves several Public Bodies. In addition, smart contracts
can be used by external auditors to execute audit procedures automatically, thus
providing near real-time reports, and allowing the possibility to grant certain
stakeholders access to the results of audit work.
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Smart contracts are also likely to have an impact on internal auditing. First, changes
need to be made to the internal audit processes of companies using smart contracts.
New organizational policies and additional audit procedures must be set to ensure
an adequate internal control and the mitigation of the new risks that arise (privacy
and security threats, functional correctness issues, and others). To cope with this
complexity, internal auditors must rely on multidisciplinary teams composed of
professionals with IT and business expertise. But, on the other hand, blockchain-
based smart contracts can also be used to automatically run internal control tests, as
well as to implement security policies that reduce the need for periodic checks.

Finally, we must underline that the diffusion of smart contracts in business is
creating new research opportunities which may have an impact on its application to
auditing. These avenues of research belong both to the IT field (i.e. design of tools
and frameworks), to the Legal field (i.e. optimal extent of the regulation) and to the
Business field (i.e. design of organizational policies, factors for the adoption and
economic effects).
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