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Abstract 

The impact of Industrial IOT technologies growth in terms of the enormous amount of 

data that is automatically being created every day reached 2.5 billion gigabytes in 2012, 

according to IBM [1]. Over the last two years alone 90% of the data in the world was 

generated [1]. This exponential growth of data implies new mechanisms of management 

of the created data that need to be developed. In order to make possible this data 

management, it has to have associated some additional data. This is, allow the 

association of data to the existing data, which is called metadata [2].  In section 2.4 there 

can be found a more detailed description what metadata is.  

There exist various technologies that allow the automatic registration of data coming 

from different industrial devices, some are considered in Section [1.3.1]. However, they 

do not focus on metadata management of the collected data, which plays a key role in 

enhancing how collected data is used and in transforming it into valuable information. 

The creation of those metadata associations to the produced data and its management 

is the main goal of this project.  
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Spanish project summary 

Diseño e implementación de API para la definición de catálogos de IoT con metadatos 

basados en estándares 

Resumen 

Siguiendo la filosofía de Daniel Keys Moran, quien cree que “Puedes tener datos sin 

información, pero no puedes tener información sin datos” [3], el alcance de este 

proyecto es brindar la posibilidad de convertir la enorme cantidad de datos que se crea 

automáticamente en el área industrial en información valiosa que se puede procesar y 

buscar fácilmente. 

En la Industria 4.0, los datos provienen de diferentes dispositivos que existen en una 

fábrica, y la automatización juega un papel clave [3] en el registro de esos datos. Sin 

embargo, hay casos en los que los datos registrados automáticamente necesitan 

permitir de alguna manera la asociación de otros datos, o metadatos, para convertirlos 

en información estructurada que pueda ser utilizada posteriormente. 

El objetivo de este proyecto es entregar una implementación estable y funcional de una 

API REST que está destinada a ser utilizada en entornos industriales por sistemas IIOT 

para permitir la gestión de esos sistemas y una gestión de metadatos de los mismos. 

Podría considerarse un catálogo de metadatos que procesa el conjunto de datos 

recibido de dispositivos industriales, lo almacena y lo convierte en información valiosa 

que luego puede ser buscada y utilizada para diferentes propósitos, como el análisis de 

datos para ayudar a crear estrategias de negocio. 

Palabras clave: Metadato, IOT, catálogo, API, Industria 4.0, IIOT, BigData 

Conclusiones 

Una vez finalizado este proyecto, se puede concluir que el sistema definido en la fase de 

Análisis se ha completado con éxito. Se ha implementado un sistema totalmente 

funcional que responde a muchos aspectos y necesidades del IOT industrial que se 

plantearon al principio del documento. 

El resultado final consiste en un sistema integrado por una API REST que permite 

gestionar un conjunto de operaciones relacionadas con la recuperación, procesamiento, 

almacenamiento y catálogo de entidades industriales como Sensores, Sistemas, 

Medidas o Propiedades y la asociación y gestión de metadatos a los mismos. 

Conllevó tiempo y dedicación entregar un proyecto que cumpla con las expectativas y 

objetivos en el campo de la transformación digital y la Industria 4.0, sabiendo que 
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necesita dar respuesta a una necesidad real de gestión de metadatos de entidades 

industriales en entornos IIOT. 

Cabe mencionar que el proyecto ha pasado por algunas iteraciones de implementación 

para asegurar que el resultado sea un producto de calidad en cuanto al diseño e 

implementación del software, además de asegurar que cumpla con los requisitos 

funcionales que se han definido en la fase de Análisis. 
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 Introduction 

1.1 Project justification and scope 

Following Daniel Keys Moran philosophy, who believes that “You can have data without 

information, but you cannot have information without data” [3], the scope of this project 

is to provide the possibility to convert the enormous amount of data that is 

automatically created in the industrial area into valuable information that can be easily 

processed and searched. 

In the Industry 4.0, data comes from different devices existing among a factory, and 

automation plays a key role [3] in registering that data. However, there are cases in 

which the automatically registered data needs to allow somehow the association of 

other data, or metadata, in order to convert it into structured information that can be 

used later.  

The aim of this project is to deliver a stable and functional implementation of a REST API 

that is intended to be used in industrial environments by IIOT systems to allow those 

systems’ management and a metadata management of them.  

It could be considered a metadata catalog that processes the received set of data from 

industrial devices, stores and converts it into valuable information that can be later 

searched and used for different purposes, like data analysis to help create business 

strategies. 
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1.2 Project goals 

In the context of an industrial environment where massive amounts of data are 

continually produced, collected, and stored, there’s an urgent need for this data to be 

automatically converted into valuable information that can be easily accessible and 

understandable, all this at minimum performance cost. For this to occur, devices that 

read or produce those data need a software that skips all traditional phases for data 

analysis and allow the possibility of storing the collected data as meaningful information 

that can be easily managed and retrieved. This means allowing the association of 

metadata to the data. 

The objective of the metadata management defined in this document is to provide the 

possibility to associate to any measurement coming from industrial devices and stored 

in the platform additional information about the measurement itself (units, limits, 

quality…), the sensor that captures it (model, range, accuracy…), the property that is 

being measured (source, variables…), and the object/system associated to that property 

(location, alarm limits…). 

One of the goals is to provide the possibility to extract automatically as much metadata 

as possible from the original source and to be able to associate new metadata to those 

systems, sensors, properties, and measurements. Another important functionality is to 

offer the possibility to search by any metadata once these have been registered and 

categorized.  

Therefore, the presented solution is meant to offer a REST API that provides a set of 

services for managing IIOT entities like sensors, properties, measurements and systems 

as well their metadata management, which plays a key role in transforming plain data 

into valuable information. 
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1.3 Analysis on the current situation 

The impact of Industrial IOT technologies growth in terms of the enormous amount of 

data that is being created every day reaches 2.5 million TBs[Error! Bookmark not defined.]. Over 

the last two years alone 90% of the data in the world was generated. This exponential 

growth of data implies new mechanisms of management of data that need to be 

created. In order to make possible this data management, it has to allow the association 

of data to the existing data.  In 2.4 section there can be found a more detailed 

description of metadata. 

These are the following statistics[4] that are worth mentioning while evaluating the 

current situation on this topic: 

- 80-90% of the data that is being generated today is unstructured data. 

- Poor data quality costs the US economy up to $3.1 trillion yearly. 

- In 2020, every person generated 1.7 megabytes in just a second. 

- Internet users generate about 2.5 quintillion bytes of data each day. 

- 95% of businesses cite the need to manage unstructured data as a problem for 

their business. 

- 97.2% of organizations are investing in big data and AI. 

- The big data analytics market is set to reach $103 billion by 2023. 

There exist various technologies that allow the automatic registration of data coming 

from different industrial devices, some are considered in section 1.3.1. However, they 

do not provide metadata management of the collected data, which plays a key role in 

enhancing how collected data is used and transforming it into valuable information. 

 

1.3.1 Evaluation of system alternatives 

This section contains the existing alternatives to the developed project, and the main 

reasons why they were not suitable for the purpose for which they have been analyzed. 
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1.3.1.1 Microsoft Data Catalog 

1.3.1.1.1 Description 

Microsoft provides a Data Catalog [4]  as a fully 

managed service that serves as a system of 

registration and system of discovery for enterprise 

data sources.   

Data Catalog provides a cloud-based service into 

which a data source can be registered. The data 

remains in its existing location, but a copy of its 

metadata is added to Data Catalog, along with a 

reference to the data-source location. The metadata 

is also indexed to make each data source easily 

discoverable via search and understandable to the 

users who discover it. 

After a data source has been registered, its metadata can then be enriched. The 

metadata can be added either by the user who registered it or by other users in the 

enterprise. Any user can annotate a data source by providing descriptions, tags, or other 

metadata, such as documentation and processes for requesting data source access. This 

descriptive metadata supplements the structural metadata (such as column names and 

data types) that is registered from the data source. 

Discovering and understanding data sources and their use is the primary purpose of 

registering the sources. Enterprise users might need data for business intelligence, 

application development, data science, or any other task where the right data is 

required. They can use the Data Catalog discovery experience to quickly find data that 

matches their needs, understand the data to evaluate its fitness for the purpose, and 

consume the data by opening the data source in their tool of choice. 

At the same time, users can contribute to the catalog by tagging, documenting, and 

annotating data sources that have already been registered. They can also register new 

data sources, which can then be discovered, understood, and consumed by the 

community of catalog users. 

A screenshot of the homepage of Microsoft Azure is shown below. 

Icon 1.  Microsoft data 
catalog 



API FOR INDUSTRIAL IOT METADATA MANAGEMENT | Introduction 

18 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

 

Figure 1. Microsoft Azure portal 

1.3.1.1.2 Advantages 

Users can also understand the data to evaluate if it serves their purpose. The data is 

consumed by opening the data source in their tool of choice. At the same time, users 

can contribute to the catalog and the metadata or add annotations. They can register 

new data sources as well, which can be discovered by other users and understood and 

consumed by other users who have permission to do so. This is locked down by 

permission and can be secured with Active Directory.  

1.3.1.1.3 Disadvantages 

The main drawback of this first alternative is that it is not suitable for metadata related 

to Industrial IoT technology, which is the main focus of this project.  

Also, the cost is another drawback to be taken into account as it is not a free service. Its 

monthly cost depends on the number of catalog objects that have been hired. Microsoft 

Azure offers a free trial with a 170€ credit, as seen below: 

 

Figure 2. Microsoft Azure free trial. 
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1.3.1.2 Microsoft’s Azure IoT Hub 

1.3.1.2.1 Description 

Azure IoT Hub [5] is Microsoft’s Internet of Things 

connector to the cloud is a fully managed cloud service 

that enables bi-directional communications between 

IoT devices and a solution back end.  

It can be used to build IoT communications of devices 

and a cloud-hosted solution backend. It offers the 

possibility to connect virtually any device to IoT Hub.  

It is not a free service it thought to be used in a big industrial 

environment, though the client is offered a free trial. The 

IoT Hub Free Edition is intended to encourage proof of 

concept projects. It enables to transmit up to a total of 8,000 messages per day and 

register up to 500 device identities. The device identity limit is only present for the Free 

Edition. 

1.3.1.2.2 Advantages 

- Reliable and secure communication device-to-cloud. 

- Also offers device management. 

1.3.1.2.3 Disadvantages 

- Its cost is one of the advantages to be considered 

- Creates an inconvenient dependency to an external provider. 

- Might not fit exactly the client’s specifications (like fields based on SensorML). 

1.3.1.3 Mindsphere 

1.3.1.3.1 Description 

MindSphere [6] is the cloud-based, open IoT operating system 

from Siemens that connects products, plants, systems, and 

machines. 

MindSphere provides a MindConnect API to connect industrial 

devices to the cloud. It includes elements such as MindConnect 

Nano, software agents installable on devices, and open cloud 

protocols for built-in connectivity in Siemens and third party 

devices.  

Icon 2. Azure IoT Hub 

Icon 3. Mindsphere 
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1.3.1.3.2 Advantages  

- Acts as a Gateway to IoT devices. 

- Works with all popular browsers. 

- Industrial IoT oriented. 

1.3.1.3.3 Disadvantages 

- It does not offer metadata management of the collected data, which is the main 

purpose of the API developed in this project.  

 

1.4 Evaluation of implementation alternatives 

This section will consist of the evaluation of the possible alternatives for the 

development of the API.  

1.4.1 Programming language 

Regarding the programming language, the API could have been developed using C#, 

JavaScript, PHP or Python. Each of them has specific characteristics that would have 

been useful when developing the project, but the reason for choosing Java was mainly 

because it has been imposed by the client, and it is also a programming language the 

author of this project is comfortable with in terms of experience. 

1.4.2 Type of API 

1. SOAP  (Simple Object Access Protocol). In SOAP, which uses XML data transfer, 

operations are defined as unidirectional WSDL ports, with many instances of 

the process sharing the same operation [7]. 

2. RESTful (Representational State Transfer). Operations are defined in messages 

themselves, and there is a single direction for each instance of the process. 

Components are not coupled in the same way in both cases; while in SOAP they 

are tightly coupled, in REST that coupling is weak. Some other advantages of 

REST are scalability, flexibility, portability, and independence. The API 

developed in this project will be RESTful. [8] 

3. GraphQL. It is a data query language and runtime designed. It aims to provide 

an alternative to traditional REST API architecture. At its core, GraphQL 

provides a syntax that describes how to ask for data (called a Schema). 

GraphQL is database agnostic and works by creating a single endpoint 

responsible for accepting queries, rather than relying on the REST API approach 

of having separate endpoints for each service. [9] 
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1.4.3 Database 

4. MySQL. It is an open-source relational database management system RDBMS 

based on SQL. Related information is stored in different tables, but the concept 

of JOIN operations simplifies the process of correlating it and performing 

queries across multiple tables and minimize the chances of data duplication. 

[10] 

5. MongoDB . It is a NoSQL database [11] that employs the format of key-value 

pairs, or document store. Document stores in MongoDB are created and stored 

in BSON files which are modified versions of JSON files [12] 

6. Microsoft Azure EventHubs. Azure Event Hubs is a hyper-scale data ingestion 

service, fully managed by Microsoft, that enables to collect, store and process 

trillions of events from websites, apps, IoT devices, and any stream of data. 

[13]Though it would have fitted in this project, its capabilities and high cost are 

more suitable for larger projects that the one we are considering in this work. 

1.5 Proposed solution 

The solution that is being presented in this document is a RESTful API that allows the 

management of Sensors, Systems, Properties and Measurements, and the creation and 

management of metadata related to those entities. The essence of this project lays on 

the possibility of creating and associating metadata to those entities, which later allows 

precise search of specific data that builds valuable assets for any firm or final user. 

The proposed solution has been designed using Swagger [14]. Two designs have been 

attached: the first, corresponding to the exact implementation of this project, and the 

second, provided in its most general form, without bounding it to this specific solution. 

This has been done to allow the implementation of the API responding to the specific 

needs of the use case it is applied to, which does not have to necessarily fit the exact 

entities defined for the implemented use case. 

The project has been developed using Java Programming Language, as it is the third most 

used programming language in the world [15], behind Python and JavaScript. 

Considering that, the proposed solution is and API, and knowing the advantages of 

object-oriented languages, Java seemed the best option. 

 As for the management of data, a relational database has been chosen, specifically, 

MySQL [10] . 
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1.5.1 Metadata structure 

The IIOT metadata structure defined for this project is based on a combination of two 

standards: SensorML [16] and AutomationML [17]. They have been adapted to the 

specific requirements of this application, thought for the management of metadata for 

Systems, Sensors, Properties and Measurements. However, the design of the API that is 

being delivered with this project is generalized to fit the implementation for any other 

entity that can be considered in other industrial use cases.  

SensorML can be regarded as the base for this structure, since it covers the three main 

topics (sensor, property, and object). This version of the API, does not implement 

AutomationML, only the basic attributes to specify the physical links between objects. 

SensorML structure has been simplified too.  Many of the fields specified in the standard 

do not provide much value to the objectives of this project, or the information are too 

difficult to get in its timeframe. 

On the other hand, no standard seems to properly cover all possible relationships 

between systems and properties (for example, the flow through a pump is the same 

than that through the pipes connected to it), so some new fields have been added in the 

use case that is being presented. 

1.6 Deliverables 

This section briefly defines the set of deliverables that constitute this project, besides 

the present document.  

1.6.1 API 

The proposed solution will be presented as an API with the characteristics described 

above and will be able to communicate with the different subsystems it will work with. 

The source code of the API will be delivered with the present document.  

 

1.6.2 Design of the API 

The API has been designed in Swagger[Error! Reference source not found.]. Two designs 

are being delivered: 

7. A general design of the API. The generalization of the main entities and 

operations are delivered to make it suitable for any other industrial context 

where it could possibly be applied. 
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8. The concrete design of the provided implementation, which has been 

automatically generated as a result of the integration of Swagger 2 into the 

project. 

Swagger allows whoever has these designs to understand the requests it is able to 

respond to and how should it be implemented. It can be considered as a manual of 

implementation of the API, as it will be the guideline of the expected behavior and the 

expected responses to that requests. 

 

1.6.3 Tests 

Tests have been implemented using Postman [18]. A collection with several sets of tests 

has been implemented.  It has been exported into a JSON file that represents the 

deliverable for the tests section. 

Postman has been used along all the development process, and provides the possibility 

to run a whole collection, which allows the developer a quick way of testing all the 

implemented functionality, as well as its performance.  

Detailed information about this deliverable is found in section 7 of this document.  

 

1.6.4 Database script 

A SQL file will be provided, containing all queries to create the database that has been 

designed for this project. 

1.6.5 Javadoc 

A compressed file containing automatically generated Javadoc from the implemented 

solution will also be provided. This offers the reader the possibility to see the 

implemented functionality without having to open any source code. 

1.6.6 API manuals 

A document specifying some technical decisions will also be delivered. 

More about this is detailed in section 8.
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 Theorical aspects 

This section introduces some concepts that need to be explained to provide a better 

understanding of the whole project as well as the impact their significance has in relation 

to the development of this API. 

2.1 Big Data 

Big data [19] refers to data sets that are so big and complex that even traditional data-

processing application software are inadequate to deal with them. Its scale, distribution, 

diversity, and sometimes even its timeliness requires the use of new technical 

architectures, analytics, and tools to convert it into valuable information that can be 

used as a source of business value. Big data can be characterized by three main features:  

• Volume. The volume of the data is its size, which grows exponentially in time. 

This is the reason why traditional data analytic tools became deprecated and 

there is an urgent need of new and more efficient, automatized tools for data 

management. Data volume is the main attribute of big data. Big data is usually 

quantified by size in TBs or PBs [21].  

• Variety.  Variety represents the different formats and types of data, as well as 

the diversity of sources it comes from. There is a greater variety of sources than 

ever before, including industrial and smart devices, software sources as logs, 

clickstreams, and social media, among others. This project will focus on the 

industrial sources of data and the urgent need of providing efficient ways of 

structuring it and therefore converting it into valuable information. 

• Velocity. Velocity refers to the rate with which data is changing, and how often 

it is created. In other words, the frequency of data generation or the frequency 

of data delivery. Two of the leading edges of big data are streaming data, which 

is collected in real-time from the websites [22] and IOT data, which is created by 

smart devices. 

 

Some researchers and organizations have discussed a fourth characteristic of data, 

which is veracity. Veracity focuses on the quality of the data. This characterizes big data 

quality as good, bad, or undefined due to data inconsistency, incompleteness, 

ambiguity, latency, deception, and approximations [23]. 

 

The importance of big data in business intelligence lays on the fact that it has the 

potential to help companies improve operations and make faster, more intelligent 

decisions. The data is collected from different sources, including emails, mobile devices, 

applications, databases, servers and other means. This data, to become valuable for 
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companies and people, needs to be correctly processed, once captured, formatted, 

manipulated and stored. For being processed, data needs to be easily accessible, 

structured some way that makes it easy for analysts or whoever needs to access it, to 

find it. Enormous amounts of data that are not organized and not easily found when 

needed, are just useless data. In order to make it become information that is valuable 

for humans and programs made by humans, it has to be structured somehow. This is 

where the metadata management system presented in this document plays a key role.  

 

2.2 Industrial Internet of Things 

The Internet of things, also known as IOT [20],  is the extension of Internet connectivity 

into physical devices and everyday objects. Embedded with electronics, Internet 

connectivity, and other forms of hardware, such as sensors, these devices can 

communicate and interact with others over the Internet, and they can be remotely 

monitored and controlled. 

The definition of the Internet of things has evolved due to convergence of multiple 

technologies, real-time analytics, machine learning, commodity sensors, and embedded 

systems. Traditional fields of embedded systems, wireless sensor networks, control 

systems, automation, and others all contribute to enabling the Internet of things. 

The Industrial Internet of Things or IIOT [21],  refers to interconnected sensors, 

instruments, and other devices networked together with computers' industrial 

applications, including, but not limited to, manufacturing and energy management. This 

connectivity allows for data collection, exchange, and analysis, potentially facilitating 

improvements in productivity and efficiency as well as other economic benefits. The IIOT 

is an evolution of a Distributed Control System (DCS) that allows for a higher degree of 

automation by using cloud computing to refine and optimize the process controls. 

 

2.3 Industry 4.0 

Industry 4.0 is the fourth industrial revolution that optimizes the computerization of 

industry 3.0. Since connected machines collect a tremendous volume of data that can 

inform maintenance, performance and other issues, as well as analyze that data to 

identify patterns and insights that would be impossible for a human to do in a 

reasonable timeframe, Industry 4.0 [22] offers the opportunity for manufacturers to 

optimize their operations and enforces digitalization of industrial processes. 
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A key component of Industry 4.0 is the Internet of Things that is characterized by 

connected devices. Not only does this help internal operations, but through the use of 

the cloud environment where data is stored, equipment and operations can be 

optimized by leveraging the insights of others using the same equipment or to allow 

smaller enterprises access to technology they wouldn’t be able to on their own. 

The Industrial Internet of Things (IIoT) has taken this commercial technology even 

further and applied it on a much broader scale. This has led to innovations like the smart 

factory [23]  and predictive technology. By outfitting industrial machines with sensors 

and equipping employees all across the supply and delivery chains with the tools to 

monitor and respond to the output from these sensors, companies have begun to 

streamline all business operations. 

The connectivity envisioned by the Industrial IoT implies that streams of data will flow 

to and from connected systems. These streams of data may be massive. Big Data has 

become the term for the ability to find significant trends or emerging patterns 

detectable only by rapidly scanning many millions of unstructured data items in different 

formats from a multitude of diverse sources. The ability to gather and access the huge 

mass of data generated by the connected factory (and then make sense of this data) is 

what Big Data brings to the Industrial IoT. 

IIOT therefore increases the information that make up big data, by adding to it huge 

amounts of data received from different devices. It is essential here a proper automatic 

classification when receiving all these data, to transform it into valuable information 

that can be later used for different purposes. Once this is achieved, and data is easily 

accessible, another key aspect is offering the possibility to add data to that existing data. 

This is, associate metadata to the existing data. This is the aspect on which the present 

project is focusing: in an industrial environment, once the information has been 

correctly received and registered from the different existing devices, providing the 

possibility of adding metadata to those data, that can be later searched by, modified or 

deleted. This metadata management of data converts the huge amounts of data 

explained in into information that becomes valuable for users and machines processing 

those data.  

 

  



API FOR INDUSTRIAL IOT METADATA MANAGEMENT | Theorical aspects 

28 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

 

2.4 Metadata 

This concept is fundamental in the development of the present project, as metadata 

management is the essence of it. Understanding what metadata is, the types of 

metadata that exist and its functions plays a key role in ‘seeing the bigger picture’ of this 

API and the importance of its implementation. 

2.4.1 Definition 

Metadata is defined as the information about certain data or, data about data [24]. The 

main purpose of creating metadata is to provide a more comprehensive description of 

a certain data. This provides a better understanding of data and enhances its 

management. To have a better understanding of metadata, and why this project 

focusses on providing metadata management, it is important to know the different 

types of metadata that exist, and what functions they provide.  

2.4.2 Types of metadata 

Depending on its purpose, there exist three types of metadata. These are briefly 

described below: 

2.4.2.1 Descriptive metadata 

Describes a resource for purposes such as discovery and identification. It can include 

elements such as title, abstract, author, and keywords. 

2.4.2.2 Structural metadata 

Indicates how compound objects are put together, for example, how pages are 

ordered to form chapters. 

2.4.2.3 Administrative metadata 

Provides information to help manage a resource, such as when and how it was 

created, file type and other technical information, and who can access it. There are 

several subsets of administrative data; two that are sometimes listed as separate 

metadata types are: 

o Rights management metadata, which deals with intellectual property 

rights, and 
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o Preservation metadata, which contains information needed to archive 

and preserve a resource. 

2.4.3 Metadata functions 

Depending on the purpose that is being pursued, metadata cab ne used for: 

2.4.3.1 Resource discovery 

1. Allowing resources to be found by relevant criteria. 

2. Identifying resources. 

3. Bringing similar resources together. 

4. Distinguishing dissimilar resources. 

5. Giving location information.  

2.4.3.2 Organizing e-resources 

1. Organizing links to resources based on audience or topic. 

2. Building these pages dynamically from metadata stored in databases.  

2.4.3.3 Facilitating interoperability 

Using defined metadata schemes, shared transfer protocols, and crosswalks between 

schemes, resources across the network can be searched more seamlessly. 

o Cross-system search, e.g., using Z39.50 protocol; 

o Metadata harvesting, e.g., OAI protocol.  

2.4.3.4 Digital identification 

1. Elements for standard numbers, like ISBN 

2. The location of a digital object may also be given using: 

o a file name 

o a URL 

o some persistent identifiers, like, PURL (Persistent URL); DOI (Digital 

Object Identifier) 

3. Combined metadata to act as a set of identifying data, differentiating one 

object from another for validation purposes.  

2.4.3.5 Archiving and preservation 

• Challenges: 

o Digital information is fragile and can be corrupted or altered; 

o It may become unusable as storage technologies change. 
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• Metadata is key to ensuring that resources will survive and continue to be 

accessible into the future. Archiving and preservation require special elements: 

o to track the lineage of a digital object, 

o to detail its physical characteristics, and 

o to document its behavior in order to emulate it in future technologies. 
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 Planning 

One of the first steps in the realization of this project was the definition of a planning 

for the deadlines management regarding the implementation of the system. Also, a 

planning permits the developer to visualize, in broad strokes, the different sections that 

are to constitute its development. 

The planning of the project consists of 9 phases in which the tasks to be carried out will 

be grouped. These 9 phases are presented below as follows: 

• Training: the system uses technologies with which the author of the project had not 

worked previously. This means spending time learning and understanding those 

technologies that will be used to implement the project. 

• Analysis: phase in which the developer needs to understand the problem that arises 

and to which the implementation of this system will be giving a solution. 

• Planning: the realization of the planning itself, which has undergone modifications 

over time. It is summarized sequentially to establish a clearer Gantt chart. 

• Design: design the proposed solution to solve the problem. 

• Implementation: implement this solution with the appropriate technologies. 

• Development of tests: conducting tests to check the correct operation of the system. 

• Deployment: allow the system to be published and ready to be used. 

• Budget: realization of the budget associated with the project. 

• Documentation: completion of the final documentation gathering the information 

collected in the previous phases and completing sections such as final conclusions and 

manuals. 

 

Two schedules associated with the project have been carried out, which are presented 

below. 
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3.1 Initial planning 

This was the initial estimated time for the implementation of the project. However, 

because of various reasons the project was paused and did not achieve the initial goals 

of being finished according to this planning. The author considered that it was important 

to show both versions as things do not always go as planned and it is not unusual for 

this kind of projects to be rescheduled. 

The initial planning is going to be detailed below. 

3.1.1 Main overview 

This section contains the main overview of the different sections that have been 

identified for this project. They have already been described above. This section 

provides a sequential view of the estimation of hours that the already defined phases 

would take. It also contains the Gantt diagram corresponding to the identified tasks. 

This is the initial planification that was initially proposed. In sections below it will be 

shown that it has not been fulfilled as expected, as some of the phases were paused for 

a period of time. 
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Figure 3. Initial planning: general view 

The initial planning for the implementation of this project summed up a total of 420 hours. 
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3.1.2 Training 

 

Figure 4. Initial planning: Training 
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3.1.1 Analysis 

 

Figure 5. Initial planning: Analysis 
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3.1.2 Planning and budget 

 

Figure 6. Initial planning: Planning and Budget 
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Figure 7. Initial planning: System architecture 
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3.1.3 Implementation 

 

Figure 8. Initial planning: implementation 
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3.1.4 Testing, Deployment and Documentation 

 

Figure 9. Initial planning: testing, deployment and documentation 
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3.2 Modified planning 

The project went through a period of stand by, as mentioned above. Therefore, when 

resumed, a new planning was needed, rescheduling the tasks that were not completed 

in the first phase of the development of this project.  

This section is meant to show the planning that was made for the completion of the 

system. It is shown as a modification of the original planning. 

The hours that had been estimated initially were spent trying to complete the system, 

but because of the iterations it went through, it has not been finished on time and its 

finalization has been postponed. 

The lack of experience developing a project of this nature resulted in a non-accurate 

estimation and continuous reviews of the initial design and implementation techniques, 

which had been the main reason for not finishing the project on the initially estimated 

time. 

After almost two years, this project has been resumed and the planning that has been 

made for the remaining functionalities and documentation to be completed are shown 

in the image below. 
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Figure 10. Modified planning 

As it can be seen above, the initial planning remains unchanged, as those were hours 

that were spent as planned, though the results did not match the planned schedule. 

Therefore, a new modifications task has been created, containing the subtasks that have 

been carried out in the second phase of developing the project.  

Repositories, services and controllers have been modified and completed. Also, 

documentation has been updated according to those modifications.  
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A summary of the time it took to complete all phases is presented below: 

Phase Time it took Time units Fits the initial 
expectations? 

Training 60 hours As planned 

Analysis 75 hours As planned  

Planning and budget 25 hours As planned 

System design 50 hours As planned 

Implementation 175 hours +55hours needed 

Tests 20 hours As planned 

Deployment 20 hours As planned 

Documentation 80 hours +30hours needed    
 

Total 505 hours + 85 hours 
needed 

Figure 11. Summary of planning  
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 Analysis 

This section represents the analysis phase that took place to establish the system 

requirements and specifications, as well as the preliminary design on which the actual 

implementation was based.  

4.1 System definition 

4.1.1 Scope of the system 

The aim of this project is to deliver a stable and functional implementation of a REST API 

that is intended to be used in industrial environments by IIOT systems to allow a basic 

management of those systems as well as their metadata management in order to 

provide the possibility of structuring industrial data.  

As described in previous sections, metadata is key when talking about management of 

automatically produced data, and the main objective of this project is to provide an easy 

way of attaching metadata to new or already existing industrial entities, and to provide 

an efficient way of searching through all those accumulated data. 

In other words, the objective of the metadata management defined in this document is 

to provide the possibility to associate to any measurement coming from industrial 

devices and stored in the platform, additional information about the measurement itself 

(units, limits, quality…), the sensor that captures it (model, range, accuracy…), the 

property that is being measured (source, variables…), and the object/system associated 

to that property (location, alarm limits…). 

This API is meant to be used by both industrial devices and humans. Industrial devices 

would call to the requests that the system is to provide in order to allow registry of data 

and metadata.  

The human actor interacting with this system would access to the offered functionality 

through a user interface that is outside the scope of this project. All demonstrations of 

the provided functionality are done through Error! Reference source not found., which 

is a client that allows interaction with REST APIs through requests. 
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4.1.2 System structure 

 

Figure 12. System structure 

The above illustration represents the functionality that the API presented in this 

document is offering. It could be considered a metadata catalog that processes the 

received set of data from industrial devices, stores and converts it into valuable 

information that can be later searched and used for different purposes, like data analysis 

to help create business strategies. 

 

4.2 System requirements 

The set of requirements that are presented below were defined based on an initial 

document and meetings with the supervisor of this project, to establish the scope of this 

project.  

4.2.1 Functional requirements 

FR1. Principal entities management. Principal entities are Systems, Sensors, 

Properties and Measurements, and all have the common basic operations: 

FR1.1. Possibility to register entities with their associated metadata into the 

database through the API.  

FR1.1.1. The information will be received in JSON format, containing: 

FR1.1.1.1. The id of the entity. 

FR1.1.1.2. The information to be associated, understanding by information, 

a set of field-value associations. 

FR1.1.1.2.1. Could be information categorized by groups. 

FR1.1.1.2.2. Or non-categorized by group information. If no group is 

specified, they will be associated to a default group. 
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FR1.2. If an entity with given identifier already exists, its metadata will be 

updated. 

FR1.2.1. If the data to be associated are fields that already existed but 

with different values, they will be updated. 

FR1.2.2. If data to be associated are fields that did not exist, they will be 

associated. 

FR1.3. Possibility to delete entities from the database. 

FR1.3.1. All field associations to that entity will be correspondingly 

deleted. 

FR1.4. Possibility to search existing entities by any filter. Entities matching the 

filter will be returned among with all their associated metadata. 

FR1.4.1. If filter is specified, all entities that have associated a field 

matching the filter will be returned. 

FR1.4.2. If no filter is specified, all entities will be returned. 

FR2. Metadata management. 

FR2.1. Possibility to associate metadata to entities. 

FR2.1.1. Identifier of the entity will be specified. 

FR2.1.1.1. If entity with given identifier does not exist, it will be registered. 

FR2.1.2. Fields with their corresponding values to be associated will be 

specified. 

FR2.1.2.1.1. Possibility to categorize those field-value associations by 

groups. Not mandatory. 

FR2.1.2.1.2. If no group is specified, data metadata will be assigned to 

a default group. 

FR2.2. Possibility to delete metadata associations. 

FR2.3. Possibility of modifying the values of existing metadata.  

FR3. Fields management. 

FR3.1. Fields can be individually registered into the database. 

FR3.1.1. Name of the field will be mandatorily specified. 

FR3.1.2. Description of the field will be optionally specified. 

FR3.2. Fields can be individually modified. 

FR3.2.1. Modification of their description is allowed. 

FR3.3. Fields can be individually deleted. 

FR3.3.1. All associations will be deleted in cascade. 

FR3.4. Searches on fields can be performed. 

FR3.4.1. Fields that contain a specific set of characters. 

FR3.4.2. All existing fields. 

FR4. Groups management. 

FR4.1. Groups can be individually registered into the database. 

FR4.1.1. Name of the group will be mandatorily specified. 

FR4.1.2. Description of the group will be optionally specified. 

FR4.2. Groups can be individually modified. 

FR4.2.1. Modification of their description is allowed. 

FR4.3. Groups can be individually deleted. 

FR4.3.1. All associations will be deleted in cascade. 

FR4.4. Searches on groups can be performed. 
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FR4.4.1. Groups that contain a specific set of characters. 

FR4.4.2. All existing groups. 

4.2.2 Non-functional requirements 

NFR1. The API must use HTTPS protocol.  

NFR2. The API must be consistent in terms of the database operations: they will be 

done persistently. 

4.2.3 Technical constraints 

TC1. The system must be a REST API. 

TC2. The API must be implemented in JEE. 

TC3. The API must be designed using Swagger [Error! Reference source not found.]. 

TC3.1. A general Swagger definition must be designed. 

TC3.2. Swagger must be also integrated in the project, providing a real design 

of the actual implementation, and allowing live interaction with the 

implemented requests. 

TC4. The data will be stored in a relational database. 

TC5. The system that integrates the API needs to be connected to Internet. 

4.2.4 Identification of actors  

Entity.  Represents the four basic entities that are being considered for the IOT version 

of this API: 

1. Systems that might contain sensors. 

2. Sensors that are contained in systems or are in the proximity of them. 

3. Properties that are being measured. 

4. Measurements that are being made. 

These entities are being recognized by the API at registration time, when the 

information is being received, processed and stored through the developed API.  

User. Considered as someone with all permissions to alter the existing data. An 

employee can manually register or delete entities from the database, through the API. 

He can also manage metadata related to any of those entities. The human user will use 

this API through a user interface that is outside the scope of this project.  
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4.2.5 Main use case specifications 

4.2.5.1 Entity and metadata registering 

This block represents the possibility to register entities and metadata associated to 

those entities, as well as updating those metadata associations. The IIOT actor 

represents the automatic execution of the indicated actions, while the human actor 

represents the user that interacts with the implemented API through a user interface. 

 

 

Figure 13. Use case: register entities and metadata 

UC-EMM-01 

Registering entities 

Description 

Entities are registered into the database. The information is received through the 
body of a request and is processed by the API to register the entity into the database, 
as well as its associated metadata. The metadata that comes with the entity 
information can or cannot be classified by groups. The API will check whether the data 
is or not classified and will create the associations accordingly. 

 

 

UC-EMM-02 

Associating metadata to entities 
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Description 

Once an entity is registered with its default initial metadata, if any, additional 
information can be associated to it, and will be treated the same way the initial 
metadata was.  

 

UC-EMM-03 

Updating metadata associated to entities 

Description 

An existing set of metadata already associated to an entity can change over time. The 
values of those fields will be updated. 

 

Modifying entities does not make sense in the proposed solution since they are 

represented by a unique universal identifier UUID which, if allowed to change, basically 

means that the previous entity ceased to exist(has been deleted) and a new one has 

been created. This is the main reason why the implemented solution considers that the 

UUID defining the entity cannot change over time.  

 

4.2.5.2 Entity and metadata search 

One of the main purposes of this project is to provide the possibility of, once properly 

classified metadata, easily search among those existing data and convert them into 

valuable assets for the final client. 

Metadata does not make sense if not associated to an entity, as it exists to add 

information to a specific entity, let it be a sensor, measurement, property or system. 

Therefore, the search will return the entity that matches the search filter and its 

corresponding associated metadata, classified by groups(if that is how it has been 

registered, as there exists the possibility to register unclassified metadata, though it is 

preferable not to.). 

This search is something the final user does through a user interface that consumes the 

implemented API. 
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Figure 14. Use case: search metadata 

 

UC-EMS-01 

Search by filter 

Description 

The user is given the possibility to search among the existing entities: 

1. If no filter is given, all entities with all their associated metadata, classified by 
their corresponding groups will be returned. 

2. If some filter is specified, only those entities matching the filter(any of its 
associated metadata or the UUID of an entity) will be returned 

 

 

4.2.5.3 Entity and metadata delete 

Possibility to delete existing metadata and existing entities. If an entity is deleted, all 

metadata associated to it will be deleted accordingly. However specific sets of metadata 

can be deleted from an existing entity without deleting the entity itself or the rest of its 

associated information. 

 

Figure 15. Use case: delete entity and metadata 
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UC-EMD-01 

Delete entity 

Description 

If the entity with given UUID exists, the corresponding associations will be deleted.  
If the entity does not exist, user will be notified that entity with given UUID does not 
exist. 

 

UC-EMD-02 

Delete metadata associated to entity 

Description 

If the metadata exists, the corresponding associations will be deleted.  
If it does not exist, user will be notified that metadata with given id does not exist. 

 

4.2.5.4 Secondary entities management 

Entities that are being used by the first entities to complete their meaning are 

considered secondary entities. These are Fields, Groups and Values.  

Fields with given values represent the metadata that can me associated to an entity. 

These might or might not be categorized by groups. 

Fields and Groups can be managed individually: a user can register into the system some 

basic fields or groups, so that the first time they are associated to an entity they already 

exist in the database and do not need to be created. 

It might be convenient to update some existing fields or groups, changing their 

description for a more significant one. Therefore, management of these entities is also 

needed. 

It does not make sense to manage values by themselves, as their only purpose is to be 

used along with fields to create metadata that might or might not be grouped. 
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Figure 16. Use case: secondary entities management 

UC-SEM-01 

Create/update a field 

Description 

A field or list of fields can be created. If the field with given name already exists but 
with different description, it will be updated to the given one. 
If the field does not exist, it will be created. 
 

 

UC-SEM-02 

Delete a field 

Description 

If the field exists, it will be deleted. All associations involving this field will be deleted 
consequently. 
 

 

UC-SEM-03 

Create/update a group 

Description 

A group or list of groups can be created. If any of the given groups already existed, but 
with different description, their description will be updated. 

 

UC-SEM-04 

Delete a group 

Description 

The group will be deleted. All metadata associations involving the given group will also 
be deleted. 
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4.3 Subsystems identification in analysis phase 

The main goal of this section is decomposing the API in subsystems or modules that 

provide a better understanding of its functionality and structure.  

4.3.1 Description of subsystems 

This section contains the initial packages that were identified to implement the API. 

 

Figure 17. Analysis - Packages diagram 

1. Controller. This package will contain all controllers responsible for offering the 

functionality that would be used by the system consuming this API or a user 

interface that would allow interaction with the implemented system The front-

end layer containing the user interface was not implemented as it is outside the 

goal of this project). The functionality of the API will be tested through requests 

pointing to these controllers, as if it were used by a client. 

2. Model. Controllers will work with predefined models that are processed in the 

service layer. 
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3. Entity. The main database entities will be: System, Sensor, Property and 

Measurement. In order to properly manage them, some secondary entities are 

needed: Field, Value, group, and some entities representing tables that are 

associations of those to create metadata that can be added to the main entities. 

4. Service. Package that will contain all the services that perform the corresponding 

operations for the controllers.  

5. Repository. Package that will contain all repositories that perform the database 

accesses needed in the services from which these repositories are called. 

4.3.2 Description of components that connect 

subsystems 

Once identified the subsystems, this is, the packages, there will be presented the 

communication among them through interfaces for a given Entity. 

 

Figure 18. Components communication diagram 

In its most general form, the communication between the principal interfaces is 

resumed to: 

1. A controller provides the desired functionality by calling the corresponding 

service. It works with models, which means it receives and returns a model with 

the corresponding data. 

2. A service implements the specific functionality, for which it needs to call the 

corresponding repository. It works with entities and models. When operating 

with data retrieved from the repository or to be inserted into the repository, it 

works with entities, but when it comes to returning information to the controller, 

it uses the corresponding models. 

3. A repository connects to the database to perform specific operations. It always 

considers entities. 

4.4  Preliminary Class diagram 
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The class diagram that comes as a result of the analysis of requirements is shown below. 

Previous to starting the development phase, the main packages and entities were 

thought to be the following: 

4.4.1 Class diagram 

 

Figure 19. Preliminary class diagram 

 

4.4.2 Description of classes 

4.4.2.1 Principal entities 

This section describes the main entities that are being considered for the concrete 

implementation of this project, focused on an industrial environment and based on the 

needs of the specific industrial environment for which it is to be used. The API has been 

designed to easily allow the implementation of other industrial entities that are to be 

managed in other use cases.  

System 

 

Description 

Class to represent Industrial systems, which are any piece of equipment in the 
industrial plant.  

Responsibilities 

Representing one of the main entities to be managed by the API 

Proposed attributes 

Id: long that will be used as primary key in the database 
UUID: universal unique identifier that will be defined when registering 
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Proposed methods 

Getters and setters 

 

Sensor 

 

Description 

Class to represent the physical sensors installed in the plant. Virtual sensors will be 
included as a property. For the sake of simplicity, when a single device can measure 
several properties (for instance, a gas analyzer), one single sensor will be defined for 
each of them. 

Responsibilities 

Representing one of the main entities to be managed by the API 

Proposed attributes 

Id: long that will be used as primary key in the database 
UUID: universal unique identifier that will be defined when registering 

Proposed methods 

Getters and setters 

 

Property 

 

Description 

Class to represent signals whose data are used or stored in the IoT platform. They can 
be measurable properties coming from a sensor, alarms, or the result of a calculation 

Responsibilities 

Representing one of the main entities to be managed by the API 

Proposed attributes 

Id: long that will be used as primary key in the database 
UUID: universal unique identifier that will be defined when registering 

Proposed methods 

Getters and setters 

 

Measurement 

 

Description 

Class to represent measurements for the property they represent. 

Responsibilities 

Representing one of the main entities to be managed by the API 

Proposed attributes 

Id: long that will be used as primary key in the database 
UUID: identifier of the variable 

Proposed methods 

Getters and setters 
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4.4.2.2 Secondary entities 

Secondary entities are those entities that will be used to create the metadata to be 

associated to an industrial entity. 

The field represents the name of the data to be associated, which has a specific value, 

and together represent the information that might or might not be categorized by 

groups. The standard scenario is that information becomes more valuable to the user 

when grouped. 

 

Field 

 

Description 

Class to represent fields that will be associated to the principal entities as metadata. 

Responsibilities 

Representing one of the secondary entities to be managed by the API 

Proposed attributes 

Id: long that will be used as primary key in the database 
name: name of the field 
description: description of the field 

Proposed methods 

Getters and setters 

 

Group 

 

Description 

Class to represent groups to which fields will belong and that will be associated to the 
principal entities. 

Responsibilities 

Representing one of the secondary entities to be managed by the API 

Proposed attributes 

Id: long that will be used as primary key in the database 
name: name of the group 
description: description of the field 

Proposed methods 

Getters and setters 

 

Value 

 

Description 

Class to represent values that will be given to fields. 

Responsibilities 

Representing one of the secondary entities to be managed by the API 

Proposed attributes 
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Id: long that will be used as primary key in the database 
value: value of the field 

Proposed methods 

Getters and setters 

 

4.4.2.3 Metadata 

Metadata is represented by associations of fields, values and groups to each specific 

entity. 

MetadataAssociation 

 

Description 

Class to represent association of metadata to each industrial entity. This means that 
an association of field, value, group and entity id will be created for each metadata to 
be added. 
There will be: 

- Metadata associations to sensors 
- Metadata associations to systems 
- Metadata associations to properties 
- Metadata associations to entities. 

 

Responsibilities 

Representing the existence of a link between a concrete industrial entity and its 
metadata. 

Proposed attributes 

Id: long that will be used as primary key in the database 
Field: object of type Field to be associated 
Group: object of type Group to be associated 
Value: object of type Value to be associated 

Proposed methods 

Getters and setters 

 

4.4.2.4 Controllers 

EntityController 

Entity represents each of the main 
entities 

Description 

There will be one controller for each main entity 

Responsibilities 

One method for each principal functionality that the service will provide.  

Proposed attributes 
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Proposed methods 

Register entity, delete entity, associate data to entity, delete associations of data to 
entity, search by filter 

 

4.4.2.5 Services 

EntityService 

Entity represents each of the main 
entities 

Description 

There will be one service for each main entity, with its corresponding implementation 

Responsibilities 

One method for each principal functionality that the service will provide.  

Proposed attributes 

 

Proposed methods 

Register entity, delete entity, associate data to entity, delete associations of data to 
entity, search by filter 

 

4.4.2.6 Repositories 

EntityRepository 

Entity represents each of the main 
entities 

Description 

There will be one repository for each entity, with its corresponding implementation 

Responsibilities 

One method for each principal functionality that the service will provide.  

Proposed attributes 

 

Proposed methods 

Register entity, delete entity, associate data to entity, delete associations of data to 
entity, search by filter 

 

4.4.2.7 Models 

This package will contain the models that will be needed to return the information to 

the layer that will use this API through the controller, as well as to represent the received 

request body in some of the controllers.  

 

FieldValueAssoc 
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Description 

Model representing the association of a value to a field 

Proposed attributes 

- Name of the field to be associated. 
- Value of the field to be associated. 

Proposed methods 

Getters and setters. 

 

 

GroupFieldValueAssoc 

 

Description 

Represesents the metadata that belongs to a certain group. This means that a group 
is associated to a set of FieldValueAssoc objects. 

Proposed attributes 

- Name of the group to which the metadata will belong. 
- List of FieldValueAssoc objects representing the metadata belonging to that group. 

Proposed methods 

Getters and setters. 

 

 

EntityMetadata 

 

Description 

Represents the model for metadata associated to a given entity. Those metadata are 
not grouped. 

Proposed attributes 

- entityUUID: UUID of the industrial entity to which it is meant to associate metadata. 
- List of FieldValueAssoc objects representing the metadata to be associated. 

Proposed methods 

Getters and Setters. 

 

 

EntityMetadataCategorized 

 

Description 

Model for the grouped metadata associated to a given entity. Metadata to be 
associated comes categorized by groups. 

Proposed attributes 

- UUID of the entity to which the metadata is going to be added. 
- List objects of type GroupFieldValueAssoc which represents the grouped metadata 
that is to be added to the given entity. 
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Proposed methods 

Getters and setters. 

 

 

EntitySearchResult 

 

Description 

Model to be used when returning search information to the user. The entity with all 
its associated metadata will be returned.  

Proposed attributes 

- Main entity 
- List of all metadata belonging to this entity: a list of GroupFieldValueAssoc objects. 
 

Proposed methods 

Getters and setters. 

 

 

NewField 

 

Description 

Model to be used whenever a field or set of fields are to be registered into the system. 

Proposed attributes 

- Name of the field. 
- Description of the field. 
 

Proposed methods 

Getters and setters. 

 

 

NewGroup 

 

Description 

Model to be used whenever a group or set of groups are to be registered into the 
system. 

Proposed attributes 

- Name of the group. 
- Description of the group. 
 

Proposed methods 

Getters and setters. 
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4.4.2.8 Swagger 

This package is expected to contain the configuration classes by means of which the 

integration with Swagger will be implemented. At this point of the analysis it is still not 

clear which classes will be needed.  
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4.5 Analysis of use cases and scenarios 

This section contains the detailed description of the main use cases that are being 

considered above. They will be described through scenarios that describe the 

interactions that might take place using the implemented solution. 

4.5.1 Use case 1: Registering entities 

This use case is intended to describe in a generalized way the registering process of the 

main entities that are being considered in this project: Sensors, Systems, Measurements 

and Properties. Each of these can be registered by themselves or contain some initial 

metadata that needs to be associated to them. This means that besides registering the 

entity, metadata will also be registered in this step (which is discussed in use case 4.5.3). 

Since most of the times the registering process of entities is expected to also involve the 

association of some predefined metadata(usually classified by groups), the approach 

that has been implemented allows the possibility of registering entities and associating 

metadata to them through the same request. 

Use case 1: Registering entities 

Preconditions 
For the entity to be registered, the given UUID should not already 
exist in the database.  

Postconditions 
An entity must have been registered, with its associated 
metadata if any. 

Actors 

The client registering the entity can either be a user or a system 
that is using this API. 

1. An entity can be registered by a user, through a User 
Interface that is outside the scope of this project. For 
testing and demonstration purposes Postman tool will 
be used. 

2. An entity can be automatically registered by the system 
consuming this API. 

Description 

1. A call to the registering request is made 
2. A body is expected, containing at least the UUID of the 

entity to be registered. It can contain metadata to be 
associated to the entity. This metadata can or cannot be 
categorized by groups. 

3. The entity will be registered into the database. 
4. If the request body also contained metadata to be 

associated to the entity, the corresponding associations 
will also be created. 

5. A message will be shown to the user, informing that the 
operation has been correctly completed. 
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Variations: 
secondary 
scenarios 

If an entity with the given UUID already exists and the request 
body also contains associated metadata, it leads to another use 
case that will be discussed below: updating entities or, adding 
metadata to existing entities.  
If the entity with given UUID already exists but no metadata is to 
be associated, there is no data to update, therefore, no 
operation needs to be performed. 
 

Exceptions 

A controlled exception is thrown if metadata is to be associated 
to the newly registered entity, but the given data is invalid. If, for 
instance, categorized metadata is to be added to the entity but 
the group name to which the metadata should belong is null. 

Notes 

The implementation of this service is thought to be as practical 
as possible: it will not throw an exception, if, for instance, the 
request contains data that already exists. This is so because the 
requests are expected to be called by IIOT devices that are 
automatically sending data with the purpose of updating the 
already existing one. If data about a measurement is the same as 
the existing one, no action will be taken. 
The idea is that the implemented operations are as flexible as 
possible in terms of the received data, as in practice, producing 
data devices that will use this software expect this kind of 
flexibility. 

 

If a request is being made with an identifier that already exists in the database, its data 

will be updated. This consists of adding, if any, the new metadata that come in the 

request body and associating them to the given entity. 

Using the same request to both register entities and associate metadata to them is a 

way of avoiding code duplication, as the same process would be followed. The main goal 

here is to provide a simple and direct way of registering those main entities and 

associating metadata to them. 

 

4.5.2 Use case 2: Deleting an entity 

A previously registered entity can be deleted knowing its id. 

Use case 2: Deleting entities 
Preconditions For the entity to be deleted, its id has to be known.  

Postconditions 
The entity must have been deleted. All data associated to the 
given entity needs to be deleted as well, as operations must be 
consistent. 

Actors 
The client deleting the entity will be a user that is using this API 
through its front-end software. 
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Description 

1. A call to the deleting request is made 
2. An id is expected. 
3. If the given id corresponds to an existing entity, that 

entity will be deleted, as well as all its associated 
metadata. 

Variations: 
secondary 
scenarios 

If the id does not correspond to any existing entity in the 
database, a controlled exception will be thrown, showing the 
user a proper message. 
 

Exceptions 
A controlled exception is thrown if the id does not correspond to 
any existing entity. 

Notes  
 

 

4.5.3 Use case 3: Adding metadata 

A case of use can be updating an existing entity, for instance, a sensor, by associating 

new metadata to it. 

Use case 3: Adding metadata  
Preconditions An UUID must be given along with the metadata to be added. 

Postconditions 
The entity with given UUID will have those new metadata 
associated/updated if they already existed, but with different 
value. 

Actors 
The client adding the metadata will be a user that is using this 
API through its front-end software, or an IIOT system that is 
updating existing data. 

Description 

1. A call to the corresponding request is made. 
2. An UUID is expected, along with the metadata to be 

added. 
3. If the given UUID corresponds to an existing entity, the 

data will be added/updated. 

Variations: 
secondary 
scenarios 

If the entity with the given UUID already had the given metadata, 
but with different values, they will be updated. 
If the values are the same, no action will be taken. 
If the entity did not have those data, they will be properly 
associated. 

Exceptions 
A controlled exception is thrown if the UUID does not correspond 
to any existing entity. 

Notes 

The same request is used for both adding new metadata and 
updating existing ones because there the data will be treated the 
exact same way, and there is no point in separating these two 
actions in two different requests, following the proposed design. 
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4.5.4 Use case 4: Deleting metadata 

Metadata that has been associated to a given entity can be deleted.  

Use case 4: Deleting metadata  
Preconditions The id of the metadata to be deleted must be given.  

Postconditions 
The metadata with given id will be deleted persistently. All 
depending associations will be deleted. 

Actors 
The client deleting the metadata will be a user that is using this 
API through its front-end software. 

Description 

1. A call to the corresponding request is made. 
2. An id is expected. 
3. If the given id corresponds to an existing metadata, the 

data will be deleted. 

Variations: 
secondary 
scenarios 

If no metadata with given id exists, a controlled exception will be 
raised, informing the user with a user-friendly message. 

Exceptions 
A controlled exception is thrown if the id does not correspond to 
any existing metadata. 

 

4.5.5 Use case 5: Searching through metadata 

One of the main purposes of the implementation of this project is allowing data about 

data to be added, and, once done that, providing an easy way of finding those data in a 

grouped way. 

Use case 5: Searching metadata  
Preconditions A filter to search by might be given. 

Postconditions 
Results matching the filter will be returned, if any.  
If no filter has been given, all entities with their grouped 
metadata will be returned. 

Actors 
The client searches all sensors (or any other entity) that contain 
a given value. 

Description 
1. A call to the corresponding request is made. 
2. A filter may be given. 
3. All results matching the filter, if any, will be returned. 

Variations: 
secondary 
scenarios 

In the case of sensors, for instance, 

- No filter might be given. In this case, all sensors with its 
corresponding metadata is returned. 

- A filter is given, but it does not match any of the metadata 
existing in the database. in this case, the result is empty. 
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- A filter is given and matches the metadata related to one 
of the sensors. That sensor, along with all its metadata is 
returned to the user. 

 

4.5.6 Use case 6: Registering groups 

It might exist the case in which a set of predefined groups is registered into the database. 

This way, when associating data to an existing entity, those groups already exist and 

they do not need to be created on demand, because they have already been loaded. 

Use case 6: Registering groups  
Preconditions Receive the expected format and valid list of groups. 

Postconditions The groups must be registered into the database.  

Actors 
User interacting with this system through a User Interface that 
is outside the scope of this project. 

Description 
A group or list of groups is meant to be registered into the 
database. Each group will optionally have a description defining 
it.  

Variations: 
secondary 
scenarios 

If any of the given groups already exists, but with different 
description, this will be updated. If there is nothing to update, no 
action will be considered.  

 

4.5.7 Use case 7: Delete a group 

Use case 7: Delete a group 
Preconditions The id of the group to be deleted must be given. 

Postconditions The group must be deleted. 

Actors User interacting with the system. 

Description 
The request receives the id of the group and deletes it, if no 
associated data exists to it.  

Variations: 
secondary 
scenarios 

• If the group to be deleted is referenced from other tables, 
it will not be deleted. A message will be shown to the 
user. 

• If the group with the given id does not exist, a message 
will be shown to the user. 

 

4.5.8 Use case 8: Find groups 

Use case 8: Find groups  
Preconditions None. 

Postconditions All existing groups will be returned. 
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Actors User interacting with the system. 

Description 
The user wants to see all groups that have been registered into 
the system. 

Variations: 
secondary 
scenarios 

If no groups exist, empty will be returned. 

 

4.5.9 Use case 9: Register fields 

Use case 9: Registering fields  
Preconditions A field or list of fields must be given, in the expected format. 

Postconditions The field or fields are saved/updated. 

Actors User that interacts with the system. 

Description 

A field or list of fields is meant to be loaded into the system. This 
way whenever metadata is associated to an IIOT entity, the 
predefined fields would not have to be created because they 
already exist. 

Variations: 
secondary 
scenarios 

If any of the fields already exists, but with different description, 
they would be updated.  
If they exist with same description, no action will be considered. 

 

4.5.10 Use case 10: Delete fields 

Use case 10: Deleting fields  
Preconditions The id of the field to be deleted must be given. 

Postconditions The field must be deleted. 

Actors User interacting with the system. 

Description A field will be deleted given its id. 

Variations: 
secondary 
scenarios 

If the field with given id does not exist, or if it exists but there are 
other dependencies on this field and it cannot be deleted 
because it would affect existing metadata, a proper message will 
be shown to the user.  

 

4.5.11 Use case 11: Find fields 

Use case 5:  
Preconditions None. 

Postconditions All existing fields will be shown. 

Actors User interacting with the system. 

Description Request to show all registered fields. 
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Variations: 
secondary 
scenarios 

If no field exist, an empty list will be returned. 

 

4.6 User interface analysis 

The implementation of a user interface is outside the scope of this project; therefore, 

no UI has been implemented. All user interactions with the implemented solution are 

simulated using Postman tool. 

4.7 Test design specification 

Testing is an essential part of a software product implementation, as it is the way in 

which the software is proven to have reached a quality level in which it is considered 

suitable to become a deliverable. It is meant ensure that the implemented functionality 

works as expected, both in positive and negative scenarios. This means that the software 

should allow the operations it is supposed to, and do not allow others that it is supposed 

not to.  

The testing phase will discover defects or bugs that were not considered at 

implementation phase, which allows their fix before the delivery to the client, ensuring 

a reliable and high-performance implementation. 

This section contains a preliminary design of the tests that will be needed. In order to 

identify the main test cases that are to be considered, the analysis of the use cases and 

scenarios that this implementation will offer must be completed.  

Therefore, at this point of the analysis phase we have enough information to sketch the 

main scenarios that need to be taken into account when developing the tests. 

4.7.1 Unit testing 

Unit testing is a type of software testing where individual units or components of a 

software are tested. The purpose is to validate that each unit of the software code 

performs as expected. Unit Testing is done during the development (coding phase) of an 

application by the developers. Unit Tests isolate a section of code and verify its 

correctness. A unit may be an individual function, method, procedure, module, or 

object. 

The implementation of the API is based on functionalities offered as REST services that 

are to be consumed by the different clients that will use it. 
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Unit tests will be developed for each service to ensure their correct functionality. 

Postman tool will be used to cover this kind of tests. 

4.7.1.1 Test Cases 

This section defines the test cases that were considered at this point of the development 

of this project. They are presented as a sketch that has been made to take into 

consideration the most important scenarios that are to be tested. These test cases are 

discussed in detail in section 4.7.4. 

 Register entity (sensor, property, measurement, or system) with categorized 

metadata.  

TC1.1. Entity is registered correctly. Test scenarios with different request 

bodies that are considered as correct scenarios. These tests belong to the 

group of tests that check if “what should work, indeed works as expected” also 

known as positive tests. 

TC1.2. Entity could not be registered. The scenarios tested here are meant to 

check that “what should not work, indeed does not work, just as expected”. 

Some scenarios that are considered as not correct are: 

TC1.2.1. Incorrect metadata format 

TC1.2.1.1. No group name specified 

TC1.2.1.2. No group value specified 

TC1.2.1.3. No field name specified 

TC1.2.2. No uuid is given: null or empty. 

TC1.2.3. Not a valid format for uuid. 

 Register entity with uncategorized metadata. 

TC2.1. Entity is registered correctly. Taking into account various requests with 

different sets of data and writing scripted tests for those requests. 

TC2.2. Entity could not be registered. 

TC2.2.1. No UUID was given_ null or empty. 

TC2.2.2. Incorrect metadata format 

TC2.2.2.1. No field name specified 

 Delete entity 

TC3.1. Entity is deleted correctly: both the entity and its associated data are 

deleted. 

TC3.2. Entity is not deleted: does not exist entity with given id. 

 Add metadata categorized 

TC4.1. New metadata is added to an existing entity 

TC4.2. Existing metadata associated to an entity is updated 

TC4.3. Metadata could not be registered. See TC12.2.1 

 Add metadata uncategorized 

TC5.1. New metadata is added to an existing entity, belonging to a default 

group. 

TC5.2. Existing metadata from default group is updated. 

TC5.3. Metadata could not be registered:  
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TC5.3.1. Incorrect metadata format: no field name specified. 

 Delete metadata 

TC6.1. Metadata is deleted correctly. 

TC6.2. Metadata is not deleted: does not exist given id. 

 Search 

TC7.1. Search by any filter. Any filter will be given and the expected result 

should contain all entities(let them be sensors, properties, or whatever entity 

is being managed) that contain that filter.  Different scenarios will be tested 

with sets of data and test that the returned results are the expected ones. 

TC7.2. Search all sensors of managed entity. No filter. Test that indeed all 

entities are returned. 

TC7.3. Search by id of entity. 

TC7.4. Search by a non-existing metadata as filter and check that no results are 

returned. 

 Register fields. Test functionality of registering a set of predefined fields. 

TC8.1. Fields are registered correctly. Different test requests: fields with and 

without description, request containing only one element or many, etc. 

TC8.2. Fields are not registered correctly: 

TC8.2.1. Field already exists. No insertion. In case its description differs 

from the description that is being given, it is updated to the new one. 

TC8.2.2. No field name. 

 Delete field 

TC9.1. Field deleted correctly 

TC9.2. Field not deleted: 

TC9.2.1. Does not exist. 

TC9.2.2. It is being referenced from other tables 

 Register groups. Test functionality of registering a set of predefined groups. 

Same policy as with fields. 

TC10.1. Groups are registered correctly 

TC10.2. Groups are not registered: 

TC10.2.1. Group already exists. No insertion. In case its description differs 

from the description that is being given, it is updated to the new one. No 

group name. 

 Delete groups 

TC11.1. Group deleted correctly 

TC11.2. Group not deleted: 

TC11.2.1. Does not exist. 

TC11.2.2. It is being referenced from other tables 
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4.7.2 Integration tests 

Integration tests include verifications associated with groups of components, verifying 

that they work correctly when they are assembled to fulfill a specific function. For this, 

each scenario must be tested with as many possible (and relevant) inputs as possible, 

including inputs with correct data and incorrect data to prove that the system reacts 

correctly to user errors. To develop these tests it has also been used Postman, taking 

into account the characteristics of the application, and following the test cases schema 

presented above. 

4.7.3 Performance tests 

Performance tests will oversee measuring the correct optimization of the resources 

when executing the application. Performance tests are performed for each of the 

requests in the use cases, as is the case with integration tests, and the response time 

and memory load used in the process will be measured. 

 

4.7.4 Use case testing 

Once the analysis of use cases and scenarios has been completed, a planning on the test 

case scenarios that will have to be considered can be developed, taking into 

consideration those functionalities. 

The previous design of the test case scenarios will help ensure that no scenario is left 

behind when testing the application. 

For the sake of simplicity and to avoid redundancy, the tests that involve sensor, system, 

property or measurement management will be generalized and referred to as entity 

management. At implementation time those tests cannot be generalized as each 

particular and concrete functionality must be tested, therefore tests that are mentioned 

here as entity management tests will be implemented separately. 

This section therefore presents the main scenarios that are to be considered following 

the already defined use cases. 

A table format is being used to clearly separate each set of tests grouped by the use case 

they belong to. 
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4.7.4.1 Test cases for use case 1: Registering entities 

Use case 1: Registering entities (sensor, system, property or measurement) 

Test Expected result 

Register an entity with 
some grouped metadata.  

The system properly registers the entity and associates 
its metadata. Request returns HTTP 200. 

Test Expected result 

Register an entity with no 
metadata. 

The system properly registers the entity. Request 
returns HTTP 200. 

Test Expected result 

Register an entity that 
comes with uncategorized 
metadata. 

The system properly registers the entity and associates 
its corresponding metadata. Request returns HTTP 200. 

Test Expected result 

Try to register an entity 
with an already existing 
UUID and no metadata. 

The entity will not be registered.  No action will be taken. 

Test Expected result 

Try to register an entity 
with an existing UUID and 
some new metadata 
associated to it. 

The entity will be updated. The new metadata will be 
associated to it. Request returns HTTP 200. 

Test Expected result 

Try to register an entity 
with an existing UUID and 
some metadata that 
already exists. 

No action will be taken. User is informed. Request 
returns HTTP 200. 

Test Expected result 

Try to register an entity 
with an invalid format or 
empty UUID 

A message is returned to the user, informing that the 
specific value does not have the expected format. 
Request returns 422. 

Test Expected result 

Try to register an entity 
with some metadata that 
have an invalid format:  no 
group name specified 

A message is returned to the user, informing that the 
specific value does not have the expected format. 
Request returns 422. 

Test Expected result 

Try to register an entity 
with some metadata that 
have an invalid format: no 
field name specified 

A message is returned to the user, informing that the 
specific value does not have the expected format. 
Request returns 422. 

 

4.7.4.2 Test cases for use case 2: Deleting entities 

Use case 2: Deleting entities (sensor, system, property, measurement) 

Test Expected result 
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Delete an entity. Id of an 
existing entity given. 

The entity no longer exists in the system, nor does its 
associated metadata. Request returns HTTP 200. 

Test Expected result 

Delete an entity. No id of 
entity to be deleted is 
given. 

An error message is shown informing user. Request 
returns HTTP 400. 

Test Expected result 

Delete an entity. Given id 
does not correspond to 
any existing entity. 

An error message is shown informing user. Request 
returns HTTP 404. 

 

4.7.4.3 Test cases for use case 3: Adding metadata 

Use case 3: Adding metadata to entities (sensor, system, property or measurement) 

Test Expected result 

Add some grouped 
metadata.  

The system properly associates the metadata to the 
corresponding entity. Request returns HTTP 200. 

Test Expected result 

Add uncategorized 
metadata to an entity. 

The system properly associates the metadata to the 
corresponding entity. Request returns HTTP 200. 

Test Expected result 

Try to add some metadata 
that already exist. 

No action will be taken. User is informed. Request 
returns HTTP 200. 

Test Expected result 

Try to add metadata to an 
entity with an invalid 
format or empty UUID 

A message is returned to the user, informing that the 
specific value does not have the expected format. 
Request returns 422. 

Test Expected result 

Try to add metadata to an 
entity with some metadata 
that have an invalid 
format:  no group name 
specified 

A message is returned to the user, informing that the 
specific value does not have the expected format. 
Request returns 422. 

Test Expected result 

Try to add metadata an 
entity with some metadata 
that have an invalid 
format: no field name 
specified 

A message is returned to the user, informing that the 
specific value does not have the expected format. 
Request returns 422. 

 

4.7.4.4 Test cases for use case 4: Deleting metadata 

Use case 4: Deleting metadata associated to an entity 

Test Expected result 
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Delete metadata 
associated to a given 
entity. Existing id of the 
metadata to be deleted is 
given. 

Metadata is correctly deleted. Request returns HTTP 
200. 

Test Expected result 

Delete metadata 
associated to a given 
entity. Non existing id of 
the metadata to be 
deleted is given. 

Error message is returned informing the user that no 
metadata with given id exists. Request returns HTTP 
404. 

Test Expected result 

Try to delete metadata but 
no metadata id is given. 

Error message is returned informing the user that an id 
must be given. Request returns HTTP 400. 

 

4.7.4.5 Test cases for use case 5: Search 

Again, this test case is going to be generalized, but tests will be developed for each of 

the four main entities considered in the implementation of this project: Sensor, System, 

Property, Measurement. 

Use case 5: Search 

Test Expected result 

For a concrete entity, e.g. a 
sensor, search all sensors. 

The system returns all registered entities with their 
corresponding metadata. In the particular example 
that’s been given, all sensors. Request returns HTTP 200. 

Test Expected result 

For a concrete entity, e.g. a 
sensor, search all sensors 
that match a particular 
filter for any of their 
associated metadata.  

Sensors having metadata that match the filter will be 
returned. Request returns HTTP 200. 

Test Expected result 

For a concrete entity, e.g. a 
sensor, search all sensors 
that match a non-existing 
filter. 

Empty result is returned, as no entry matches the filter. 
Request returns HTTP 200. 

 

4.7.4.6 Test cases for use case 6: Register groups 

 

Use case 6: Register groups 

Test Expected result 
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Register a set of 
predefined groups into the 
system. Correct, non-
empty list of groups is 
given. 

Groups are registered into the database as expected. 
Request returns HTTP 200. 

Test Expected result 

Try to register groups but 
no data is passed to the 
request. 

An error message is shown to the user, informing what 
went wrong. Request returns HTTP 422. 

Test Expected result 

Try to register groups but 
incorrect format is given: 
no group name. 

An error message is shown to the user, informing what 
went wrong. Request returns HTTP 422. 

Test Expected result 

Try to register groups with 
no description. 

Groups are updated to the new descriptions empty that 
are given. Request returns HTTP 200. 

Test Expected result 

Try to register groups that 
already exist with the exact 
same data. 

No actions are taken. User is informed that groups 
already exist. Request returns HTTP 200. 

Test Expected result 

Try to register groups that 
already exist but with 
different description. 

Groups are updated with the new descriptions that are 
given. Request returns HTTP 200. 

 

4.7.4.7 Test cases for use case 7: Delete a group 

 

Use case 7: Delete a group 

Test Expected result 

Delete a group. Id an 
existing of the group is 
given. 

Group is deleted successfully. Request returns HTTP 
200. 

Test Expected result 

Delete a group. No id of 
group to be deleted is 
given. 

An error message is shown informing user. Request 
returns HTTP 400. 

Test Expected result 

Delete a group. Given id 
does not correspond to 
any existing group. 

An error message is shown informing user. Request 
returns HTTP 404. 

Test Expected result 

Delete a group. That 
specific group is 
referenced from other 
tables. 

An error message is shown informing user. Request 
returns HTTP 400. 
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4.7.4.8 Test cases for use case 8: Find groups 

Use case 8: Find groups 

Test Expected result 

List all registered groups. The system returns all elements, if any. Request code 
HTTP 200. 

 

4.7.4.9 Test cases for use case 9: Register fields 

Use case 9: Register fields 

Test Expected result 

Register a set of 
predefined fields into the 
system. Correct, non-
empty list of fields is given. 

Fields are registered into the database as expected. 
Request returns HTTP 200. 

Test Expected result 

Try to register fields but no 
data is passed to the 
request. 

An error message is shown to the user, informing what 
went wrong. Request returns HTTP 422. 

Test Expected result 

Try to register fields but 
incorrect format is given: 
no field name. 

An error message is shown to the user, informing what 
went wrong. Request returns HTTP 422. 

Test Expected result 

Try to register fields with 
no description. 

Fields are updated to the new descriptions empty that 
are given. Request returns HTTP 200. 

Test Expected result 

Try to register fields that 
already exist with the exact 
same data. 

No actions are taken. User is informed that groups 
already exist. Request returns HTTP 200. 

Test Expected result 

Try to register fields that 
already exist but with 
different description. 

Fields are updated with the new descriptions that are 
given. Request returns HTTP 200. 

 

4.7.4.10 Test cases for use case 10: Delete fields 

Use case 10: Delete a fields 

Test Expected result 

Delete a field. Id an 
existing of the field is 
given. 

Field is deleted successfully. Request returns HTTP 200. 
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Test Expected result 

Delete a field. No id of field 
to be deleted is given. 

An error message is shown informing user. Request 
returns HTTP 400. 

Test Expected result 

Delete a field. Given id 
does not correspond to 
any existing field. 

An error message is shown informing user. Request 
returns HTTP 404. 

Test Expected result 

Delete a field. That specific 
field is referenced from 
other tables. 

An error message is shown informing user. Request 
returns HTTP 400. 

 

4.7.4.11 Test cases for use case 11: Find fields 

Use case 11: Find fields 

Test Expected result 

List all registered fields. The system returns all fields, if any. Request code HTTP 
200. 
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 System design 

5.1 System architecture 

For this section, various types of diagrams were created, in order to understand both 

the structure that the system will follow. At this point, the analysis and identification of 

the main systems and subsystems has already been done. This section is meant to 

provide a concrete design of the implementation of this project.  

5.1.1 Packages diagram 

5.1.1.1 General packages diagram 

The following diagram shows the usage relationship between the main packages that 

will be implemented. 

 

Figure 20. System architecture: package diagram 
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5.1.1.2 Controller 

 

Figure 21. System architecture: Controller package 
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5.1.1.3 Entity 

 

Figure 22. System architecture: entity package 

The entity package contains three sub-packages that are: 

• principal: Contains the main entities that are being considered for the concrete 

implementation of this project: Measurement, Property, Sensor and System. 

• secondary: Contains the secondary entities that were considered necessary to 

represent the metadata that is going to be created and associated to main 

entities. 

• associations: Represent information that has been associated to a specific entity. 

This is why this package points to the former two. 

o FAMeasurement is an entity that contains a Measurement, a Value, a 

Field and a Group. This way, it associates to a Measurement the metadata 

that is being represented by the Field, its Value, and the Group to which 

they belong. 
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o FAProperty is an entity that contains a Property, a Value, a Field and a 

Group. This way, it associates to a Property the metadata that is being 

represented by the Field, its Value, and the Group to which they belong. 

o FASensor is an entity that contains a Sensor, a Value, a Field and a Group. 

This way, it associates to a Sensor the metadata that is being represented 

by the Field, its Value, and the Group to which they belong. 

o FASystem is an entity that contains a System, a Value, a Field and a Group. 

This way, it associates to a System the metadata that is being represented 

by the Field, its Value, and the Group to which they belong. 

5.1.1.4 Service 

 

This package contains the services and implementation of services for all entities that 

are being managed by the system. 
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Figure 23. System architecture: service package 

5.1.1.5 Repository 

 

Figure 24. System architecture: repository package 

The repository package contains the repositories for all entities. It also contains a sub-

package named specification, containing the Criteria Query specifications to build some 

specific queries. 
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5.1.1.6 Model 

This package contains the models and DTOs that are considered necessary to manage 

the data that is processed and returned by the API. 

 

Figure 25. System architecture: model package 

5.1.1.7 Exceptions  

This package contains the exceptions that are being considered to handle errors that 

might occur during the execution of operations. 

 

Figure 26. System architecture: exceptions 
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5.1.1.8 Util 

This package is meant to contain all classes that are going to be used as utility classes by 

the services. 

 

Figure 27. System architecture: utilities package 

 

5.1.1.9 Swagger 

This package is meant to contain all configuration classes for Swagger integration. 

 

Figure 28. System architecture: swagger package 
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5.1.2 Components diagram 

 

Figure 29. System architecture: components diagram 

 

At this point of the design process there exists enough information as to identify the 

main components that are going to interact with each other in order to provide the 

required functionality. These are presented in the diagram above and briefly detailed 

below: 

An Industrial IOT entity interacts with the API through the defined controllers, which are 

found in the corresponding controller package. All available functionalities are accessed 

through the requests defined there.  

Controllers communicate with the interfaces of the services that implement the actual 

functionality of each operation. Those services are found in the package service. 

Each service accesses the database through the corresponding repository interfaces. 

Repositories are found in the repository package and are in charge of entity managing 
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and their persistence. MySQL client is used to establish the connection to the relational 

database where the information is persisted. 

5.1.3 Deployment diagram 

 

Figure 30. System architecture: deployment diagram 
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5.1.3.1 Client 

The client that will be consuming this API will use a HTTP connection to access to the 

available requests through which it can execute the implemented operations.  

This client can be an industrial IOT device that accesses the API to manage industrial 

entities or it can be a web or desktop application through which a user is accessing the 

metadata catalog.  

 

5.1.3.2 Server 

The server will contain the main API component, which will be deployed in the local 

machine from which it is executed.  This can be done thanks to Spring Boot tool, as it 

contains Apache Tomcat as a Servlet container for execution time.  

Maven also provides the possibility of exporting or converting the implemented project 

into a ‘.jar’ file through some specific plug-in’s that allow this. This is useful if we want 

to execute the project without needing to compile and execute it from a given IDE.  

 

5.1.3.3 MySQL server 

The database server will be deployed and hosted on the same machine where the 

developed application is running. It will be in charge of hosting in the MySQL database 

displayed all the information of the entities related to the system. 

A MySQL connector integrated in the project will be used to establish the connection 

between the system's interfaces and the database itself, hosted on port 3306 of the local 

machine. 

 

5.2 Class diagrams 

As already mentioned above, the system developed in this project will function as a 

server against which any type of system or user will worklet it be a IIOT device through 

a web client, application framework or other server systems. In order to fulfill this task, 

the system will serve as a programming interface for applications following a REST 

architecture. 
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5.2.1 Controllers 

 

Figure 31. Class diagram: controllers 



System design | API FOR INDUSTRIAL IOT METADATA MANAGEMENT 

School of Computer Engineering – University of Oviedo | Anamaria Cotorei 91 

 

5.2.2 Services 

5.2.2.1 Main services 

 

Figure 32. Class diagram: main services 
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5.2.2.1.1 Main services Implementation 

Knowing that the main operations would need to follow the same structure for all the main entities, an abstract service implementation has been 

considered necessary, to avoid code duplication and promote code maintainability. 

This abstract service would contain all common code and delegate to the child classes the concrete implementation of the changing sections of the 

algorithms. This is an application of the Template design pattern, defining the template of the algorithms and their common code in an abstract parent 

class and letting the child classes implement the concrete functionality that is different from one concrete class to another.  

This kind of practices in programming promotes a cleaner code, avoiding unnecessary code duplication that is error prone when talking about 

maintainability or future modifications of the existing implementation.   
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5.2.2.2 Associations services 

This section contains the services belonging to the entities representing the metadata that is associated to a main entity. 

 

 

Figure 33. Class diagram: associations services 
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5.2.2.3 Secondary entity services 

This section contains the services managing the secondary entities that are considered necessary to represent the metadata that is to be associated to 

the main entities. 

 

Figure 34. Class diagrams: secondary entity services 
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5.2.3 Repositories 

5.2.3.1 Repositories for main entities 

 

Figure 35. Class diagrams: main repositories 
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5.2.3.2 Repositories for secondary entities 

 

 

Figure 36. Class diagrams: repositories for secondary entities 
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5.2.3.3 Repositories for associations 

 

Figure 37. Class diagram: repositories for associations and their specifications 

  



System design | API FOR INDUSTRIAL IOT METADATA MANAGEMENT 

School of Computer Engineering – University of Oviedo | Anamaria Cotorei 99 

 

5.2.4 Entities 

 

Figure 38. Class diagrams: entities
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5.2.5 Models 

This section contains all the models that are considered necessary for the development of this project. 

 

 

Figure 39. Class diagrams: models 
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5.2.6 Exceptions 

The following diagram shows the exceptions that are thought to be necessary to control 

wrong behaviors when executing the operations that the API is providing. 

 

Figure 40. Class diagrams: exceptions 

 

5.2.7 Util 

This section contains the classes that will be used throughout the different operations 

that this API offers.  
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Figure 41. Class diagrams: utils 

 

5.2.8 Swagger 

In order to be able to integrate Swagger tool, the project needs to be configured with 

the following classes: 
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Figure 42. Class diagrams: swagger 

 

5.3 Sequence diagrams 

A sequence diagram shows object interactions arranged in time sequence. It depicts the 

objects involved in the scenario and the sequence of messages exchanged between the 

objects needed to carry out the functionality of the scenario. Sequence diagrams are 

typically associated with use case realizations in the Logical View of the system under 

development. Sequence diagrams are sometimes called event diagrams or event 

scenarios. 
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A sequence diagram shows, as parallel vertical lines (lifelines), different processes or 

objects that live simultaneously, and, as horizontal arrows, the messages exchanged 

between them, in the order in which they occur. This allows the specification of simple 

runtime scenarios in a graphical manner. 

Only a few sequence diagrams will be presented, as they are the most relevant in terms 

of the usage of this kind of representations. 

5.3.1 Use case 1: Registering entities 

 

Figure 43. Sequence diagrams: registering entities 

The diagram presented above represents the workflow of registering a new entity into 

the database, along with its metadata associations. 

It is split into the following steps: 

1. A request is made to the API through the corresponding controller.  

2. The controller calls the entity service, which  

2.1. Checks whether the entity already exists or not. If it does not exist, 

as it is the case in the scenario that’s been described in the diagram,  

2.2. The entity is registered into the database. 

2.3. The id of the registered entity is returned, which will be used to 

associate the metadata to it. 

3. The entity service calls the metadata service to create the metadata associations 

accordingly. 

4. An operation response is returned to the service, which is also returned to the 

controller and, finally, to the user as a request result. 
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5.3.2 Use case 5: Search 

 

Figure 44. Sequence diagrams: search metadata 

The sequence diagram above represents the search by filter functionality, which is split 

into the following steps: 

1. A request is made through the controller to search into the catalog by a given 

filter. 

2. The controller calls the entity service, which is implemented in EntityServiceImpl, 

that calls the corresponding services for metadata and entity search, to check if 

there is any attribute associated to any entity that matches the given filter. 

3. If any of the metadata matches the filter, the entity or entities will be returned, 

among with all their associated metadata. 
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5.4 Activity diagrams 

Activity diagrams are graphical representations of workflows of stepwise activities and 

actions with support for choice, iteration and concurrency. In the Unified Modeling 

Language, activity diagrams are intended to model both computational and 

organizational processes, as well as the data flows intersecting with the related 

activities.  

This section contains some activity diagrams that were considered necessary to provide 

a full understanding of some of the use cases that were defined in the analysis phase. 

These are related to entity management.  

For simplicity purposes only positive cases are considered, assuming that the input data 

is already valid, as the purpose of these diagrams is to show the behavior of the system 

under these main circumstances, not to represent validation cases. 

Diagrams will be split into various sub-diagrams whenever this is considered necessary 

to provide the reader a clearer view and better understanding of the described 

functionality. 

5.4.1 Registering entities. 

 

Figure 45. Activity diagrams: registering entities 

This use case might lead to other use case: updating entities. If the received entity to be 

registered into the database already exists, it will lead to the updating use case, which 

is shown below. 
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5.4.1.1 Creating entities 

 

Figure 46. Activity diagram: create entity 

This use case handles the creation of entities, once it has been checked that they do not 

already exist into the database. 

 



API FOR INDUSTRIAL IOT METADATA MANAGEMENT | System design 

108 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

5.4.1.2 Updating entities 

 

Figure 47. Activity diagrams: updating entities 

The following diagram represents the process of updating an already existing entity, 

or, in other words, adding metadata to an entity. 

For any set of metadata to be added to the entity,  

1. if it is a new set of metadata, the corresponding associations will be created.  

2. If the metadata already existed but with different values, their values will be 

updated.  

3. If the metadata already exists with the exact same values, do nothing. 
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5.4.2 Deleting entities.  

 

Figure 48. Activity diagrams: deleting entities 

If the entity to be deleted already exists, it will be correspondingly deleted, with all its 

associated metadata. Otherwise, a message will be shown to the user informing about 

what went wrong. 
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5.4.3 Deleting metadata 

 

Figure 49. Activity diagram: delete metadata 

 If the metadata to be deleted exists, it will be correspondingly deleted. Otherwise, a 

message will be shown to the user, due to a controlled error. 
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5.4.4 Search 

 

Figure 50. Activity diagrams: search 

This diagram represents the search functionality that consists of searching through all 

entities of a concrete type, and their metadata: 

1. If no filter is given, all entities will be returned. 

2. If a filter is given, it will be taken into account in the search and the return list 

will contain entities whose any of the metadata matched the filter. 

3. If no element matched the filter, empty is returned. 
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5.5 Database design 

This section describes everything related to the database management system will be 

used in for the application to be implemented. This includes talking about the system 

itself, the version used, the classes used when using it, how it is integrated into the 

system and the E-R diagram of the tables and relationships created, all in the sections 

shown below. 

5.5.1 Description of the DBMS 

According to multiple sources of information, a Database Management System (DBMS) 

is a set of non-visible programs that administer and manage the information contained 

in a database. Through it, all access to the database is managed in order to serve as an 

interface between it, the user and the applications. 

The DBMS used to carry out this project has been MySQL. MySQL is a relational database 

management system. A relational database archives data in separate tables instead of 

putting all the data in one large file. This allows for speed and flexibility. The tables are 

connected by defined relationships that make it possible to combine data from different 

tables on request. The version of MySQL used corresponds to the 5.7 series, the latest 

released by Oracle that continues to develop. 

MySQL has a free version, so it can be freely adapted to the project developed, as well 

as being cross-platform and compatible with a large number of operating systems. One 

of the differentiating features of MySQL is that it allows you to choose between multiple 

storage engines for each table. These engines define the characteristics of row storage 

and associated constraints on persistence issues. For this system and all the tables that 

contain the relational database, the “InnoDB” engine is used, one of the most 

traditional, which allows the use of foreign keys, a very important point in the design of 

the database. 

MySQL Workbench, the visual database design tool that integrates software 

development, database administration, database design, creation and maintenance, has 

been used for the MySQL database system. The version with which MySQL Workbench 

has been worked has been 8.0, the latest stable version available at the time of 

installation. 
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5.5.2 Integration of the DBMS in the implemented 

system 

The integration of the DBMS used, MySQL, has been carried out with the Java 

programming language, a language that will be discussed in later sections of the 

document related to the implementation. 

Any client that wants to connect to MySQL must use the TCP / IP communication 

protocol, available on any platform. In the case of this system, communication was made 

from a computer with Windows operating system, creating a local instance of the 

MySQL server to use. You must provide a name for the connection host and a port for 

the TCP / IP protocol. The following figure shows the configuration followed: 

 

Figure 51. Database design: MySQL connection properties 

 

Once the connection to the MySQL server on our machine has started, it needs to be 

integrated with the developed system. MySQL is widely used and integrable with many 

programming languages. In the case of Java, it has its own client to establish 

communication and to integrate the relational database in the project. This client can 

be added as a dependency to the Java project, using Maven dependencies: 
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Figure 52. Java connector dependency for MySQL 

Once the dependency has been added to the project, the connection details need to be 

specified in order to communicate with the corresponding database. You could say that 

the integration process is half done, since the project is not pointing to any databases 

through the MySQL client for Java. 

In order to establish the connection with the MySQL database, the Hibernate tool has 

been used. Although it will be explained in greater detail in the implementation section 

of the document, it should be noted that it is the Object-Relational Mapping (ORM) tool 

to map the attributes between the system and the relational database. Hibernate needs 

an XML file that establishes its configuration, in which we put information about the 

database that we are managing, as in the following figure: 

 

Figure 53. Database configuration: persistence.xml file 

In this file, called "persistence.xml" it has been detailed, among other things: 

• Persistence-unit: the name given to the persistence unit 

• MySQL Driver: corresponds to the client that was added to the project through the 

dependency on Maven of “MySQL connector” for Java. 

• MySQL base URL: URI to access the database that has been created with MySQL. In 

this case it is the database for the locally instantiated project. 
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• User MySQL server. 

• MySQL server password. 

In summary, the MySQL connector for Java projects and the Hibernate tool have been 

used for mapping entities between Java and relational databases based on the JPA 

specification. The aspects of implementing Hibernate with JPA to control persistence in 

the system will also be discussed later. In this way, the integration of the MySQL 

database manager with the system is achieved. 

 

 

5.5.3 E-R diagram 

ER Diagram stands for Entity Relationship Diagram, also known as ERD is a diagram that 

displays the relationship of entity sets stored in a database. In other words, ER diagrams 

help to explain the logical structure of databases. ER diagrams are created based on 

three basic concepts: entities, attributes and relationships. 

By defining the entities, their attributes, and showing the relationships between them, 

an ER diagram illustrates the logical structure of databases. ER diagrams are used in this 

section to sketch out the design of a database. 

First, a general E-R diagram will be presented, explaining the role that each proposed 

attribute plays in this project. The generalization of the solution has been provided in all 

aspects of the implementation of this project, as it is possible that in the future the client 

might consider adding entities to the already existing ones or apply this generalized 

solution to a slightly different industrial environment. Also, generalizing the solution 

when explaining the relationships between the proposed entities avoids redundant 

explanations for each of them, as they are meant to follow the same principles. 

Then, the concrete E-R model is presented, split into 4 pieces, one for each of the main 

entities considered in this project. It is presented this way due to the fact that a full 

diagram of all tables would be visually confusing because of all the dependencies 

pointing to other tables, which results in a set of tables with a lot of lines that point to 

other tables, making it difficult for the reader to follow the relationships they represent. 
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5.5.3.1 Generalization of the E-R diagram 

 

Figure 54. E-R diagram: general design 

To enable the reader a better understanding of the above tables, the following will be 

clarified: one of the functionalities that this project is meant to provide is the association 

of metadata to entities. Metadata is, by definition, data about data. In order to achieve 

this, it needs to be defined how metadata will be represented in this system. After 

finalizing the analysis phase, the following has been decided: 

Metadata will be represented as a field-value-group association. This means that a field 

which has a particular value, both belonging to a concrete group, will be the 

representation of metadata that can be related to an entity. For a better understanding 

of this, some real examples will be given below, after a brief definition of the tables 

presented above. 

• Entity. This table represents the four main entities considered in the implementation 

of this project: Measurements, Properties, Sensors and Systems. These will be 

defined by the following attributes: 

o An internal identificatory of type integer, which is also the primary key of the 

table. 
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o A unique universal identifier of type string, which uniquely identifies the 

entity from outside the system. 

o A creation date of type timestamp, which will automatically register the time 

in which the given entity has been registered into the system. 

• Tfield. This table contains all the fields that have been registered into the database. 

Fields are attributes that represent information that will be associated to the entity. 

The attributes it has are the internal id, which is also the primary key of the table, a 

field name and an optional description of this field. 

• Tvalue. This table contains the values that will be associated to a field. Its attributes 

are the internal id as primary key of the table and the value itself. 

• Tgroup. This table contains all the groups that have been registered into the 

database. A field-value set belongs to a group. The attributes it contains are the 

internal id working as the primary key of the table, the group name and an optional 

description of it. 

• Fa_entity This table is meant to store the field-value-group set representing the 

metadata and associate it to a given entity. This table will contain, for each particular 

entity, the set of metadata belonging to those entities. The primary key of this table 

is the internal id. The combination of field-value-group is unique, which means it 

cannot be repeated.  

 

To fully understand the relationships between those tables, some concrete examples 

will be given: 

Considering that the concrete entity for this example is a property, specifically, the 

property “water flow”, which has been registered into the system with id 1, and to which 

some metadata needs to be added: 

tField tValue tGroup Fa_property 

Name: units 
Description: Units 
used to define the 
range of the 
property. They 
should be 
consistent with 
those used in the 
source 

Value: m3/h Name: range 
Description: This 
group contains 
range information  

Property “water 
flow” with entity id 
1 has the following 
metadata 
associated:  
Units=m3/h, 
belonging to the 
group ‘range’. 

Name: minPhysical 
Description: 
Physical lower limit 
of the property 

Value: 0 Name: range Property “water 
flow” with entity id 
1 has the following 
metadata 
associated:  
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minPhisical=0, 
belonging to the 
group ‘range’. 

 

At this point of the example, the property “water flow” has the following metadata 

associated: 2 fields, with their corresponding values, belonging to a group called 

“range”. 
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5.5.3.2 ER diagram for Measurements 

 

Figure 55. E-R diagram: Measurements 

5.5.3.3 ER diagram for Properties 

A property is identified by its internal id and the universal unique identifier UUID. The 

table fa_property represents field-value-group sets of data that will be associated to a 

property. 
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Figure 56. E-R diagram: Properties 

 

5.5.3.4 ER diagram for Sensors 

A sensor is identified by its internal id and the universal unique identifier UUID. The table 

fa_sensor represents field-value-group sets of data that will be associated to a sensor. 
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Figure 57. E-R diagram: Sensors 

5.5.3.5 ER diagram for Systems 

A system is identified by its internal id and the universal unique identifier UUID. The 

table fa_system represents field-value-group sets of data that will be associated to a 

system. 
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Figure 58. E-R diagram: Systems 
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5.6 Technical specification of tests 

The testing process extends throughout the software construction process and 

therefore this section describes how the designed tests will be applied and specifies 

other types of tests that will be performed on the software. In other words, in this 

section of the design, the tests that will finally be carried out will be discussed in more 

technical detail, determining with more precision the method and the work deadlines 

to follow. 

All the tests have been carried out in the same environment, under the same local 

machine. The specifications of this local machine are as follows: 

• Operating System: Windows 10 Home, version 2004. 

• System type: 64-bit operating system, x64-based processor. 

• Processor: Intel® Core ™ i5-7200 CPU @ 2.80Ghz, 2.5Ghz 

• RAM memory: 8.0 GB 

During the execution of the tests, several systems collaborate simultaneously to carry 

out tasks such as the API itself developed and the database server. They work on the 

same machine that has been mentioned to avoid connectivity problems. 

Unit tests were first carried out during project development, although they are not 

included as such in the document. Later, also during development, but after completing 

functionalities associated with services, integration tests were carried out. Finally, the 

system tests were carried out integrating the action of all the systems involved in the 

project. 

 

5.6.1 Unit testing 

As mentioned above in the analysis section, carrying out unit tests for the developed 

system is not a priority. The objective of test development is to ensure the correct 

functionality of the system in general and the different components and subsystems 

that comprise it. This aspect is considered in the integration and system tests that will 

be detailed below. 

Although there is no set of unit tests developed in Junit, these are contained as blocks 

of executable code within the integration tests, so a successful result would ensure that 

the simplest blocks of code fulfill their mission.  
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It is worth mentioning that the unit tests of services and methods have been carried out 

throughout the development to be able to complete functionalities. Whenever a result 

was not what was expected or did not behave as it should, a solution was found and 

implemented to resolve the failure, before moving on to another aspect of the system. 

These tests are the responsibility of the programmer and should be done whenever the 

system tests do not cover the functionality that is being developed, which is not the 

current case. 

5.6.2 Integration tests 

These integration tests refer to the functionalities offered to the client and represented 

in the different use cases mentioned in the analysis. Integration tests designed to 

understand several sets of classes that act together for a common purpose, so it is 

necessary that all the methods involved in the process work correctly. 

After the aforementioned, it is worth saying that these integration tests have been 

carried out whenever a use case with all its possible scenarios was considered closed. 

This means that when a functionality was terminated, it was tested using the tests 

designed in this section. 

The tests have been carried out using the Postman tool, which was also used to test the 

execution of the project. When dealing with the development of a REST API, the 

operation and behavior of the system depends on the requests that come from the 

client. This implies that a tool is necessary to simulate communication with the client to 

make requests to the API and check the responses and their operation in general. 

Postman offers the ability to test a collection of requests to an API. For this, it is 

necessary to define the requests to be made, which correspond to the actions defined 

in the controllers, in addition to the corresponding parameters, headers and body of the 

request whenever appropriate. 

Along with each request already completed with the appropriate requirements, a script 

in Javascript format is attached that will be executed when the request is sent and will 

check the response obtained. From the result of these tests, we can certify the correct 

operation of the application. In the tests section[7] there is a more detailed description 

of the tests that have been carried out according to what has been designed in the 

analysis phase. It also contains the scripts that have been written to cover some checking 

on the responses that the requests return. 
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5.6.3 Usability tests 

Usability testing is a technique used in user-centered interaction design to evaluate a 

product by testing it on users. This can be seen as an irreplaceable usability practice, 

since it gives direct input on how real users use the system. It is more concerned with 

the design intuitiveness of the product and tested with users who have no prior 

exposure to it. Such testing is paramount to the success of an end product as a fully 

functioning application that creates confusion amongst its users will not last for long.  

Usability testing focuses on measuring a human-made product's capacity to meet its 

intended purpose/s. Usability testing measures the usability, or ease of use, of a specific 

object or set of objects, whereas general human–computer interaction studies attempt 

to formulate universal principles. 

This kind of tests have not been carried out since the system has not been evaluated 

integrated with a user interface with real users other than the author of the document. 

The fact that the developed system is an API that does not have a user interface to use, 

is reason enough dispense with this type of testing. 

The system is designed to be used or integrated by any type of client, including entities, 

applications and other types of systems, so the usability tests focus on the correct 

functioning of the system. 

In the event that in the future, it is decided to implement a user interface for the 

developed REST API module, a series of questionnaires could be carried out on the user 

experience with the application. They have not been implemented as User Interface 

related issues are outside the scope of this project. 

5.6.4 Accessibility tests 

Accessibility can be viewed as the "ability to access" and benefit from some system or 

entity. The concept focuses on enabling access for people with disabilities, or special 

needs, or enabling access through the use of assistive technology; however, research 

and development in accessibility brings benefits to everyone. 

It has been considered that the accessibility tests do not apply to the developed system. 

This is mainly due to the absence of an interface or client, since the project developed 

works as a server and base of operations for them. 

In the absence of a web client or visualization interface, it is not considered necessary 

to carry out accessibility tests that test the suitability of the system for different types 

of devices and end users. 
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5.6.5 Performance tests 

Performance tests must be present during the whole development of the system to 

check the time taken to execute certain actions and the memory required to carry them 

out. 

In this way, these values are checked when making requests to the application while 

possible improvements are implemented. 

As with the integration tests, the Postman tool will be used to measure performance 

variables in all the requests of the system, allowing to automate their execution and 

speed up the process. In this way, time is used to make changes to the code and fix 

possible bottlenecks during the execution of certain functions. Each request on the use 

cases will show the time taken to carry out its execution. The time used should never 

exceed one second per request to the system, because otherwise it should be 

considered refactoring the code to optimize execution. 
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 Implementation 

6.1 Programming Languages 

This project has been implemented in Java. As mentioned in Proposed Solution [1.5], 

Java is a wide-spread programming language, the most used for back-end solutions 

based on object-oriented paradigm. It has significant advantages over other languages 

and environments that make it suitable for just about any programming task. Some 

advantages that were considered when choosing Java as the programming language in 

which the project: 

1. It is easy to learn, and widely used in software solutions similar to the presented 

one. 
2. It is Object Oriented, which was the proposed approach to follow while 

developing this project. 
3. Java is platform independent. This is one of its most significant advantage, which 

does not personally affect me as a developer of this project but affects the 

Project-as-a-product view, as the implemented services will be consumed by 

external components.  Its ability to move easily from one computer system to 

another, and the ability to run the same program on many different systems, 

which is crucial to World Wide Web software, and Java succeeds at this by being 

platform-independent at both the source and binary levels. 

6.2 Relevant tools used 

This section contains the brief description of some of the main software tools/libraries 

that have been used to develop the proposed solution. 

6.2.1 Spring tool suite 

The Spring Tool Suite 3 is an Eclipse-based development environment that is customized 

for developing Spring applications. It provides a ready-to-use environment to 

implement, debug, run, and deploy Spring applications, including integrations for Git 

and Maven, among others.  

6.2.2 MySql 

MySQL is a freely available open source Relational Database Management System 

(RDBMS) that uses Structured Query Language (SQL). It has been used while 
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implementing this API and a script creating the whole database that has been used is 

provided as a deliverable. 

6.2.3 Criteria Query 

The Criteria API is a predefined API used to define queries for entities. It is the alternative 

way of defining a JPQL query. These queries are type-safe, and portable and easy to 

modify by changing the syntax. Similar to JPQL it follows abstract schema (easy to edit 

schema) and embedded objects. The metadata API is mingled with criteria API to model 

persistent entity for criteria queries. 

The major advantage of the criteria API is that errors can be detected earlier during 

compile time. String based JPQL queries and JPA criteria-based queries are same in 

performance and efficiency. 

The first approach for managing database queries was to define JPQL queries. Later on, 

it has been decided to modify the initial queries management to start defining queries 

in Java using Criteria, which is less error prone and simplifies a lot queries that otherwise 

are very complicated and hard to debug. 

An example of the usage of Criteria Specifications is shown below: 

 

Figure 59. Criteria query specification example 
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6.2.4 Lombok 

Project Lombok [26] is a java library that automatically plugs into the editor and build 

tools. One of its advantages and the purpose of using it is that no getters and setters 

have to be written. By annotating the class with its specific annotations, it automatically 

recognizes all getters and setters of all attributes.  

The reasons why it has been decided to use it are the following: 

1. Classes without getters and setters are cleaner and allow the developer a quick 

look of what’s truly important there. No unnecessary methods that end up 

creating huge classes. 

2. Field names can be refactored over time. Renaming a field involves also updating 

its getter and setter, which, if forgotten, might end up provoking errors. By 

annotating the classes with Lombok the developer does not need to worry about 

this anymore.  

One disadvantage that has been found when using this library is that it needs to be 

installed in the development environment, it is not an already integrated tool, like many 

others. If not configured, it will provoke compilation errors, as no getters and setters will 

be found.  

 

6.2.5 Git 

Git is a distributed version control system. It has been used to keep track of the 

implemented code and access it from different systems by synchronizing the changes. 

As there was only one developer in this project, no conflicts have ever occurred, but its 

main advantage was uploading the code to a repository that can be accessed from 

anywhere.  

6.2.6 Swagger  

Swagger is a set of open-source tools built around the OpenAPI Specification that can 

help design, build, document and consume REST APIs. The current project has been 

designed using Swagger. 

This project has been designed using Swagger[Error! Bookmark not defined.], which is an open-

source software framework backed by a large ecosystem of tools that helps developers 

design, build, document, and consume RESTful Web services. 
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The designs can be implemented manually in Swagger Editor. However, there exists the 

possibility of automatically getting the design of an implemented API.  For this project, 

both options have been considered, to provide both generic and concrete design of the 

implemented code.  

The purpose of the general implementation of an API is the definition of the main 

operations it implements and its behavior to different situations (the responses it 

provides). It is the document that the programmers use to know exactly what needs to 

be implemented based on certain information that is being given, and how should it 

behave. 

The main advantages of the implementation of the concrete design of the API,  

1. Any programmer, without having previous knowledge of how the API works, is 

able to understand its functionality and easily identify any operation that might 

be of interest. 

2. It is reliable to what has been exactly implemented.   

3. Provides the possibility of testing the operations that have been defined in the 

controller layer of the architecture, without needing other testing tools like 

Postman. For this to work, Swagger 2 needs to be implemented, coding some 

previous configurations and annotating the main operations and, optionally, 

their corresponding descriptions. 

4. The automatically generated design updates any change that has been made, as 

it is generated from some method annotations and scans the defined operations 

before it generates the concrete design, which is available by accessing a defined 

local link. 

5. It can be exported do various file formats, though the most common ones are 

JSON or YAML. 

Taking into account all the previous advantages of using Swagger, it has been used  to 

create a general design that would allow the visualization of the solution to be 

implemented in a generalized way. 

 Later, the general design was applied to the concrete solution that would be 

implemented. Once the development phase started, Swagger2 was integrated and 

configured to automatically generate the concrete design based on what is really coded. 

This last step provides the always up-to-date solution, accessed through a localhost link, 

and allows testing the implemented operations. 

As explained, the API has been initially designed in swagger, but it has also been 

configured with swagger. For this to work, after adding the corresponding dependency, 

a swagger configuration class has to be created, to let swagger know which packages 

are to be scanned and what is the initial configuration to be built. The following image 

shows a possible configuration: 
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Figure 60. Example of SwaggerConfig class 

Controllers can be annotated with the descriptions we want to make up the definition 

of the API, as follwos: 

 

Figure 61. Swagger controller annotations 

The description of the existing controller methods have been separated in 

SwaggerDescriptions class. This way, all text information is easily located in one place, 

in case any modifications are made or if the API needs to be internationalized. 

Once the application is running, the URL http://localhost:8080/swagger-ui.html#/ 

contains the up-to-date, real time swagger definition, and allows controllers to be 

tested, through its ‘try it out’ option: 

http://localhost:8080/swagger-ui.html#/


API FOR INDUSTRIAL IOT METADATA MANAGEMENT | Implementation 

132 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

 

Figure 62. Swagger tool for testing 

6.2.7 Postman 

Postman [25] is a collaboration platform for API development. It has been used as a 

testing tool while developing the software, and at the end, for creating a collection of 

tests that are attached as a deliverable. 

Postman allows the definition of test scripts in JavaScript. These tests were designed to 

ensure that the API is working as expected, to establish that integrations between 

services are functioning reliably, and to verify that new developments haven't broken 

any existing functionality. Also, it has been used to test code to aid the debugging 

process when something went wrong with the API project. 

For example, tests were written to validate the API's error handling by sending requests 

with incomplete data. 

Tests can be added to individual requests, folders and collections. 

A collection with grouped folders has been created, each folder containing specific tests, 

and each test request contains test scripts written in JavaScript that are executed with 

it.  

An example of the result of a test script for a given request is shown below: 
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Figure 63. Postman test result 

Test results are shown below: 

 

Figure 64. Postman all tests 

6.2.8 Draw.io 

Draw.io is an online diagram editor built around Google Drive, that allows the creation 

of flowcharts, UML, entity relation, network diagrams, mockups and more. It has been 

used to draw some graphical representations of the proposed solution. 

6.3 Implementation of the proposed solution 

This section contains some important aspects of the implementation process of this 

Project. 

6.3.1 Encountered problems 

6.3.1.1 Mapping the system entities and their metadata 

One of the first challenges that was encountered during the development process of this 

project was the design of an adequate way of representing metadata that are to be 

added to the industrial entities that were considered in the analysis phase. 

The structure representing metadata needed to be as flexible as possible. Therefore, 

data transfer objects were used to create structures that would allow a generalized 

approach for data management. The main entities would be uniquely defined by their 

UUID and any other data that were to be associated to them was considered as 

metadata. 
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This, translated to JPA entities and concerning the database design resulted into the 

following approach: 

• An entity, let it be, for instance, a sensor, is uniquely identified by its UUID. 

• Metadata is represented by the association of a field, a value, and a group, for a 

given industrial entity. This is contained into an intermediate entity. 

• Therefore, there exists a table containing those associations between the related 

tables. 

 

The implementation of those intermediate Java entities that would represent metadata 

was finally based on JPA mapping of the entities to be associated.  For metadata 

associated to a sensor, this would be an example: 

 

Figure 65. Implementation of the proposed solution: intermediate entity example 

 

6.3.1.2 Other aspects 

The first approach for implementing this project was a lot more rigid than the one that 

I ended up taking. Over time, I realized it should not be bound to the specific use case I 

am implementing it for. Instead, I understood it should be as generic and flexible as 

possible while still fit for my concrete use case, converting it into a generic solution for 

industrial IoT environments. As a result, I needed to re-design and refactor the work I 

had done until that point and build it from this new perspective. 

One example of tools that I have learned how to use while developing this project is 

Swagger. I had initially used the Swagger UI tool to provide a preliminary design of the 

API, writing down all requests and their behavior. At that time, I thought that was 
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enough. Then, I learned how to actually integrate Swagger in my project and provide a 

real-time design that is automatically updated each time a change is made.  

Another example of refactoring I have made is related to the implemented queries. My 

first approach for database management was implementing queries in a properties file, 

which were then referenced from their corresponding method. Then I learnt about 

Criteria Query and discovered a new way of implementing queries in a simpler, cleaner 

way. It turned out that my long and complicated queries were converted into much 

simpler versions of themselves by using Metamodels of my entities and creating the 

queries in Java. Another advantage of this was that, as the queries were built in Java, 

any refactoring of fields would be automatically updated, while in my initial version, if a 

field name were to be changed, it would have required modification of the existing 

queries, which is error prone and should be avoided.  

 

6.3.2 Detailed description of classes 

This section is meant to contain a description of the most significant classes. This 

description is provided using Javadoc tool, and is attached to this project as a 

deliverable. It can be open on any browser and provides a clear navigation through all 

classes and their documentation. 
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 Testing 

This section contains the description of the set of tests that have been considered 

throughout the development process of this project.  

Testing is one of the most important processes when developing a product. To make 

sure that it works as expected when taken to software, sometime means it also breaks 

as expected, allowing the developers implement solution to those possible failures and 

assert that the software does not allow operations that should not be allowed. 

Therefore, a correct implementation of a software needs a well-designed set of tests 

that cover most of the scenarios that can occur when using the product. It is very 

important to follow a well-designed strategy when implementing tests for the 

functionality that we are providing, in order to go through all possible use cases of what 

should work fine and what could go wrong when some unexpected scenario is given. 

7.1 Unit testing 

There has been a continuous testing process, for each new implemented functionality, 

checking its behavior in terms of expected response, status, time and database 

modification, to make sure it works as expected. 

Moreover, a pile of Postman tests has been developed so that it can be run at any time, 

checking that the API keeps working as expected.  

The integration tests using this tool have allowed the testing of all the functionality that 

builds up the entire project, as Postman allows each request to be parametrized with 

JavaScript tests that allow the tester to implement various checks in terms of which 

should be the expected response in each test case. This way, by writing these test scripts 

and parametrizing each request with them the programmer is making sure the services 

that are involved the tested functionality are working as expected.  

However, it is worth mentioning that It has been considered using Mockito for coverage 

testing, but because of the nature of this technology, it did not turn out to fit this project, 

as mocking each service and simulating the answers did not really test the functionality 

itself. Using Mockito just for coverage tests did not seem appropriate, knowing that the 

main goal of this segment was making sure the code works as expected. 
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7.2 Integration Tests 

As mentioned before, Postman has been used throughout all the development process. 

Also, a collection of tests has been developed using this tool. Each request can contain 

a set of tests to make sure the result of the request is the expected one. These scripts 

are written in JavaScript and go inside the Tests tab in Postman interface. 

Integration tests have been designed taking into account the functionality that this API 

is providing, which has been discussed in the analysis section. These tests involve testing 

all the provided functionality through the main requests. If any of the implemented code 

does not work, let it be from service or repository layer, the response of the request will 

not return the expected response and the tests that parametrize the request will fail. 

That is the main purpose of implementing the script with the considered checks and to 

parametrize the request with those tests.  

 

A basic example of how these JavaScript written tests work is shown below: 

 

Figure 66. Integration tests script example 

Postman provides the possibility to write a script as a set of instructions where the tester 

can code the expected results, labelling them in a way that is significant to those reading 

them. 

Once the test has been executed, sending the request, the result is the following: 
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Figure 67. Integration tests result 

In the test results tab we can see whether the previously programmed tests have passed 

or not. These tests can be executed as a whole, as they belong to a given collection. This 

way, we can easily run the whole collection and make sure everything works as it should. 

Furthermore, this tool provides the possibility to export a collection of tests, which is 

pretty useful, as it makes these tests a deliverable themselves. 

 

7.3 Performance tests 

Performance tests have been considered throughout all the development process, the 

time response of the implemented services and enhancing implementation aspects like 

queries and lists management to consequently enhance the response time of the 

implemented functionality. 

For this kind of test Postman has been used, as it provides these kinds of responses and 

a wide variety of options for REST API testing, including response time for individual 

requests and collections. 
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7.4 Test cases  

This section contains the design of the tests focused on the main scenarios that could 

be given when using the API, having in mind the main requirements and the offered 

functionality. These tests will be detailed one by one in the Use Cases section. The test 

cases considered are briefly presented below, though they are explained in detail in the 

next section. 

 Register entity with categorized metadata.  

TC12.1. Entity is registered correctly. Test scenarios with different request 

bodies that are considered as correct scenarios. These tests belong to the 

group of tests that check if “what should work, indeed works as expected” also 

known as positive tests. 

TC12.2. Entity could not be registered. The scenarios tested here are meant to 

check that “what should not work, indeed does not work, just as expected”. 

Some scenarios that are considered as not correct are: 

TC12.2.1. Incorrect metadata format 

TC12.2.1.1. No group name specified. 

TC12.2.1.2. No group value specified. 

TC12.2.1.3. No field name specified. 

TC12.2.2. No UUID was given: null or empty. 

TC12.2.3. Not a valid format for UUID. 

 Register entity with uncategorized metadata. 

TC13.1. Entity is registered correctly. Taking into account various requests with 

different sets of data and writing scripted tests for those requests. 

TC13.2. Entity could not be registered. 

TC13.2.1. No UUID was given_ null or empty. 

TC13.2.2. Incorrect metadata format 

TC13.2.2.1. No field name specified. 

 Delete entity 

TC14.1. Entity is deleted correctly: both the entity and its associated data are 

deleted. 

TC14.2. Entity is not deleted: does not exist entity with given id. 

 Add metadata categorized 

TC15.1. New metadata is added to an existing entity. 

TC15.2. Existing metadata associated to an entity is updated. 

TC15.3. Metadata could not be registered. See TC12.2.1 

 Add metadata uncategorized 

TC16.1. New metadata is added to an existing entity, belonging to a default 

group. 

TC16.2. Existing metadata from default group is updated. 

TC16.3. Metadata could not be registered:  

TC16.3.1. Incorrect metadata format: no field name specified. 

 Delete metadata 



API FOR INDUSTRIAL IOT METADATA MANAGEMENT | Testing 

142 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

TC17.1. Metadata is deleted correctly. 

TC17.2. Metadata is not deleted: does not exist given id. 

 Search 

TC18.1. Search by any filter. Any filter will be given, and the expected result 

should contain all entities(let them be sensors, properties, or whatever entity 

is being managed) that contain that filter.  Different scenarios will be tested 

with sets of data and test that the returned results are the expected ones. 

TC18.2. Search all sensors of managed entity. No filter. Test that indeed all 

entities are returned. 

TC18.3. Search by id of entity. 

TC18.4. Search by a non-existing metadata as filter and check that no results are 

returned. 

 Register fields. Test functionality of registering a set of predefined fields. 

TC19.1. Fields are registered correctly. Different test requests: fields with and 

without description, request containing only one element or many, etc. 

TC19.2. Fields are not registered correctly: 

TC19.2.1. Field already exists. No insertion. In case its description differs 

from the description that is being given, it is updated to the new one. 

TC19.2.2. No field name. 

 Delete field 

TC20.1. Field deleted correctly. 

TC20.2. Field not deleted: 

TC20.2.1. Does not exist. 

TC20.2.2. It is being referenced from other tables. 

 Register groups. Test functionality of registering a set of predefined groups. 

Same policy as with fields. 

TC21.1. Groups are registered correctly. 

TC21.2. Groups are not registered: 

TC21.2.1. Group already exists. No insertion. In case its description differs 

from the description that is being given, it is updated to the new one. No 

group name. 

 Delete groups 

TC22.1. Group deleted correctly. 

TC22.2. Group not deleted: 

TC22.2.1. Does not exist. 

TC22.2.2. It is being referenced from other tables. 

 

7.5 Use cases 

This section contains the use cases that are being considered for testing the API. They 

have already been briefly mentioned in the previous section, as a schema of what will 

be described here. 
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Knowing that in the implemented solution an entity can be a sensor, a property, a 

measurement or a system, the following use cases are presented, in their general form, 

as an entity. 

The collection of tests attached to this document contains all concrete tests, but, for 

redundancy reasons, the tests below will use the term entity to represent any of the 

mentioned concrete entities that this project manages.  

7.5.1 Use case 1: Register entity 

  

Test 
description 

Register entity with no metadata associated to it. Correct request 
body format. 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The entity is registered correctly into the database. 

Result of the 
tests 

Tests pass. Entity is registered correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 
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• The confirmation message is present. As said before, requests 
can happen to not fail with an error, but do not return with the 
expected message, which means the action that was expected 
to take place, did not occur.  

It is important to test each of these aspects so that if something fails, 
the error is detected as soon as possible, without any debugging 
through the source code. These simple but efficient tests show, if 
failed, why it happened and make a lot easier the process of 
correcting what is wrong. 

 

 

7.5.2 Use case 2: Register entity with grouped 

metadata 

 

Test 
description 

Register entity with grouped metadata associated to it. Metadata 
comes categorized by groups. Correct request body format. 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The entity is registered correctly into the database. Its metadata is 
correctly associated. This means, the associations between field, 
values and groups are correctly made and added to the entity as 
expected. 

Result of the 
tests 

Tests pass. Entity is registered correctly. Metadata about the entity 
is correctly associated. 
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Consideration
s 

Same conditions are checked as in the previous scenario. While 
developing the software, correctness in use cases like this one were 
continually tested by checking the database. Executing a given query 
allows the developer to visually check that the elements were 
correctly inserted into their corresponding tables.  
In this case, as for the tests deliverable, this is checked with the 
search requests, making sure the request returns the expected data. 
This belongs to other use case and that is why it is not included int 
the above scripts. 

 

Tests 
description 

Entity could not be registered. There are several requests for 
covering this case, in order to take into account the various 
scenarios that can occur: 

• Incorrect metadata format 

o Invalid UUID 

o No UUID was given: null or empty. 

o Not a valid format for UUID. 

o When it contains metadata: 

o No group name specified 

o No group value specified 

o No field name specified 

We’ll take the first scenario as an example to explain below. All of 

them are tested and included in the collection that is attached as 

a deliverable,  but, to avoid copying and pasting many times the 

same case in which a entity cannot be registered because of some 

of these reasons, we’ll examine only one of them here. 

Script testing 
the request 
result 

/** 

 * Check that the request fails. 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the request fails with expected status code. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(422); 

}); 

 

/** 

 * Check that the response message is the expected one. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("'UUID' cannot

 be null."); 

}); 
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Expected 
result 

The entity is not registered into the database. 

Result of the 
tests 

Tests pass. The API manages the errors as expected. No data is 
registered and the API returns a user-friendly response to make 
known what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. Sometimes requests do fail 
but for different reasons than the one they are expected to. So 
it’s an important aspect to test, for debugging purposes if 
something goes wrong. 

• The customized message of what exactly went wrong is present. 
As said before, requests can happen to fail with an error for 
many reasons. We need to make sure it failed for the reason it 
was supposed to. Otherwise, the test should not pass.  

 

 

Test 
description 

Entity already exists. This scenario leads to another use case: 
updating an entity or adding metadata to an existing entity. It is 
discussed in use case 5. 

 

7.5.3 Use case 3: Register entity with not-grouped 

metadata 

Test 
description 

Register entity with not-grouped metadata associated to it. 
Correct request body format. Metadata to be associated to the 
new entity is not categorized by groups, as in the previous case. A 
correct behavior of the software manages it and correctly 
associates the set of metadata, grouping them into a default 
group. 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 
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 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The entity is registered correctly into the database. Its metadata is 
properly grouped into a default group and associated to the entity. 

Result of the 
tests 

Tests pass. Entity is registered correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present. As said before, requests 
can happen to not fail with an error, but do not return with the 
expected message, which means the action that was expected 
to take place, did not occur.  

 

 

Tests 
description 

Entity could not be registered. There are several requests for 
covering this case, in order to take into account the various 
scenarios that can occur: 

• Incorrect metadata format 

o Invalid UUID 

o No UUID was given: null or empty. 

o Not a valid format for UUID. 

o When it contains metadata: 

o No field name specified 

We’ll take the last scenario as an example to explain below. All of 

them are tested and included in the collection that is attached as 

a deliverable,  but, to avoid copying and pasting many times the 

same case in which a entity cannot be registered because of some 

of these reasons, we’ll examine only one of them here. 

Script testing 
the request 
result 

/** 

 * Request fails as expected. 

 */ 

pm.test("Request does  fail", function () { 
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    pm.response.to.be.error; 

}); 

 

/** 

 * Request returns expected error code. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(422); 

}); 

 

/** 

 * Response contains the expected message. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("'field_name' 

cannot be empty or blank"); 

}); 

 

 

Expected 
result 

The entity is not registered into the database. 

Result of the 
tests 

Tests pass. The API manages the errors as expected. No data is 
registered and the API returns a user-friendly response to make 
known what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. Sometimes requests do fail 
but for different reasons than the one they are expected to. So 
it’s an important aspect to test, for debugging purposes if 
something goes wrong. 

• The customized message of what exactly went wrong is present. 
As said before, requests can happen to fail with an error for 
many reasons. We need to make sure it failed for the reason it 
was supposed to. Otherwise, the test should not pass.  

 

7.5.4 Use case 4: Delete entity 

This generic use case describes the scenarios for deleting an entity. 

Test 
description 

Delete entity along with metadata associated to it. Correct 
request: parameter is not null and corresponds to existing entity. 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 
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}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The entity is correctly deleted from database. All associated data is 
also deleted. 

Result of the 
tests 

Tests pass. Entity is deleted correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present. As said before, requests 
can happen to not fail with an error, but do not return with the 
expected message, which means the action that was expected 
to take place, did not occur.  

 

 

 

Test 
description 

Could not delete entity along with metadata associated to it. Bad 
request: no identifier is passed as a parameter. 

Script testing 
the request 
result 

/** 

 * Check that the request fails, as expected in this case. 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response status code is the expected. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(400); 
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}); 

 

/** 

 * Check that the response message is correct according to 

what is being tested. 

 */ 

pm.test("Expected return message is present", function () { 

    pm.expect(pm.response.text()).to.include("Required Long

 parameter 'id' is not present"); 

}); 

 

 

Expected 
result 

Response informing the user that an identifier must be given. 

Result of the 
tests 

Tests pass. API manages correctly the errors and a message is 
returned to the user, specifying what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. In this case, it is a bad 
request, different from other codes that might be returned 
under other circumstances. 

• The confirmation message is present, warning the user that an 
id must be given.  

 

 

Test 
description 

Could not delete entity along with metadata associated to it. No 
entity with given identifier exists. 

Script testing 
the request 
result 

/** 

 * Check that the request fails 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response status code is NOT FOUND. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(404); 

}); 

 

/** 

 * Check that the message informing the user is the expecte

d one. 

 */ 

pm.test("Expected return message is present", function () { 



Testing | API FOR INDUSTRIAL IOT METADATA MANAGEMENT 

School of Computer Engineering – University of Oviedo | Anamaria Cotorei 151 

 

    pm.expect(pm.response.text()).to.include("Does not exis

t entity with given id"); 

}); 

 

Expected 
result 

Response informing the user that no entity with given identifier 
exists. 

Result of the 
tests 

Tests pass. API manages correctly the errors and a message is 
returned to the user, specifying what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. In this case, it is a NOT 
FOUND, different from other codes that might be returned 
under other circumstances. 

• The confirmation message is present, warning the user that no 
entity with given id exists.  

 

 

7.5.5 Use case 5: Add metadata grouped 

Same scenarios as described in use case 2. For practical purposes, when an UUID does 

not exist, it will be registered, along with its grouped metadata.  

When it already exists, its metadata will be updated, if needed. If the entity does not 

have those metadata, they will be associated. If they already exist, but with different 

value, their values will be updated.  

7.5.6 Use case 6: Add metadata not grouped 

Same scenarios as described in use case 3. For practical purposes, when an UUID does 

not exist, it will be registered, along with its metadata.  

When it already exists, its metadata will be updated, if needed. If the entity does not 

have those metadata, they will be associated. If they already exist, but with different 

value, their values will be updated.  

7.5.7 Use case 7: Delete metadata 

This generic use case describes the scenarios for deleting a given set of metadata 

associated to an entity. 
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Test 
description 

Delete a set of metadata associated to an entity. Correct request: 
parameter is not null and corresponds to existing identifier of 
metadata. 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The metadata with given id is properly deleted. 

Result of the 
tests 

Tests pass. Metadata is deleted correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present. As said before, requests 
can happen to not fail with an error, but do not return with the 
expected message, which means the action that was expected 
to take place, did not occur.  

 

 

 

Test 
description 

Could not delete metadata. Bad request: no identifier is passed as 
a parameter. 

Script testing 
the request 
result 

/** 

 * Check that the request fails, as expected in this case. 

 */ 
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pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response status code is the expected. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(400); 

}); 

 

/** 

 * Check that the response message is correct according to 

what is being tested. 

 */ 

pm.test("Expected return message is present", function () { 

    pm.expect(pm.response.text()).to.include("Required Long

 parameter 'id' is not present"); 

}); 

 

 

Expected 
result 

Response informing the user that an identifier must be given. 

Result of the 
tests 

Tests pass. API manages correctly the errors and a message is 
returned to the user, specifying what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. In this case, it is a bad 
request, different from other codes that might be returned 
under other circumstances. 

• The confirmation message is present, warning the user that an 
id must be given.  

 

 

Test 
description 

Could not delete metadata. No metadata association with given 
identifier exists. 

Script testing 
the request 
result 

/** 

 * Check that the request fails 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response status code is NOT FOUND. 

 */ 

pm.test("Status code as expected", function () { 
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    pm.response.to.have.status(404); 

}); 

 

/** 

 * Check that the message informing the user is the expecte

d one. 

 */ 

pm.test("Expected return message is present", function () { 

    pm.expect(pm.response.text()).to.include("Does not exis

t entity with given id"); 

}); 

 

Expected 
result 

Response informing the user that no entity with given identifier 
exists. 

Result of the 
tests 

Tests pass. API manages correctly the errors and a message is 
returned to the user, specifying what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. In this case, it is a NOT 
FOUND, different from other codes that might be returned 
under other circumstances. 

• The confirmation message is present, warning the user that no 
entity with given id exists.  

 

 

 

7.5.8 Use case 8: Search 

Test 
description 

Search all entities of a given kind: i.e. search all registered sensors 
in the factory. The request is not parametrized. 

Script testing 
the request 
result 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

 

Expected 
result 

Response containing all entities with their metadata. 

Result of the 
tests 

Tests pass. Existing entities are returned, with their associated 
metadata. 
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Consideration
s 

This is meant to represent a generalization of the concrete tests that 
have been implemented. An example of a concrete test would be 
the named “find all sensors”, which would return all sensors 
registered along with their categorized metadata.  
The script would contain concrete checking of the presence of a 
given entity in the result, or expecting the result to be  equal to a 
specific json. 

 

 

Test 
description 

Search by filter: i.e. search all registered sensors that have 
associated a given value. Existing filter. 

Script testing 
the request 
result 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

 

Expected 
result 

Response containing all entities whose at least one of the 
associated metadata matches the filter. 

Result of the 
tests 

Tests pass. List of objects is returned. 

Consideration
s 

This is meant to represent a generalization of the concrete tests that 
have been implemented. An example of a concrete test would be 
the named “find all sensors that have the metadata contact 
information associated”, which would return all sensors matching 
this condition along with their categorized metadata.  
Or, find the sensor matching a UUID. This would return a list with a 
single object, the one whose UUID equals the received one. 
The script would contain concrete checking of the presence of a 
given entity in the result, or expecting the result to be  equal to a 
specific json. 

 

 

Test 
description 

Search by filter: i.e. search all registered sensors that have 
associated a given value. No metadata matches the filter. 

Script testing 
the request 
result 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 
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pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

 

Expected 
result 

Empty list returned. No error, no message. 

Result of the 
tests 

Tests pass. Empty result. 

Consideration
s 

 This scenario is not a negative one. Values might not exist in the 
database and no error should be returned. Just empty. 

 

7.5.9 Use case 9: Register fields 

  

Test 
description 

Register a set of predefined fields. Correct, non-empty list of fields 
is given. 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The set of fields are correctly registered. 

Result of the 
tests 

Tests pass. Fields are registered correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 
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• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present. As said before, requests 
can happen to not fail with an error, but do not return with the 
expected message, which means the action that was expected 
to take place, did not occur.  

 

Test 
description 

Update a set of fields. Correct, non-empty list of fields is given. 
They  already exist. In this case, for those which exist, if they have 
different description, they will be updated. If there is no 
difference, no action will be made.  

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The set of fields are correctly updated. 

Result of the 
tests 

Tests pass. Fields are updated correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present. As said before, requests 
can happen to not fail with an error, but do not return with the 
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expected message, which means the action that was expected 
to take place, did not occur.  

 

 

Test 
description 

Could not register fields. No fields are given. 

Script testing 
the request 
result 

 

/** 

 * Check that the request fails. 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response code is the expected one. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(422); 

}); 

 

/** 

 * Check that a correct message is returned to the user, in

forming what went wrong. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("The collectio

n 'fields'cannot be empty"); 

}); 

 

Expected 
result 

A message is returned, informing what went wrong when trying to 
execute the request. 

Result of the 
tests 

Tests pass. API manages errors as expected and returns a friendly 
message. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one.  

• The confirmation message is present. User knows what went 
wrong. 

 

 

 

Test 
description 

Could not register fields. Not a correct format for request body. 
Field name is null. 
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Script testing 
the request 
result 

/** 

 * Check that the request fails. 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check expected code. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(422); 

}); 

 

/** 

 * Check expected message. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("'fieldName' c

annot be null."); 

}); 

Expected 
result 

A message is returned, informing what went wrong when trying to 
execute the request. 

Result of the 
tests 

Tests pass. API manages errors as expected and returns a friendly 
message. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one.  

• The confirmation message is present. User knows what went 
wrong. 

 

 

7.5.10 Use case 10: Delete field 

Test 
description 

Delete field. Correct scenario: field to be deleted exists and is 
deleted without any problem 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 
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 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The field is correctly deleted from database 

Result of the 
tests 

Tests pass. Field is deleted correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present.  

 

 

Test 
description 

Could not delete field. Bad request: no identifier is passed as a 
parameter. 

Script testing 
the request 
result 

/** 

 * Check that the request fails, as expected in this case. 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response status code is the expected. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(400); 

}); 

 

/** 

 * Check that the response message is correct according to 

what is being tested. 

 */ 

pm.test("Expected return message is present", function () { 
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    pm.expect(pm.response.text()).to.include("Required Long

 parameter 'id' is not present"); 

}); 

 

 

Expected 
result 

Response informing the user that an identifier must be given. 

Result of the 
tests 

Tests pass. API manages correctly the errors and a message is 
returned to the user, specifying what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. In this case, it is a bad 
request, different from other codes that might be returned 
under other circumstances. 

• The confirmation message is present, warning the user that an 
id must be given.  

 

 

Test 
description 

Could not delete field. No entity with given identifier exists. 

Script testing 
the request 
result 

/** 

 * Check that the request fails 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response status code is NOT FOUND. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(404); 

}); 

 

/** 

 * Check that the message informing the user is the expecte

d one. 

 */ 

pm.test("Expected return message is present", function () { 

    pm.expect(pm.response.text()).to.include("Does not exis

t entity with given id"); 

}); 

 

Expected 
result 

Response informing the user that no entity with given identifier 
exists. 

Result of the 
tests 

Tests pass. API manages correctly the errors and a message is 
returned to the user, specifying what went wrong. 
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Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. In this case, it is a NOT 
FOUND, different from other codes that might be returned 
under other circumstances. 

• The confirmation message is present, warning the user that no 
entity with given id exists.  

 

 

7.5.11 Use case 11: Find all fields 

Test 
description 

Find all fields: All fields that have been registered into the database 
will be shown. A list will be returned. 

Script testing 
the request 
result 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

 

Expected 
result 

Response containing all fields. 

Result of the 
tests 

Tests pass. Existing fields are returned. 

Consideration
s 

For a concrete use test, and depending on what does exist in the 
database, we can implement scripts to check that a given field is 
indeed returned. 

 

 

 

7.5.12 Use case 12: Register groups 

  

Test 
description 

Register a set of predefined groups. Correct, non-empty list of 
groups is given.  



Testing | API FOR INDUSTRIAL IOT METADATA MANAGEMENT 

School of Computer Engineering – University of Oviedo | Anamaria Cotorei 163 

 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The set of groups are correctly registered. 

Result of the 
tests 

Tests pass. groups are registered correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present. As said before, requests 
can happen to not fail with an error, but do not return with the 
expected message, which means the action that was expected 
to take place, did not occur.  

 

 

Test 
description 

Update a set of predefined groups. If the received groups already 
exist, but with different description, their descriptions will be 
updated. Therefore, this will be an update operation.  

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 



API FOR INDUSTRIAL IOT METADATA MANAGEMENT | Testing 

164 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The set of groups are correctly updated. 

Result of the 
tests 

Tests pass. Groups are updated correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present. As said before, requests 
can happen to not fail with an error, but do not return with the 
expected message, which means the action that was expected 
to take place, did not occur.  

 

 

Test 
description 

Could not register groups. No groups are given. 

Script testing 
the request 
result 

 

/** 

 * Check that the request fails. 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response code is the expected one. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(422); 
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}); 

 

/** 

 * Check that a correct message is returned to the user, in

forming what went wrong. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("The collectio

n 'groups'cannot be empty"); 

}); 

 

Expected 
result 

A message is returned, informing what went wrong when trying to 
execute the request. 

Result of the 
tests 

Tests pass. API manages errors as expected and returns a friendly 
message. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one.  

• The confirmation message is present. User knows what went 
wrong. 

 

 

 

Test 
description 

Could not register groups. Not a correct format for request body. 
Group name is null. 

Script testing 
the request 
result 

/** 

 * Check that the request fails. 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check expected code. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(422); 

}); 

 

/** 

 * Check expected message. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("'groupName' c

annot be null."); 

}); 
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Expected 
result 

A message is returned, informing what went wrong when trying to 
execute the request. 

Result of the 
tests 

Tests pass. API manages errors as expected and returns a friendly 
message. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one.  

• The confirmation message is present. User knows what went 
wrong. 

 

 

7.5.13 Use case 10: Delete group 

Test 
description 

Delete field. Correct scenario: group to be deleted exists and is 
deleted without any problem 

Script testing 
the request 
result 

/** 

 * Make sure no error is returned. 

 */ 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 

 

/** 

 * Check that the status of the response is the expected on

e. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

/** 

 * Check that the message of the response is the expected o

ne for the evaluated condition. 

 */ 

pm.test("Return message as expected", function () { 

    pm.expect(pm.response.text()).to.include("Successfully 

completed operation."); 

}); 

Expected 
result 

The group is correctly deleted from database 

Result of the 
tests 

Tests pass. Group is deleted correctly. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 
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• The request does not fail 

• The status code is the expected one. Sometimes requests do not 
fail but do not return with the expected status 

• The confirmation message is present.  

 

 

Test 
description 

Could not delete group. Bad request: no identifier is passed as a 
parameter. 

Script testing 
the request 
result 

/** 

 * Check that the request fails, as expected in this case. 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response status code is the expected. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(400); 

}); 

 

/** 

 * Check that the response message is correct according to 

what is being tested. 

 */ 

pm.test("Expected return message is present", function () { 

    pm.expect(pm.response.text()).to.include("Required Long

 parameter 'id' is not present"); 

}); 

 

 

Expected 
result 

Response informing the user that an identifier must be given. 

Result of the 
tests 

Tests pass. API manages correctly the errors and a message is 
returned to the user, specifying what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. In this case, it is a bad 
request, different from other codes that might be returned 
under other circumstances. 

• The confirmation message is present, warning the user that an 
id must be given.  
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Test 
description 

Could not delete group. No group with given identifier exists. 

Script testing 
the request 
result 

/** 

 * Check that the request fails 

 */ 

pm.test("Request fails", function () { 

    pm.response.to.be.error; 

}); 

 

/** 

 * Check that the response status code is NOT FOUND. 

 */ 

pm.test("Status code as expected", function () { 

    pm.response.to.have.status(404); 

}); 

 

/** 

 * Check that the message informing the user is the expecte

d one. 

 */ 

pm.test("Expected return message is present", function () { 

    pm.expect(pm.response.text()).to.include("Does not exis

t entity with given id"); 

}); 

 

Expected 
result 

Response informing the user that no group with given identifier 
exists. 

Result of the 
tests 

Tests pass. API manages correctly the errors and a message is 
returned to the user, specifying what went wrong. 

Consideration
s 

This request contains 3 tests that check the obtained response after 
calling to the API. It checks that: 

• The request does fail 

• The status code is the expected one. In this case, it is a NOT 
FOUND, different from other codes that might be returned 
under other circumstances. 

• The confirmation message is present, warning the user that no 
entity with given id exists.  

 

 

7.5.14 Use case 11: Find all groups 

Test 
description 

Find all groups: All groups that have been registered into the 
database will be shown. A list will be returned. 

Script testing 
the request 
result 

pm.test("Request does not fail", function () { 

    pm.response.to.not.be.error; 

    pm.response.to.not.have.jsonBody("error"); 

}); 
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pm.test("Status code as expected", function () { 

    pm.response.to.have.status(200); 

}); 

 

 

Expected 
result 

Response containing all groups. 

Result of the 
tests 

Tests pass. Existing groups are returned. 

Consideration
s 

For a concrete use test, and depending on what does exist in the 
database, we can implement scripts to check that a given field is 
indeed returned. 
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 Deployment 

The implemented software has been deployed in a cloud environment, specifically, 

Microsoft Azure. A MySQL database has also been created in the cloud, hosted in Azure 

SQL database. 

The API has been deployed as an App Service, using the student subscription that the 

University of Oviedo offers for these kinds of services. 

 

Figure 68. Deployment - Azure App Service 

Due to the fact that it is running on the cloud, it can be directly accessed without needing 

to install any specific software to be able to test its functionality. The URL under which 

the implemented functionality can be found is https://tfg-rest-service-

1623180550762.azurewebsites.net. A client like Postman could be used to easily 

create requests, though it is not necessary.  

One important aspect to be taken into account when accessing the deployed API 

is that because of the student subscription that allows limited credit for using 

Azure services, basic options have been chosen. This means that performance in 

this demonstration environment is worse that it would be in a production 

environment. 

  

https://tfg-rest-service-1623180550762.azurewebsites.net/
https://tfg-rest-service-1623180550762.azurewebsites.net/
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 System manuals 

9.1 Installation manuals 

This section contains the instructions for the installation of the different tools needed 

to run the implemented system in a local device. 

9.1.1 MySQL 

It is necessary to install the MySQL database server on the local machine on which the 

implemented project will be run, since it has not been deployed on any external server. 

Initially, the user only needs the MySQL server itself and the Java connector, but the full 

package of utilities that MySQL offers can also be installed. The link to download the 

executable file is the following: https://dev.mysql.com/downloads/installer/    

Once the user clicks on the link that has been provided above, after accepting the 

cookies policy, the following options are available: 

 

Figure 69. Installation manuals: downloading MySQL 

The first option downloads a small installer that connects to the MySQL server to 

download the other files while installing. The second option downloads the full installer 

and you do not need an Internet connection to install. Once downloaded, the default 

steps are followed to complete the installation process. When choosing the type of 

https://dev.mysql.com/downloads/installer/
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installation, it is recommended to perform the complete installation, the default 

installation, or a custom installation by selecting the MySQL server and the Java 

connector. 

The installation steps to be followed are shown below. 

 

Figure 70. Installation manuals: MySQL installation 

 

Figure 71. Installation Manuals: Configuring MySQL type and Network 
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When configuring the port for the server, it is advisable to leave the default port 3306 

and select the box to enable the port in the Firewall and thus allow the connection of 

our system to the database. 

It is also necessary to create a username and password to add as the database owner 

and that will be required each time the database is logged in. The values chosen for the 

username and password must later match those of the "persistence.xml" and 

"application.properties" files within the project. In the case of not wanting to have to 

configure these files in the project, a user must be added with the username: "root" and 

password "pwddbtfg". 

After these steps have been completed, the server and all the MySQL plugins are 

installed on the machine and the only thing left to do is to create the database.  

In the Delivered Content section, it is specified that a SQL script is attached to create the 

entire database structure called “db_metadata.sql”. Before running the script, it is 

necessary to create a database with the name db_metadata. 

• If the user had carried out a complete installation and already has the MySQL 

Workbench visual tool, the tool is accessed by providing the connection credentials 

(username and password) and accessing the server, choosing the option “File> Open 

SQL Script ...” and the attached sql script is chosen, executed and the database 

elements will be created. 

• If the user does not have MySQL Workbench wizard, the following command can be 

executed from the console: 

$ mysql -u “nombre de usuario” -p db_metadata < db_metadata.sql 

9.1.2 At this point, the database is created and ready to 

be used.Java and Maven 

The link to download the Java JDK with version 8, the minimum to run the application is 

the following:  

https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-

2133151.html?ssSourceSiteId=otnes  

Both Java and Maven must be installed on the user’s computer to be able to run the 

application.  

After downloading both Java and Maven, it is necessary to configure the system 

variables to configure these applications on the system and for the machine to know the 

paths to be accessed when executing a project of these characteristics. 

https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html?ssSourceSiteId=otnes
https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html?ssSourceSiteId=otnes
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Below it is provided a link to a verified tutorial with all the detailed steps to download 

Maven and configure it in a Windows environment: 

https://docs.wso2.com/display/IS323/Installing+Apache+Maven+on+Windows  

After completing the installation and configuration of both, the user can check if they 

have been installed correctly by using the following commands in the command console: 

“java -version” to check the installation of Java 

“mvn -version o maven -version” to check the installation of Maven 

 

Figure 72. Installation manuals: installing maven 

 

9.1.3 Jar Conversion 

In order to be able to run the project without needing to install a development 

environment like Eclipse, STS, IntelliJ or others, it will be converted into an executable 

.jar file.  This JAR file will be executed from the command line.  

The conversion to a JAR file is done as follows: 

1. First of all, the project that is attached as a deliverable needs to be unzipped. Its 

name is “iot-metadata-catalog-api.zip”. 

2. Once it is decompressed, the command line needs to be opened in the root directory 

of the unzipped project, where the “pom.xml” file is located. 

 

Figure 73. Installation manunals: maven package project 

3. The command “mvn package” will be executed, which will package the compiled 

project into the JAR file, converting it into a distributable format. This file is usually 

https://docs.wso2.com/display/IS323/Installing+Apache+Maven+on+Windows
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generated unde the “target” directory, and its default name will be “tfg-rest-service-

0.0.1-SNAPSHOT.jar”. 

 

9.2 Execution Manuals 

This manual will cover all the steps necessary to run the implemented system. For the 

API to work properly, the following services need to be started: 

9.2.1 MySQL 

Although after installing MySQL on the machine, the server should be running 

constantly while the machine is active, it may happen that the MySQL service is 

stopped on the machine. In this case an exception is thrown when trying to run the 

application since the connection to the database cannot be established. 

To solve this, the user needs to open the Task Manager panel and go to the "Services" 

tab and look for the service named "MySQL80". If it appears with “Stopped” status, 

just right click on the service, and choose “Start”. The following image illustrates how 

should it look like: 

 

Figure 74. Execution manuals: Checking MySql is started 

 

9.2.2 Java Project 

Once it has been checked that the database server is running and the project has been 

converted into an executable JAR file, it can be run by typing into a command line the 

following: 
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 java -jar “tfg-rest-service-0.0.1-SNAPSHOT.jar” 

which will deploy the project in the local machine from which it is being invoked. The 

command line window should look like the following capture: 

 

Figure 75. Execution manuals: Java Project 

If run from a machine whose operating system is Windows, the following warning might 

appear: 
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Figure 76. Execution manuals: project execution warnings 
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9.3 User manual 

This user manual will present all the actions and functionalities that the client can use 

when interacting with the system. For each of them, both the request that invokes that 

action and the response it generates after internal execution on the server will be 

specified. 

 

9.3.1 Entity management 

This section represents the functionalities that are related to the main entities that were 

considered for the implementation of this concrete software solution, which are 

Sensors, Systems, Measurements and Properties. 

The main functionalities available for those entities management are the following: 

9.3.1.1 Register a new entity  

If the entity to be registered has no metadata associated to it, any of the following 

requests can be used. However, if it has some metadata that need to be added when 

creating it, then one of the following requests will be used or the other depending on 

the type of metadata that is to be associated to them: whether it is categorized or not. 

If it is categorized by groups, then the request will be parametrized as shown in the first 

example. Otherwise, the second example has to be used, taking into account that 

uncategorized metadata will be assigned to a default group of data that will be 

associated to that entity. 

9.3.1.1.1 Register with categorized metadata 

Request 

o URL: localhost:8080/entity/add-categorized 

o Request type: POST 

o Request header: Content type: application/json 

o Request body 

o  Entity uuid: Unique identifier of the entity. It is a mandatory field; 

therefore it cannot be null or blank 

o Categorized metadata: list of categorized metadata that need to be 

associated to the entity, if any. An entity can be registered without 

metadata, though it is not the usual scenario. Therefore, it is not 

mandatory for this set of values to be present. However, if they are, 

they are structured as follows: 
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▪ Name of the group: if metadata is present, the name of the 

group to which they belong is mandatory. 

▪ The list of metadata belonging to that group, indicating name 

of the field to be added and its value.  

 

Response 

o Response code: HTTP 200: Creation operation successfully completed.  

o Response body: message informing the user that everything went as 

expected. 

 

9.3.1.1.2 Register with non-categorized metadata 

Request 

o URL: localhost:8080/entity/add-non-categorized 

o Request type: POST 

o Request header: Content type: application/json 

o Request body 

o  Entity uuid: Unique identifier of the entity. It is a mandatory field; 

therefore, it cannot be null or blank 

o Metadata: list of metadata that need to be associated to the entity: 

▪ The list of metadata, indicating name of the field to be added 

and its value.  

 

Response 

o Response code: HTTP 200.  

o Response body: message informing the user that everything went as 

expected. 

 

9.3.1.2 Update an existing entity 

Updating an existing entity means one of the following scenarios: 

o Adding new metadata to an existing entity. It could be grouped metadata or 

uncategorized by groups metadata 

o Updating existing metadata. This means updating the values of existing 

associated data. 
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For any of these scenarios, the user will carry them out by accessing one of the 

urls described below, depending on whether it is managed categorized or 

uncategorized metadata. 

9.3.1.2.1 Categorized metadata 

Request 

o URL: localhost:8080/entity/add-categorized 

o Request type: POST 

o Request header: Content type: application/json 

o Request body 

o  Entity uuid: Unique identifier of the existing entity. It is a mandatory 

field; therefore, it cannot be null or blank 

o Categorized metadata: list of categorized metadata that need to be 

associated to the entity, or updated. The expected format is the 

following: 

▪ Name of the group: the name of the group to which they 

belong is mandatory. 

▪ The list of metadata belonging to that group, indicating name 

of the field to be added and its value.  

 

Response 

o Response code: HTTP 200: Metadata was added/updated correctly. 

o Response body: message informing the user that everything went as 

expected. 

 

9.3.1.2.2 Uncategorized metadata 

Request 

o URL: localhost:8080/entity/add-non-categorized 

o Request type: POST 

o Request header: Content type: application/json 

o Request body 

o  Entity uuid: Unique identifier of the entity to be updated. It is a 

mandatory field; therefore, it cannot be null or blank 

o Metadata: list of metadata that need to be associated to the entity: 

▪ The list of metadata, indicating name of the field to be added 

and its value.  
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Response 

o Response code: HTTP 200.  

o Response body: message informing the user that everything went as 

expected. 

 

9.3.1.3 Delete an existing entity 

Request 

o URL: localhost:8080/entity/delete?id=idEntity 

o Request type: DELETE 

o Request header: Content type: application/json 

o Request parameter:  

o  idEntity: identifier of the entity to be deleted. 

 

Response 

o Response code: HTTP 200: Entity deleted successfully. 

o Response body: message informing the user that everything went as 

expected. 

 

9.3.1.4 Search entities 

Request 

o URL: localhost:8080/entity/all 

o Request type: GET 

o Request header: Content type: application/json 

o Request parameter:  

o  filter: if given, the search will be made for that filter. This means that 

the results will be those entities for which the filter is present in any 

of their related metadata. 

o If no filter is indicated, all entities of the concrete type will be shown, 

with their related metadata. 

 

Response 

o Response code: HTTP 200: Entity deleted successfully. 
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o Response body: JSON containing the entities with their corresponding 

metadata. If a filter was specified, the results will be shown for that given 

filter. Otherwise, all entities will be returned. 

 

9.3.2 Groups management 

Groups are secondary entities that are meant to complete the information that is 

associated to primary entities(sensors, measurements, systems and properties). 

However, they can be managed by themselves to offer the user the possibility to load 

some predefined groups, add a description to an existing group delete a specific groups 

or find all the groups that have been registered.  

9.3.2.1 Register groups 

Request 

o URL: localhost:8080/group/create 

o Request type: POST 

o Request header: Content type: application/json 

o Request body: list of groups that are made of: 

o Group name: name that will uniquely identify the group. Cannot be 

blank or null. 

o Group description: significant information about the group, its 

existence and any other descriptive data that might be informative. It 

is not mandatory to add a description to a group. 

Response 

o Response code: HTTP 200: Group was correctly created. 

o Response body: message informing the user that everything went as 

expected. 

 

9.3.2.2 Update group 

Updating a group means basically adding/modifying its description, as changing the 

name of the group means creating a new group. 

Request 

o URL: localhost:8080/group/create 

o Request type: POST 
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o Request header: Content type: application/json 

o Request body: list of groups to be updatedthat are made of: 

o Group name: name that identifies the group to be updated. Cannot 

be blank or null. 

o Group description: significant information about the group, its 

existence and any other descriptive data that might be informative. It 

is not mandatory to add a description to a group. 

Response 

o Response code: HTTP 200: Group was correctly updated. 

o Response body: message informing the user that everything went as 

expected. 

 

9.3.2.3 Delete group 

Request 

o URL: localhost:8080/group/delete 

o Request type: DELETE 

o Request header: Content type: application/json 

o Request parameter: id of the group to be deleted. 

Response 

o Response code: HTTP 200: Group was correctly deleted. 

o Response body: message informing the user that everything went as 

expected. 

 

9.3.2.4 Find groups 

Request 

o URL: localhost:8080/group/all 

o Request type: GET 

o Request header: Content type: application/json 

 

Response 

o Response code: HTTP 200. 

o Response body: JSON containing list of existing groups. 
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9.3.3 Fields management 

Fields are secondary entities that are meant to complete the information that is 

associated to primary entities(sensors, measurements, systems and properties). 

However, they can be managed by themselves to offer the user the possibility to load 

some predefined fields, avoiding the need of their creation when adding metadata; add 

a description to an existing field; delete a specific field or find all the fields that have 

been registered.  

9.3.3.1 Register fields 

Request 

o URL: localhost:8080/field/create 

o Request type: POST 

o Request header: Content type: application/json 

o Request body: list of fields that are made of: 

o Field name: name that will uniquely identify the field. Cannot be blank 

or null. 

o Field description: significant information about the field, its what 

does its existence represent; and any other descriptive data that 

might be informative. It is not mandatory to add a description to a 

field, though it might result helpful. 

Response 

o Response code: HTTP 200: Field was correctly created. 

o Response body: message informing the user that everything went as 

expected. 

 

9.3.3.2 Update field 

Updating a field means basically adding/modifying its description, as changing the name 

of the field means creating a new field. 

Request 

o URL: localhost:8080/field/create 

o Request type: POST 

o Request header: Content type: application/json 

o Request body: list of fields to be updated that are made of: 
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o Field name: name that identifies the field to be updated. Cannot be 

blank or null. 

o Field description: significant information about the field, its existence 

and any other descriptive data that might be informative. It is not 

mandatory to add a description to a field. 

Response 

o Response code: HTTP 200: Field was correctly updated. 

o Response body: message informing the user that everything went as 

expected. 

 

9.3.3.3 Delete field 

Request 

o URL: localhost:8080/field/delete 

o Request type: DELETE 

o Request header: Content type: application/json 

o Request parameter: id of the field to be deleted. 

Response 

o Response code: HTTP 200: Field was correctly deleted. 

o Response body: message informing the user that everything went as 

expected. 

 

9.3.3.4 Find fields 

Request 

o URL: localhost:8080/field/all 

o Request type: GET 

o Request header: Content type: application/json 

 

Response 

o Response code: HTTP 200. 

o Response body: JSON containing list of existing fields. 
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9.4 Developer manual 

There are several aspects worth mentioning regarding the implementation that may be 

of help to future developers that might want to extend the functionality that the 

developed system provides. Both the design and implementation chapters deal with 

aspects that may be of interest to programmers and that is convenient to take into 

account in case of modifications, in order to have a clear vision of the system and its 

design. 

 

9.4.1 Lombok 

As it has been mentioned in the implementation section[see Error! Reference source 

not found.], Lombok has been integrated into the project. Therefore, if the developer 

uses an IDE like Eclipse, for the source code to compile, the Lombok plugin must be 

downloaded form the Marketplace and installed.  

9.4.2 Swagger design 

To take a quick look to the design of the implemented system, the developer can access 

http://localhost:8080/swagger-ui.html#/ and see a a design that changes in real time if 

any of the implemented controllers have changed or if some have been added. In order 

to make Swagger aware of the new functionality, the new controller has to be annotated 

with @Api annotation. 

9.4.3 Adding a new Entity 

The system has been designed and developed to be open to the possibility of 

functionality extension, as it might happen that a different industrial environment from 

the one that has been considered for this concrete solution might have more industrial 

entities that the client might want to add. Therefore, if this is the case and the developer 

needs to add a new entity, he/she needs to follow the original REST oriented design, 

implementing each layer as follows: 

• Entity: 

o To follow the existing design, the new entity must extend 

AbstractBasicEntity, that contains the common data to all entities, like the 

id and the creation date of the entity. 

o The entity corresponding to the metadata association needs to be created 

as well, following the design provided in this document. 

http://localhost:8080/swagger-ui.html#/
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o The metamodels corresponding to the new entities should also be defined, 

in order to avoid future errors when creating Criteria specifications for 

customized queries. The metamodels can be manually created or 

automatically, by uncommenting the corresponding dependency in the 

pom.xml file. 

• Repository layer: Once the above have been defined, the next layer is the 

repository:  

o A new repository corresponding to the new entity must be defined, 

extending from CrudRepository for the basic operations, and 

JpaSpecificationExecutor for the customized ones. 

o Also, a repository for the entity representing the metadata association needs 

to be defined, following the given design. 

o As it has been defined in the implementation section, Criteria has been used 

for query management, as it is less error prone, so the next step would be 

creating the Specification corresponding to the new main entity. This 

specification will contain the custom queries that are to be implemented. 

• Service layer: 

o The service corresponding to the main entity needs to be defined, allow with 

its corresponding implementation. The service must extend EntityService 

interface, to make sure it implements the expected methods for an entity. 

o Also, the service for the association entity must be defined, along with its 

implementation. 

• A new controller must be defined for the new entity. This controller will process all 

requests regarding the management of the entity. Besides the usual annotations 

that a REST controller is annotated with, the @Api belonging to Swagger needs to 

be added, in order to let swagger scan the new controller and provide an updated 

design of the implemented API. 
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 Azure deployment manual 

This section contains a summary of the instructions to deploy the implemented API in 

Microsoft Azure. This represents the demonstration environment in which the API will 

be tested. 

The steps presented below are a rough outline of a larger process of configuration. The 

links to the official Microsoft tutorials that were followed are provided for more detailed 

information.  

10.1.1 Microsoft azure subscription 

In order to be able to deploy any service on Azure, an account has to be created, 

associated to a subscription. In this case, a student subscription has been used, offered 

by the University of Oviedo. 

10.1.2 Azure MySQL database creation 

A database located in the cloud must be created. Once   it is created and configured in 

in the Azure portal, the scripts creating the schema and tables must be run. MySQL 

Workbench can be used to access the azure database and run the scripts. 

The connection information for the database management is the following: 

"jdbc:mysql://api-metadata-server-

db.mysql.database.azure.com:3306/db_metadata?useSSL=true&requireSSL=false"; 

myDbConn = DriverManager.getConnection(url, "user@api-metadata-server-db", 

#pwddbTFG) 

 

Figure 77. Azure MySQL database 

Detailed information about how to do this is found here: https://docs.microsoft.com/es-

es/azure/azure-sql/database/single-database-create-quickstart?tabs=azure-portal.  

https://docs.microsoft.com/es-es/azure/azure-sql/database/single-database-create-quickstart?tabs=azure-portal
https://docs.microsoft.com/es-es/azure/azure-sql/database/single-database-create-quickstart?tabs=azure-portal
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10.1.3 API connection to the Azure database 

The application.properties file corresponding to the demonstration environment needs 

to contain the connection information to the cloud database: 

spring.datasource.url = jdbc:mysql://api-metadata-server-
db.mysql.database.azure.com:3306/db_metadata?useSSL=true&requireSSL=false&use
JDBCCompliantTimezoneShift=true&useLegacyDatetimeCode=false&serverTimezone=UT
C 
spring.datasource.username = user@api-metadata-server-db 
spring.datasource.password = #pwddbTFG 

10.1.4 API deployment 

The  first step to deploy the API  is to add the Azure plugin  to the pom.xml file of the 

project, as follows: 

 

 

Figure 78. Deployment - Azure dependency 

 

Then,  for the application to be deployed, the following command must be executed: 
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>> package com.microsoft.azure:azure-webapp-maven-plugin:1.15.0:deploy 

The deployed service can also be managed and checked from the Azure portal: 

 

Figure 79. Azure deployed service 

Detailed information about this process is found here: https://docs.microsoft.com/en-

us/learn/modules/deploy-java-spring-boot-app-service-mysql/5-exercise-deploy.  

 

https://docs.microsoft.com/en-us/learn/modules/deploy-java-spring-boot-app-service-mysql/5-exercise-deploy
https://docs.microsoft.com/en-us/learn/modules/deploy-java-spring-boot-app-service-mysql/5-exercise-deploy
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 Conclusions 

11.1 Conclusion 

Once this project has come to an end, it can be concluded that the system defined in the 

Analysis phase has been completed successfully. A fully functional system has been 

implemented that responds to many industrial IOT aspects and needs that were raised 

at the beginning of the document. 

The final result consists of a system integrated by a REST API that allows managing a set 

of operations related to the retrieval, processing, storage and catalog of industrial 

entities such as Sensors, Systems, Measurements or Properties and the association and 

management of metadata to those entities. 

It took time and dedication to deliver a project that meets the expectations and 

objectives in the field of digital transformation and Industry 4.0, knowing that it needs 

to respond to a real need for metadata management of industrial entities in IIOT 

environments. 

It is worth mentioning that the project has gone through some implementation 

iterations to make sure that the result is a quality product in terms of software design 

and implementation, besides making sure it meets the functional requirements that 

have been defined in the Analysis phase. 
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11.2 Extensions 

A possible extension for the implemented system could be providing metadata search 

results in XML format. It is worth mentioning that the functionality that converts the 

information into XML has been implemented, but it has not been provided because for 

this concrete implementation of the proposed solution it has been decided that JSON 

responses would be managed. 

However, it might be interesting to both JSON and XML formats for the requests’ 

responses, and that is why it is being considered as a worthy to mention possible 

extension. 



Budget | API FOR INDUSTRIAL IOT METADATA MANAGEMENT 

School of Computer Engineering – University of Oviedo | Anamaria Cotorei 193 

 

 Budget 

In this section, the budget dedicated to the project will be detailed, displaying the different sub-sections into which it is divided and the cost of each 

one. An internal cost budget is attached, consisting of the total cost of the project together with the expected profit after distribution, as well as a 

budget to be attached to the potential client, which will show the information of value for the client related to the development, including the total 

cost of the system. 

 

12.1  Development Internal Budget 

This section contains the detailed costs of the development of the project, in terms of the implementation of the system and its corresponding 

planification and documentation.  

It is an internal cost, which means the amounts that are being managed are not shown to the client. 

Below are presented the different phases and the costs they carried out. At the end of these phases, a summary of this internal budget is provided. 

12.1.1 Training phase 

  Time spent Units 
Price per 

hour 
Subtotal 

(3) 
Subtotal 

(2) 
 Total  

Training 60         900,00 € 

Swagger 20 hours    300,00 €   



API FOR INDUSTRIAL IOT METADATA MANAGEMENT | Budget 

194 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

   Learning how to desing APIs in swagger 10 hours 15,00 € 300,00 €     

Learn how to integrate swagger into a 
project 

10           

Azure 10 hours     150,00 €   

   Data Catalog 5 hours 15,00 € 75,00 €     

   IoT Hub 5 hours 15,00 € 75,00 €     

Metadata for Industrial Iot 10 hours 15,00 € 150,00 € 150,00 €   

Mindsphere 15 hours     225,00 €   

   Modelling Assets 5 hours 15,00 € 75,00 €     

   MindConnect API 10 hours 15,00 € 150,00 €     

SensorML and AutomationML 5 hours 15,00 € 75,00 € 75,00 €   

 

Figure 80. Internal budget: training phase detailed 

12.1.2 Analysis phase 

  Time spent Units 
Price per 

hour 
Subtotal 

(3) 
Subtotal 

(2) 
 Total  

Analysis 75 hours 15,00 €     1.125,00 € 
Preliminary analysis 45 hours 15,00 €  675,00 €   

Project justification and scope 5 hours 15,00 € 75,00 €     

Metadata structure definition 5 hours 15,00 € 75,00 €     

Project goals 10 hours 15,00 € 150,00 €     

Analysis of the solution to be proposed 10 hours 15,00 €      

Deliverables to be developed 10 hours 15,00 € 150,00 €     

Theorical aspects research 10 hours 15,00 € 150,00 €     
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Evaluation of alternatives  5 hours 15,00 € 75,00 €     

System requirements analysis 20 hours 15,00 €   300,00 €   

Functional requirements 10 hours 15,00 € 150,00 €     

Non-functional requirements and technical 
constraints 

10 hours 15,00 € 150,00 € 
    

Subsystems 10 hours 15,00 €   150,00 €   

Description of subsystems 5 hours 15,00 € 75,00 €     

Communication between substystems 5 hours 15,00 € 75,00 €     

 

Figure 81. Internal budget: analysis phase table 

 

12.1.3 Planning phase 

  Time spent Units 
Price per 

hour 
Subtotal 

(3) 
Subtotal 

(2) 
 Total  

Planning 25 hours 15,00 €     375,00 € 
Temporal planning 10 hours 15,00 €  150,00 €   

Task identification 5 hours 15,00 € 75,00 €     

Project scheduling 5 hours 15,00 € 75,00 €     

Project budget 15 hours 15,00 €   225,00 €   

Internal budget planning 5 hours 15,00 € 75,00 €     

Software as a service budget 5 hours 15,00 € 75,00 €     

External budget 5 hours 15,00 € 75,00 €     

Figure 82. Internal budget: planning phase table 
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12.1.4 System design phase 

 

  Time spent Units 
Price per 

hour 
Subtotal 

(3) 
Subtotal 

(2) 
 Total  

System Design 50 hours 15,00 €     750,00 € 

   System architecture 15 hours 15,00 €   225,00 €   

      Deployment Diagram 5 hours 15,00 € 75,00 €     

      Software Architecture Diagram 5 hours 15,00 € 75,00 €     

      Package Diagram 5 hours 15,00 € 75,00 €     

   Classes design 5 hours 15,00 €   75,00 €   

      Class diagrams 5 hours 15,00 € 75,00 €     

   Database Design 15 hours 15,00 €   225,00 €   

      Data Modelling 10 hours 15,00 € 150,00 €     

      Database Diagram 5 hours 15,00 € 75,00 €     

   API design 10 hours 15,00 €   150,00 €   

   Test planning design 5 hours 15,00 €   75,00 €   

 

Figure 83. Internal budget: system design phase table 
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12.1.5 Implementation phase 

 

  Time spent Units 
Price per 

hour 
Subtotal 

(3) 
Subtotal 

(2) 
 Total  

Implementation 175 hours 15,00 €     2.625,00 € 
Initial structure of the project 5 hours 15,00 €   75,00 €   

Model definition 10 hours 15,00 €   150,00 €   

Main entities 5 hours 15,00 € 75,00 €     

Secondary and Association entities 5 hours 15,00 € 75,00 €     

Repository 35 hours 15,00 €   525,00 €   

Definition of repository layer 25 hours 15,00 € 375,00 €     

Modification of repositories 10 hours 15,00 € 150,00 €     

Service 85 hours 15,00 €   1.275,00 €   

Definition of service layer 50 hours 15,00 € 750,00 €     

Modification of services 35 hours 15,00 € 525,00 €     

Controller 40 hours 15,00 €   600,00 €   

Definition of controllers 30 hours 15,00 € 450,00 €     

Modification of controllers 10 hours 15,00 € 150,00 €     

Integration of swagger 10 hours 15,00 € 150,00 € 150,00 €   

Figure 84. Internal budget: implementation phase 
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12.1.6 Tests, deployment, documentation phases 

 

  Time spent Units 
Price per 

hour 
 Total  

Tests 20 hours 15,00 € 300,00 € 
Deployment 20 hours 15,00 € 300,00 € 

Documentation 80 hours 15,00 € 1.200,00 € 

Figure 85. Internal budget: tests, deployment, documentation phases 

 

 

12.2  Indirect costs 

This section is meant to contain all the indirect costs associated to the implementation of this project. Developing a project is more than paying the 

people that work on its implementation. It carries a series of indirect costs that must be taken into account when calculating how much did the 

realization of this project really cost. 

 

  Amount  Units 
Price per 

month 
 Subtotal 

(3)  
 Subtotal 

(2)  
 Total  

Hardware         800,00 € 2.005,50 € 

Personal computer 1 unit   800,00 €     
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Other expenses         448,00 €   

Electricity 7 month 30,00 € 210,00 €     

Internet connection 7 month 32,00 € 224,00 €     

Ink 7 month 2,00 € 14,00 €     

Contingency(10% dev. Cost)         757,50 €   
 

Figure 86. Budget: indirect costs 

A 10% of the development costs is reserved for contingency situations. This is an important value to be taken into account when calculating the costs 

of a project, as contingencies are not that rare to occur, and the firm must be prepared to counteract them. 

 

12.3  Summary of internal budget 

A summary of development costs, indirect costs and a global summary are provided in this section. 

12.3.1 Development budget summary 

 

  Time spent Units 
Price per 

hour 
 Total  

Training 60 hours 15,00 € 900,00 € 

Analysis 75 hours 15,00 € 1.125,00 € 
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Planning and budget 25 hours 15,00 € 375,00 € 

System design 50 hours 15,00 € 750,00 € 

Implementation 175 hours 15,00 € 2.625,00 € 

Tests 20 hours 15,00 € 300,00 € 
Deployment 20 hours 15,00 € 300,00 € 

Documentation 80 hours 15,00 € 1.200,00 € 

TOTAL Internal budget[development aspects only] 505 hours 15,00 € 7.575,00 € 

     

Figure 87. Internal budget summary 

 

 

12.3.2 Internal budget summary 

A summary of the above detailed costs is provided in this section, offering a quick view of the total costs. 

 

Development internal budget 7.575,00 € 

Indirect costs 2.005,50 € 

Profit(25%) 1.893,75 € 

TOTAL 11.474,25 € 

Figure 88. Internal budget summary 
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12.4 Client budget 

This project has been developed as a solution to a real problem in an industrial environment that intends to be able to manage industrial entities such 

as sensors, temperatures, properties, or systems, adding metadata to them in an optimized way.  

As the implementation of the provided solution is the response to this need, the software has been developed for commercialization purposes. 

Therefore, a client-oriented budget needs to be created. This budget will basically be the previously summarized one plus the VAT(Value-added tax). 

The following table summarizes this: 

Development internal budget 7.575,00 € 

Indirect costs 2.005,50 € 

Profit(25%) 1.893,75 € 

Subtotal 11.474,25 € 

VAT(21%) 2.409,59 € 

TOTAL 13.883,84 € 

Figure 89. Summary of budget including VAT 

 

Therefore, the total cost that the client will see sums up to 13.883,84 €. 
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 Originality statement 

I hereby declare that I am the author of the present document along with the rest of the 

deliverables with which it is submitted. To the best of my knowledge, it contains no 

materials previously published or written by another person, or substantial proportions 

of external material without duly referencing the original source from which it has been 

extracted.  

Signed, Anamaria Cotorei. 
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 Appendix 

14.1 Glossary of terms 

In alphabetical order, all the terms that are considered important in the application with 

a brief description of their meaning within the application. 

• IOT: The Internet of Things (IoT) refers to a system of interrelated, internet-

connected objects that are able to collect and transfer data over a wireless network 

without human intervention. 

• IIOT: Industrial Internet of Things. The industrial internet of things is a term for all of 

the various sets of hardware pieces that work together through internet of things 

connectivity to help enhance manufacturing and industrial processes. 

• API: Application Programming Interface, a set of subroutines, functions and 

procedures offered in the form of a library to be used by other software as an 

abstraction layer. 

• Azure: cloud service offered by Microsoft that includes both PaaS and IaaS and Saas. 

• Gantt chart: type of chart to represent tasks, with their duration, dependencies, 

completeness and assignment in a project schedule. 

• HTTP: Hyper Text Transfer Protocol, a communication protocol that allows 

information transfers on the World Wide Web. 

• IDE: Integrated Development Environment, computer application that provides 

comprehensive services to facilitate software development for the programmer. 

• JAR: type of file that allows you to run applications and tools written in the Java 

language. 

• JSON: JavaScript Object Notation, is a simple text format that uses human readable 

text to transmit data objects consisting of attribute-value pairs and array data types. 

• REST: Representational State Transfer, is an architectural style that defines a set of 

restrictions and properties based on HTTP. 

• SaaS: Software as a Service, a software distribution model in which both the 

software and the managed data are centralized and hosted on a single server 

external to the company. 

• DBMS: Database Management System, set of programs that allow the storage, 

modification and extraction of information in a database. 
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14.2  Delivered Content 

This section describes the contents that are going to be delivered for this project, as well 

as an exact description of the location of those deliverables inside the zip file. 

14.2.1 Content description 

The content description will be presented as a table with two columns: the first column 

represents each directory that exists in the final deliverable, and the other is meant to 

work as a description of the content of those directories. 

Directory Content 

./ Root directory It contains a readme.txt file explaining all 
this structure. 

./api It contains the entire directory structure 
of the developed project. 

./diagrams This directory contains some meaningful 
diagrams that were used during the 
development of the project. All of them 
are already integrated in the present 
document. 

./documentation It contains all the documentation 
associated with the project.  

./planning It contains the files representing the 
initial and final planning for the 
development of this project. Both are 
integrated into this document, but the 
original file is also attached. 

./budget It contains the Excel file with the tables 
that were used to write the Budget 
section of this document. 

./tests This directory contains the collection of 
tests that were developed for the 
implemented API. 

./sql Contains the SQL script to create the 
database that has been used throughout 
the development of this project. 

./swagger It contains the designs that have been 
made for the developed API. Both the 
general and the concrete design are 
found there. 

./presentation Directory containing the PowerPoint file 
representing the summary of the 
developed project. 
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14.2.1.1.1 Structure of the source code directory 

The api directory contains a zip file that represents the source code that has been 

implemented. The internal structure of files inside this compressed file is the following: 

Directory Content 

./src/main/java This directory contains the java source 
code. 

./src/main/resources This directory contains the 
application.properties file with 
configuration data. 

./src/main/resources/META-INF This directory contains the persistence  
file of the project. 

./src/main/swagger-doc This directory contains the swagger 
documentation of the API. 

 

14.2.2 Executable code and installation 

This section contains a summary of the procedure that needs to be followed to install 

the application. The complete installation manual can be found in the Installation 

manuals section, with all the detailed steps. 

• Install Java and Maven and configure environment variables. 

• Install MySQL and create a root user with password "pwddbtfg". Create database 

db_metadata and run script from directory “./sql”. 

• Export the application project as a JAR file, using the command "mvn package" inside 

the directory "./application". 
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14.3  Alphabetic Index 

A 

API, 1, 3, 15, 16, 20, 21, 22, 23, 24, 25, 28, 43, 44, 45, 

46, 47, 48, 49, 52, 53, 55, 56, 57, 59, 63, 64, 65, 

66, 69, 84, 86, 88, 102, 105, 124, 125, 126, 130, 

132, 133, 134, 137, 139, 140, 141, 143, 144, 145, 

148, 149, 150, 151, 152, 153, 154, 155, 156, 158, 

159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 

169, 170, 177, 188, 193, 196, 198, 206, 207, 208, 

234 

application, 18, 23, 25, 69, 72, 88, 92, 113, 125, 126, 

127, 133, 175, 177, 179, 180, 181, 182, 183, 184, 

185, 186, 206, 208, 212, 217, 222, 225, 229 

automatic, 5, 17, 27, 47 

Azure, 206 

B 

Big Data, 25, 27 

C 

catalog, 3, 15, 18, 19, 44, 88, 106, 176, 193, 211 

categorized, 16, 45, 51, 57, 60, 63, 64, 70, 143, 146, 

148, 157, 179, 180, 181, 212, 217, 222, 225, 229 

classification, 27 

D 

data, 5, 15, 16, 17, 18, 19, 21, 22, 25, 26, 27, 28, 29, 

43, 44, 45, 46, 47, 48, 49, 54, 56, 57, 58, 59, 64, 

65, 66, 67, 70, 71, 72, 76, 77, 84, 107, 113, 117, 

120, 121, 122, 134, 143, 144, 147, 148, 150, 151, 

179, 180, 183, 184, 185, 186, 187, 206, 208, 234 

DBMS, 206 

E 

entities, 16, 22, 23, 43, 45, 47, 48, 49, 50, 51, 53, 54, 

55, 56, 57, 58, 59, 63, 64, 66, 71, 73, 74, 75, 81, 

82, 83, 88, 92, 94, 95, 96, 97, 99, 105, 106, 107, 

108, 109, 110, 112, 116, 117, 118, 126, 130, 137, 

144, 145, 156, 157, 179, 182, 183, 185, 187, 188, 

193, 199, 203 

Entity, 47, 49, 50, 53, 54, 58, 59, 70, 81, 116, 117, 

143, 145, 146, 147, 148, 149, 151, 179, 180, 181, 

182, 187 

G 

Gantt, 206 

H 

HTTP, 206 

I 

IDE, 206 

IIOT, 3, 15, 16, 26, 27, 43, 47, 64, 65, 68, 88, 193, 206 

Industry4.0, 3 

information, 5, 15, 16, 17, 22, 23, 24, 26, 27, 28, 29, 

31, 44, 45, 47, 48, 49, 50, 54, 57, 59, 61, 69, 81, 

86, 87, 88, 113, 115, 118, 132, 133, 157, 183, 184, 

185, 186, 193, 195, 206 

IoT, 3, 19, 20, 21, 22, 27, 47, 56, 196, 206 

IOT, 1, 5, 17, 26, 86, 88, 137, 193, 206 

J 

JAR, 206 

Java, 21, 22, 114, 115, 116, 129, 130, 137, 173, 175, 

176, 177, 178, 206, 208 

JSON, 22, 24, 45, 132, 183, 184, 186, 193, 206 

M 

Maven, 88, 114, 115, 129, 175, 176, 208 

Measurements, 22, 23, 45, 47, 63, 117, 120, 179, 193 

metadata, 5, 15, 16, 17, 18, 19, 21, 22, 23, 26, 27, 28, 

29, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 56, 

57, 58, 60, 61, 63, 64, 65, 66, 67, 68, 70, 71, 73, 

74, 75, 81, 82, 88, 94, 95, 105, 106, 109, 110, 111, 

112, 117, 118, 119, 130, 143, 144, 145, 146, 147, 

148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 

175, 176, 179, 180, 181, 182, 183, 185, 187, 188, 

193, 203, 208, 211 

Metadata, 3, 23, 28, 29, 30, 45, 49, 58, 60, 66, 70, 71, 

75, 117, 143, 144, 146, 148, 154, 180, 181, 196, 

234 

MySQL, 22, 87, 88, 113, 114, 115, 116, 129, 173, 174, 

175, 177, 208 



Appendix | API FOR INDUSTRIAL IOT METADATA MANAGEMENT 

School of Computer Engineering – University of Oviedo | Anamaria Cotorei 207 

 

P 

Properties, 22, 23, 45, 47, 63, 117, 120, 121, 179, 

193 

R 

RDBMS, 22, 129 

REST, 206 

RESTful, 21, 22, 131, 234 

S 

search, 16, 18, 22, 29, 45, 49, 58, 59, 61, 66, 75, 106, 

112, 147, 156, 157, 182, 193 

Sensors, 22, 23, 45, 47, 63, 75, 117, 121, 122, 179, 

193 

software, 16, 20, 25, 64, 65, 66, 69, 113, 124, 129, 

131, 134, 139, 147, 148, 179, 193, 203, 206 

SQL, 22, 24, 129, 175, 207 

Systems, 22, 23, 45, 47, 63, 117, 122, 123, 179, 193 

T 

testing, 24, 40, 63, 69, 72, 124, 126, 132, 134, 139, 

140, 141, 144, 145, 146, 147, 148, 149, 150, 151, 

152, 154, 155, 156, 157, 158, 159, 160, 161, 162, 

163, 164, 165, 166, 167, 168, 169, 170 

V 

valuable information, 15, 27 

 

  



API FOR INDUSTRIAL IOT METADATA MANAGEMENT | Appendix 

208 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

14.4 Source Code 

The source code of the project can be found in the directory "/api" within the deliverable 

content of the project. The project can also be accessed through the GitHhub platform 

to view its development: https://github.com/UO251547/iot-metadata-catalog-api.  
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14.5 Request examples 

This section contains some real request examples, in order to place the reader in the 

industrial environment in which this software is meant to be used, visualizing the kind 

of metadata that is going to be managed. 

The most significant requests are the registering and search ones, as all the other 

functionalities have already been detailed in other sections of this document and do not 

have particularities that need to be highlighted by showing a real industrial set of data. 

 

14.5.1 Registering a sensor 

14.5.1.1 URL 

 localhost:8080/sensor/add-categorized 

14.5.1.2 Request type 

POST 

14.5.1.3 Request header 

Content type: application/json 

14.5.1.4 Request body 

[ 

    { 

        "entity_uuid": "1234CD82-63E6-4DBA-A406-023909B0AFA9", 

        "categorized_metadata": [ 

            { 

                "group_name": "id", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "Low pressure switch" 

                    }, 

                    { 

                        "field_name": "description", 

                        "field_value": "Pump suction low pressure switch (0 = OK)" 

                    }, 

                    { 
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                        "field_name": "type", 

                        "field_value": "pressure switch" 

                    } 

                ] 

            }, 

             { 

                "group_name": "range", 

                "metadata": [ 

                    { 

                        "field_name": "min", 

                        "field_value": "0" 

                    }, 

                    { 

                        "field_name": "max", 

                        "field_value": "1" 

                    }, 

                    { 

                        "field_name": "units", 

                        "field_value": "" 

                    } 

                ] 

            }, 

             { 

                "group_name": "event", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "maintenance" 

                    }, 

                    { 

                        "field_name": "date", 

                        "field_value": "01-01-2021" 

                    }, 

                    { 

                        "field_name": "description", 

                        "field_value": "Limpieza" 

                    }, 

                    { 

                        "field_name": "initial_status", 

                        "field_value": "1" 

                    }, 

                    { 

                        "field_name": "validity_period", 

                        "field_value": "2" 

                    }, 

                    { 

                        "field_name": "time_units", 

                        "field_value": "y" 

                    } 

                ] 

            }, 

             { 

                "group_name": "point", 
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                "metadata": [ 

                    { 

                        "field_name": "time", 

                        "field_value": "1.5" 

                    }, 

                    { 

                        "field_name": "value", 

                        "field_value": "0.8" 

                    } 

                ] 

            }, 

             { 

                "group_name": "contacts", 

                "metadata": [ 

                    { 

                        "field_name": "production", 

                        "field_value": "RD@arcelormittal.com" 

                    }, 

                    { 

                        "field_name": "maintenance", 

                        "field_value": "mtoELEC@arcelormittal.com" 

                    } 

                ] 

            }, 

             { 

                "group_name": "manufacturer", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "Siemens" 

                    }, 

                    { 

                        "field_name": "model", 

                        "field_value": "M1945" 

                    }, 

                    { 

                        "field_name": "serial", 

                        "field_value": "KH2098457259437" 

                    }, 

                    { 

                        "field_name": "features", 

                        "field_value": "Features here" 

                    }, 

                    { 

                        "field_name": "documents", 

                        "field_value": "www.linktosomerelateddocuments.com" 

                    } 

                ] 

            }, 

             { 

                "group_name": "position", 

                "metadata": [ 

                    { 
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                        "field_name": "coord_origin", 

                        "field_value": "centre" 

                    }, 

                    { 

                        "field_name": "abs_pos_latitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "abs_pos_longitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "altitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "reference_system", 

                        "field_value": "CDE84B06-A4E8-45B5-9222-1FDF1D196841" 

                    }, 

                    { 

                        "field_name": "rel_pos_X", 

                        "field_value": "1" 

                    }, 

                    { 

                        "field_name": "rel_pos_Y", 

                        "field_value": "0" 

                    }, 

                    { 

                        "field_name": "rel_pos_Z", 

                        "field_value": "0" 

                    } 

                ] 

            }, 

             { 

                "group_name": "dimensions", 

                "metadata": [ 

                    { 

                        "field_name": "X", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "Y", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "Z", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "diameter", 

                        "field_value": "6" 

                    }, 

                    { 
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                        "field_name": "length", 

                        "field_value": "12" 

                    } 

                ] 

            }, 

             { 

                "group_name": "property", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "8B230B57-E290-4CB4-AEE9-12ED064DB5B6" 

                    } 

                ] 

            }, 

             { 

                "group_name": "system", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "CDE84B06-A4E8-45B5-9222-1FDF1D196841" 

                    } 

                ] 

            } 

        ] 

    } 

] 
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14.5.2 Registering a system 

14.5.2.1 URL 

 localhost:8080/system/add-categorized 

14.5.2.2 Request type 

POST 

14.5.2.3 Request header 

Content type: application/json 

14.5.2.4 Request body 

[ 

    { 

        "entity_uuid": "CDE84B06-A4E8-45B5-9222-1FDF1D196841", 

        "categorized_metadata": [ 

            { 

                "group_name": "id", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "Furnace - pump pipes" 

                    }, 

                    { 

                        "field_name": "description", 

                        "field_value": "Furnace outlet pipes" 

                    }, 

                    { 

                        "field_name": "type", 

                        "field_value": "pipe" 

                    } 

                ] 

            }, 

             { 

                "group_name": "contacts", 

                "metadata": [ 

                    { 

                        "field_name": "production", 

                        "field_value": "RD@arcelormittal.com" 

                    }, 

                    { 

                        "field_name": "maintenance", 

                        "field_value": "mtoELEC@arcelormittal.com" 

                    } 

                ] 
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            }, 

             { 

                "group_name": "manufacturer", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "Siemens" 

                    }, 

                    { 

                        "field_name": "model", 

                        "field_value": "S001" 

                    }, 

                    { 

                        "field_name": "serial", 

                        "field_value": "S-123456" 

                    }, 

                    { 

                        "field_name": "features", 

                        "field_value": "Relevant features here, comma separated" 

                    }, 

                    { 

                        "field_name": "documents", 

                        "field_value": "www.arcelormittal.com/relevant-

documents/systems/2345672345" 

                    } 

                ] 

            }, 

             { 

                "group_name": "position", 

                "metadata": [ 

                    { 

                        "field_name": "coord_origin", 

                        "field_value": "Pump output " 

                    }, 

                    { 

                        "field_name": "abs_pos_latitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "abs_pos_longitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "altitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "reference_system", 

                        "field_value": "CDE84B06-A4E8-45B5-9222-1FDF1D196841" 

                    }, 

                    { 

                        "field_name": "rel_pos_X", 

                        "field_value": 1 
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                    }, 

                    { 

                        "field_name": "rel_pos_Y", 

                        "field_value": 0 

                    }, 

                    { 

                        "field_name": "rel_pos_Z", 

                        "field_value": 0 

                    } 

                ] 

            }, 

             { 

                "group_name": "dimensions", 

                "metadata": [ 

                    { 

                        "field_name": "X", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "Y", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "Z", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "diameter", 

                        "field_value": "6" 

                    }, 

                    { 

                        "field_name": "length", 

                        "field_value": 12 

                    } 

                ] 

            }, 

            { 

                "group_name": "parent", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "8B230B57-E290-4CB4-AEE9-12ED064DB5B6" 

                    } 

                ] 

            }, 

            { 

                "group_name": "child", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "8B230B57-E290-4CB4-AEE9-12ED064D234567" 

                    } 

                ] 
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            }, 

            { 

                "group_name": "link", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "1F2E2593-2C26-4636-9228-0CBB1EDCD891" 

                    } 

                ] 

            }, 

             { 

                "group_name": "property", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "8B230B57-E290-4CB4-AEE9-12ED064DB5B6" 

                    }, 

                    { 

                        "field_name": "very_low", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "low", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "high", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "very_high", 

                        "field_value": "" 

                    } 

                ] 

            }, 

             { 

                "group_name": "event", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "maintenance" 

                    }, 

                    { 

                        "field_name": "date", 

                        "field_value": "30-07-2021" 

                    }, 

                    { 

                        "field_name": "description", 

                        "field_value": "The tasks associated to this event are corros

ion and leakage" 

                    }, 

                    { 

                        "field_name": "initial_status", 
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                        "field_value": 1 

                    }, 

                    { 

                        "field_name": "validity_period", 

                        "field_value": 3 

                    }, 

                    { 

                        "field_name": "time_units", 

                        "field_value": "y" 

                    } 

                ] 

            }, 

             { 

                "group_name": "point", 

                "metadata": [ 

                    { 

                        "field_name": "time", 

                        "field_value": 1.66 

                    }, 

                    { 

                        "field_name": "value", 

                        "field_value": 0 

                    } 

                ] 

            } 

        ] 

    } 

] 
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14.5.3 Registering a property 

14.5.3.1 URL 

 localhost:8080/property/add-categorized 

14.5.3.2 Request type 

POST 

14.5.3.3 Request header 

Content type: application/json 

14.5.3.4 Request body 

[ 

    { 

        "entity_uuid": "C20DF3D5-7922-462A-87AA-FDD168F144D0", 

        "categorized_metadata": [ 

            { 

                "group_name": "id", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "Water flow" 

                    }, 

                    { 

                        "field_name": "description", 

                        "field_value": "Cooling water flow" 

                    }, 

                    { 

                        "field_name": "type", 

                        "field_value": "flow" 

                    }, 

                    { 

                        "field_name": "var_id", 

                        "field_value": "OPC_GL.Modules.4 S7 Analyzer TCP / IP. Furnac

e water flow" 

                    } 

                ] 

            }, 

             { 

                "group_name": "source", 

                "metadata": [ 

                    { 

                        "field_name": "source", 

                        "field_value": "sensor" 

                    } 
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                ] 

            }, 

             { 

                "group_name": "range", 

                "metadata": [ 

                    { 

                        "field_name": "units", 

                        "field_value": "m3/h" 

                    }, 

                    { 

                        "field_name": "min_physical", 

                        "field_value": "0" 

                    }, 

                    { 

                        "field_name": "max_physical", 

                        "field_value": "200" 

                    }, 

                    { 

                        "field_name": "min_operative", 

                        "field_value": "0" 

                    }, 

                    { 

                        "field_name": "max_operative", 

                        "field_value": "60" 

                    } 

                ] 

            }, 

             { 

                "group_name": "equation", 

                "metadata": [ 

                    { 

                        "field_name": "equation", 

                        "field_value": "4.11*V3*(V2-V1)" 

                    } 

                ] 

            }, 

            { 

                "group_name": "parent", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "13695670-ED46-4FCC-B35D-9F7C9CB34AE0" 

                    }, 

                    { 

                        "field_name": "eqId", 

                        "field_value": "V1" 

                    }, 

                    { 

                        "field_name": "name", 

                        "field_value": "Oven inlet water temperature" 

                    } 

                ] 
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            } 

        ] 

    } 

] 

 

 

  



API FOR INDUSTRIAL IOT METADATA MANAGEMENT | Appendix 

222 Anamaria Cotorei | School of Computer Engineering – University of Oviedo 

 

14.5.4 Registering a measurement 

14.5.4.1 URL 

 localhost:8080/measurement/add-categorized 

14.5.4.2 Request type 

POST 

14.5.4.3 Request header 

Content type: application/json 

14.5.4.4 Request body 

[ 

    { 

        "entity_uuid": "23CDE84B06-A4E8-45B5-9222-1FDF1D196841", 

        "categorized_metadata": [ 

            { 

                "group_name": "raw_data", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "GASLAB.OPC_GL.Modules.4 S7 TCP / IP Analyzer.

Analog.Temp_ furnace inlet water" 

                    }, 

                    { 

                        "field_name": "value", 

                        "field_value": 37.71274185180664 

                    }, 

                    { 

                        "field_name": "timestamp", 

                        "field_value": 1622073600 

                    } 

                ] 

            }, 

             { 

                "group_name": "source", 

                "metadata": [ 

                    { 

                        "field_name": "source", 

                        "field_value": "sensor" 

                    }, 

                    { 

                        "field_name": "sensor_uuid", 

                        "field_value": "CDE84B06-A4E8-45B5-9222-1FDF1D196841" 

                    }, 
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                    { 

                        "field_name": "sensor_name", 

                        "field_value": "Water temperature sensor" 

                    }, 

                    { 

                        "field_name": "sensor_type", 

                        "field_value": "temperature transmitter" 

                    }, 

                    { 

                        "field_name": "sensor_acc_min_value", 

                        "field_value": 37.0 

                    }, 

                    { 

                        "field_name": "sensor_acc_max_value", 

                        "field_value": 38.5 

                    }, 

                    { 

                        "field_name": "sensor_status", 

                        "field_value": 0.95 

                    }, 

                    { 

                        "field_name": "equation_code", 

                        "field_value": "4.11*V3*(V2-V1)" 

                    }, 

                    { 

                        "field_name": "equation_inputs_property_uuid", 

                        "field_value": "13695670-ED46-4FCC-B35D-9F7C9CB34AE0" 

                    }, 

                    { 

                        "field_name": "equation_inputs_property_name", 

                        "field_value": "Oven inlet water temperature" 

                    }, 

                    { 

                        "field_name": "equation_inputs_data_quality", 

                        "field_value": "Gold" 

                    } 

                ] 

            }, 

             { 

                "group_name": "property", 

                "metadata": [ 

                    { 

                        "field_name": "property_uuid", 

                        "field_value": "13695670-ED46-4FCC-B35D-9F7C9CB34AE0" 

                    }, 

                    { 

                        "field_name": "property_name", 

                        "field_value": "Oven inlet water temperature" 

                    }, 

                    { 

                        "field_name": "units", 

                        "field_value": "ºC" 

                    }, 
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                    { 

                        "field_name": "property_min_physical", 

                        "field_value": 0 

                    }, 

                    { 

                        "field_name": "property_max_physical", 

                        "field_value": 150 

                    }, 

                    { 

                        "field_name": "property_in_range_physical", 

                        "field_value": "Y" 

                    }, 

                    { 

                        "field_name": "property_min_operative", 

                        "field_value": 10 

                    }, 

                    { 

                        "field_name": "property_max_operative", 

                        "field_value": 100 

                    }, 

                    { 

                        "field_name": "property_in_range_operative", 

                        "field_value": "Y" 

                    } 

                ] 

            }, 

             { 

                "group_name": "system", 

                "metadata": [ 

                    { 

                        "field_name": "system_uuid", 

                        "field_value": "3DAD18B7-939D-4620-AC36-752828BC524A" 

                    }, 

                    { 

                        "field_name": "system_name", 

                        "field_value": "Exchanger-furnace pipes" 

                    }, 

                    { 

                        "field_name": "system_status", 

                        "field_value": 1 

                    }, 

                    { 

                        "field_name": "alarm_very_low_value", 

                        "field_value": 10 

                    }, 

                    { 

                        "field_name": "alarm_low_value", 

                        "field_value": 30 

                    }, 

                    { 

                        "field_name": "alarm_high_value", 

                        "field_value": 45 

                    }, 
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                    { 

                        "field_name": "alarm_very_high_value", 

                        "field_value": 60 

                    }, 

                    { 

                        "field_name": "alarm_very_low", 

                        "field_value": "N" 

                    }, 

                    { 

                        "field_name": "alarm_low", 

                        "field_value": "N" 

                    }, 

                    { 

                        "field_name": "alarm_high", 

                        "field_value": "N" 

                    }, 

                    { 

                        "field_name": "alarm_very_high", 

                        "field_value": "N" 

                    }, 

                    { 

                        "field_name": "data_quality", 

                        "field_value": "Gold" 

                    } 

                ] 

            } 

        ] 

    } 

] 
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14.5.1 Search 

Taking a sensor as the industrial entity, the following example will show the results for 

searching among all sensors to get the one matching the filter.  The filter will be 

“siemens” and the user wants to find sensors with their associated metadata whose any 

of the data matches the keyword “Siemens”. 

14.5.1.1 URL 

 localhost:8080/measurement/add-categorized 

14.5.1.2 Request type 

GET 

14.5.1.3 Request header 

Content type: application/json 

14.5.1.4 Request param 

filter=Siemens 

14.5.1.5 Response body 

[ 

    { 

        "entity": { 

            "id": 87, 

            "uuid": "1234CD82-63E6-4DBA-A406-023909B0AFA9", 

            "creationDate": "2021-05-21T20:10:33.000+0000" 

        }, 

        "associatedData": [ 

            { 

                "group_name": "id", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "Low pressure switch" 

                    }, 

                    { 

                        "field_name": "description", 

                        "field_value": "Pump suction low pressure switch (0 = OK)" 

                    }, 

                    { 

                        "field_name": "type", 

                        "field_value": "pressure switch" 
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                    } 

                ] 

            }, 

            { 

                "group_name": "range", 

                "metadata": [ 

                    { 

                        "field_name": "min", 

                        "field_value": "0" 

                    }, 

                    { 

                        "field_name": "max", 

                        "field_value": "1" 

                    }, 

                    { 

                        "field_name": "units", 

                        "field_value": "" 

                    } 

                ] 

            }, 

            { 

                "group_name": "event", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "maintenance" 

                    }, 

                    { 

                        "field_name": "date", 

                        "field_value": "01-01-2021" 

                    }, 

                    { 

                        "field_name": "description", 

                        "field_value": "Limpieza" 

                    }, 

                    { 

                        "field_name": "initial_status", 

                        "field_value": "1" 

                    }, 

                    { 

                        "field_name": "validity_period", 

                        "field_value": "2" 

                    }, 

                    { 

                        "field_name": "time_units", 

                        "field_value": "y" 

                    } 

                ] 

            }, 

            { 

                "group_name": "point", 

                "metadata": [ 

                    { 
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                        "field_name": "time", 

                        "field_value": "1.5" 

                    }, 

                    { 

                        "field_name": "value", 

                        "field_value": "0.8" 

                    } 

                ] 

            }, 

            { 

                "group_name": "contacts", 

                "metadata": [ 

                    { 

                        "field_name": "production", 

                        "field_value": "RD@arcelormittal.com" 

                    }, 

                    { 

                        "field_name": "maintenance", 

                        "field_value": "mtoELEC@arcelormittal.com" 

                    } 

                ] 

            }, 

            { 

                "group_name": "manufacturer", 

                "metadata": [ 

                    { 

                        "field_name": "name", 

                        "field_value": "Siemens" 

                    }, 

                    { 

                        "field_name": "model", 

                        "field_value": "M1945" 

                    }, 

                    { 

                        "field_name": "serial", 

                        "field_value": "KH2098457259437" 

                    }, 

                    { 

                        "field_name": "features", 

                        "field_value": "Features here" 

                    }, 

                    { 

                        "field_name": "documents", 

                        "field_value": "www.linktosomerelateddocuments.com" 

                    } 

                ] 

            }, 

            { 

                "group_name": "position", 

                "metadata": [ 

                    { 

                        "field_name": "coord_origin", 

                        "field_value": "centre" 
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                    }, 

                    { 

                        "field_name": "abs_pos_latitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "abs_pos_longitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "altitude", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "reference_system", 

                        "field_value": "CDE84B06-A4E8-45B5-9222-1FDF1D196841" 

                    }, 

                    { 

                        "field_name": "rel_pos_X", 

                        "field_value": "1" 

                    }, 

                    { 

                        "field_name": "rel_pos_Y", 

                        "field_value": "0" 

                    }, 

                    { 

                        "field_name": "rel_pos_Z", 

                        "field_value": "0" 

                    } 

                ] 

            }, 

            { 

                "group_name": "dimensions", 

                "metadata": [ 

                    { 

                        "field_name": "X", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "Y", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "Z", 

                        "field_value": "" 

                    }, 

                    { 

                        "field_name": "diameter", 

                        "field_value": "6" 

                    }, 

                    { 

                        "field_name": "length", 

                        "field_value": "12" 
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                    } 

                ] 

            }, 

            { 

                "group_name": "property", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "8B230B57-E290-4CB4-AEE9-12ED064DB5B6" 

                    } 

                ] 

            }, 

            { 

                "group_name": "system", 

                "metadata": [ 

                    { 

                        "field_name": "uuid", 

                        "field_value": "CDE84B06-A4E8-45B5-9222-1FDF1D196841" 

                    } 

                ] 

            } 

        ] 

    } 

] 
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