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ABSTRACT Knowing what the user does inside your web and how he does it is crucial nowadays to
understand the strengths and inconveniences of your web’s design and architectural structure as well as about
the usability of the site. Currently, there are several solutions that allow the tracking of the user behavior but
these have some limitations due to the information they are able to capture and how they can present that
information in a useful way for the web developer. Many of these platforms don’t capture information about
the user activity in the websites, clicks, mouse movements, etc. Some solutions do capture some of this
user activity, but they only process the information visually showing heatmaps. In this paper we present
UXIJs, a novel research approach for collecting automatically all possible information about the user activity
in websites, showing this information quantitatively and allowing its automatic statistical analysis and the

rapid understanding by web developers.

INDEX TERMS Web, javascript, usability, tracking, statistics.

I. INTRODUCTION

Nowadays, web pages and web applications tend to offer their
users a combination between functionality and usability, with
this last factor being a key aspect of web environments in
combination with accessibility [4]. Web usability is a factor
that indicates how easy a user can navigate and make use
of a given website and with its increasing importance there
are studies with ideas on how to improve the usability of
a web page. These ideas include contents regarding how
to improve aspects like browsing and user experience [20]
and are classified in greater groups of elements like heuris-
tics, recommendations or guidelines [21]. When grouped in
heuristics, ideas are considered as a set of steps that allow
developers to design systems or elements that are easy to use;
Jakob Nielsen published, in 1994, one of the most recognized
heuristics collection for user interface design [22]. As useful
as these heuristics collections can be, some UX experts state
that they are too theoretical to be applied directly to web
development [22], so the best form to apply them in this type
of scenario is in the recommendations form, as developers can
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create standards for them. Usability and accessibility have
become the key to success for the majority of websites, and a
good balance between them is mandatory in order for a web-
site to succeed with its objectives, regardless of the existence
of special needs on the user side due to disabilities [5] [6].
Moreover, with the fierce competence there is in the online
business, users will choose one alternative or the other based
not only on the functionality it offers but also on the ease of
use each of the systems provide. That is why currently many
web pages change their design and layout frequently: in order
to match user demands and based on the data their platforms
collect when users navigate through them.

With such situation, there are several approaches intended
for the measurement and collection of information regard-
ing user interaction inside a web page, like Google Ana-
lytics, Open Web Analytics and Matomo, for example. The
collected information can then be studied and analyzed by
the web’s team in order to identify potential usability and
functional problems. However, most of these tools require
the modification of the web’s source code to some extent in
order for the user’s interactions to be measured and stored
correctly, with these changes adding additional complexity to
the interaction monitoring setup process. Thus, our objective
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is to create a software component capable of automatically
collecting quantitative information regarding the interactions
users make in web pages without the need for any config-
uration on the server side of the system and the code of
the website. The collected information includes but is not
limited to: mouse movement around the page, mouse clicks
registered by each of the elements on the page and total time
spent in each of the pages of the web. With this type of
information, the administrators of the analyzed website will
be capable of understanding the strengths and needs of each
of the pages in the site in terms of usability and will be able of
establishing the need for modifications in those cases where
the figures indicate the need for action, as the information
will be presented quantitatively in order for it to be suitable
for statistical analysis.

The rest of the article will be structured as follows. In first
place, we will introduce the reader to the current background
regarding the importance of a web’s interface to improve
user experience and how different type of variables measured
nowadays can help us identify usability and functionality
problems. Then we will introduce UXlJs, our approach for
user information tracking, stating its tracking abilities and
detailing its structure. Once the approach has been intro-
duced, we will introduce our use case scenario and show how
the gathered information is presented to the web’s adminis-
trator. After the detailed description and the use case, we will
evaluate our system in comparison to some of the other
existing tools, in order to state the similarities and differences
of our system with its competence. Finally, we will state
our conclusions and introduce the reader to our future work,
regarding some of the functionalities to be implemented in
the near future and some aspects that we consider improving.

Il. BACKGROUND
The usability of a product or system, which in our current sce-
nario would be a web page, is defined as the “degree to which
a product or system can be used by specified users to achieve
specified goals with effectiveness, efficiency and satisfaction
in a specified context of use” by the ISO 25010 [32]. Also
based on the information included in the standard, usability
is composed of a group of sub-characteristics like learnability,
operability, user error protection and accessibility, among
others.

Despite of its precise definition, the measurement of
a website’s usability is a difficult task, as none of the
existing methods seem to be definitive. As stated by
Alonso-Virg6s et al. [23], there are currently three types of
usability measurement techniques: usability inspection, eval-
uation method and automatic evaluation. Usability inspection
is done by a web usability expert and consists in the applica-
tion of theoretical ideas to the web being analyzed [24], [25]
whilst the evaluation method requires user participation and
includes the evaluation of the user’s interaction with the web
page by an expert through the usage of tests, interviews
and analysis of different types of parameters. The automatic
evaluation approach includes tools capable of automatically
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evaluating the usability of the web and its contents by mea-
suring different type of parameters that can be monitored with
code sentences. Related with this last type of evaluation, the
work by Santana and Baranauskas [8] states that HCI inves-
tigators consider there are two types of automatic evaluation
tools: those that use the source code as the data source and
those that analyze usage data in the form of logs, captured
server-side or client-side. Client-side capturing is the most
complex of the alternatives but enables the collection of
information about the actions and the user interface elements
where those actions took place; thus, client-side capturing is
the most common scenario nowadays. The use of this type
of tools is capable of reducing both the time and the cost of
website development and maintenance, as heavy-duty tasks
like log analysis can be reduced or automatized [7]. However,
log analysis is a very complex task and requires a lot of
processing in order for the results to be presented, so we
considered investigating the suitability of different types of
user interaction variables to be monitored.

Due to its importance in previous works, we considered
investigating two of the key variables regarding user inter-
action identified by several studies: mouse and keyboard
interaction. As stated by Tzafilkou and Protogeros [10],
mouse and keyboard interaction monitoring ‘is a vital part’
of this type of scenario, as it can * give very useful infor-
mation of the perceived user experience and the system’s
usability’. Additionally, mouse interaction is cheaper and
simpler to implement than other alternatives [9], which makes
it a perfect candidate for measuring usability of web pages.
Furthermore, other studies theorize about the possibility of
identifying different typologies of users based on how they
use the mouse [11]-[13] whilst others state that mouse
interaction, regardless of the type of task and environment,
can be used to model user’s behavior [14]. Regarding the
modelling of user’s behavior, several previous studies have
managed to identify and classify common mouse behavior
patterns [13], [15]-[18]. Keystroke interactions are also an
interesting variable, as the works by Epp er al. [19] have
shown keyboard interactions seem to be as promising as
mouse interactions for modeling user behavior. Thus, mouse
interaction and keyboard interaction are two of the variables
that were identified as key for measuring usability and func-
tionality of a web page and, in such way, were included in
UXIs. Although time is not directly related with usability and
accessibility in previous studies, we also considered monitor-
ing the amount of time a user spends in each of the URLs that
compose a web page. Taking into account the complexity of
the layout and content of a given URL, the amount of time
a user spends in it can be used to identify potential usability
problems.

Lately, some companies have been developing client-side
user interaction collection tools to help their customers track
what users do on their web pages, using the collected data to
provide their clients structured information that allows them
to analyze what user’s do with their platforms and extract
usage patterns that indicate if the corresponding web page has
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some kind of design, layout or functionality problem. These
tools are very similar among them in terms of structure and
functionality, as all of them require the web page to include
a fragment of Javascript code customized with a client API
key, provided to the administrator of the web page subject
of the analysis by registering an account on the tracking tool
platform. Once the Javascript code is configured and linked in
the web’s code, the platform begins recording user interaction
with the elements in the web page, as well as other kind of
data like the operating system the user is working with or the
amount of time the user is in session on the given web page.
All of this data can be accessed by the administrator of the
web page through a private area where he can see, in different
types of graphical representation, the values of the different
parameters being measured by the tool.

One of these tools is Google Analytics [26], developed
and managed by Google, which is commonly used to track
web usage information by some of the biggest web pages
and applications that exist nowadays. For example, this tool
can be used to measure data from e-commerce sites [3]
as well as data from other type of web pages like tourism
related sites [1], marketing related scenarios [2] or education
products like Moodle [31]. This library, included in the web
page as a Javascript component, can track different types of
user interaction and presents information grouped by differ-
ent parameters; with this type of structure and functionality,
Google Analytics can present information in various ways,
including segmentation by users and the tracking of exclu-
sive users. Moreover, its link with other products offered
by Google, such as AdWords and AdSense for example,
can lead to a great amount of information regarding com-
plex situations like the results of different online marketing
campaigns. Another great functionality offered by Google
Analytics is the possibility to check information on a real
time basis, which allows administrators to track, on special
circumstances, what is happening on their web in real time.
However, there are some drawbacks to the usage of Google
Analytics; for example, if the user has cookies blocked in
its browser or is using private browser, the figures collected
by Google Analytics won’t be correct. Moreover, Google
Analytics is not capable of showing specific data of the user’s
interaction in a given page inside the web being analyzed;
this tool is only capable of tracking the amount of time the
user is inside the given page but it cannot show how many
interactions a button received, for example.

There are other tools like Hotjar [27], which considers
itself an all-in-one tool. This consideration is based on the
fact that it covers both analytics and user feedback gathering.
Its main goal is to help web creators understand what visitors
are trying to do with the web page. There are many interesting
features in Hotjar like conversion funnels, form analysis and
user surveys; however, its most important features are the
following two: heatmaps and session recordings. Heatmaps
are a representation of the web page where especially active
parts of it are colored in order to let administrators know
which parts of the web are heavily used and which ones get
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less interaction rates. Session recordings are video recordings
of user interactions on the web, which allow administrators
to directly see how people interact with the web, giving
an extra support for the results shown in the heatmap. One
of the main advantages of Hotjar is the clarity with which
the tool represents the gathered information; in addition,
it offers a large number of functionalities, which makes it
one of the most complete tools on the market. Despite its
great functionalities, which include some extra features not
available in Google Analytics, Hotjar has also got some dis-
advantages. In first place, Hotjar is not mobile device friendly
and in order to check all of the information it stores the
use of a laptop or desktop computer is required. Its other
main disadvantage is its pricing, as the tool is not free to
use in professional environments; pricing depends on the
number of visits or pageviews that the web being analyzed
has in a day. Nevertheless, Hotjar and Google Analytics are
not the only existing tools with this kind of functionality.
Matomo [29] and eTracker Analytics [28] are some of the
other platforms or tools existing nowadays. With similar
functionalities to the ones in Hotjar and Google Analytics,
Matomo and eTracker Analytics provide extensive informa-
tion about user interaction in a given web page. However, the
need for extra configuration on the web’s code is high in order
for the information to be collected correctly and measured
accurately. Thus, these tools require a great maintenance
effort and continuous code changes based on the objective of
information gathering, scenario far from ideal for our current
needs.

Another of the tools we have investigated is Open Web
Analytics (OWA) [30], which is an open source web analytics
software used to get information about the usage patterns
inside web pages and applications. This tool, with its las sta-
ble version published in July 2018, is capable of adding web
analytics functionality to websites using different program-
ming languages like Javascript and PHP, or using REST based
APIs, being also capable of integrating itself with popular
content management software like WordPress. In addition to
giving simple information like the total number of visits a
page receives, the average visit duration and the number of
unique visitors a website has, OWA is also capable of indicat-
ing other types of information like: bounce rate, browser types
and operating system used by visitors, visitor geo-location
and number of pages accessed per visit, among others. OWA
has also got the capability of showing a top pages list, which
shows the administrator the most visited pages of the site
and creating a heatmap with the user interaction patterns. Just
like the others alternatives previously mentioned, OWA needs
some extra configuration in order to work as expected; each
of the pages of the site must include several lines of code in
order for the tracking to fully work and based on the type of
information looking to be monitored in each of the pages, this
code changes.

With this situation, our main goal was to create a tool capa-
ble of gathering and storing quantitative information about
basic user interaction with all the components of a website
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with no need for extra configuration on the server side. The
information collected by our approach is the following: the
number of visits received by each of the URLSs of the web,
the amount of time the user is browsing each of the URLs
of the web, the amount of clicks the user is doing in each
of the URLs of the web, the amount of keyboard strokes the
user is doing in each of the URLSs of the web, the amount of
scroll (distance and travel points) the user is doing in each
of the URLs of the web, the amount of clicks the user is
doing in each HTML element of the URL and the amount
of keyboard strokes the user is doing in each HTML element
of the URL. UXIJs will imitate part of the behavior of the
mentioned commercial applications, as it will consist of a
Javascript code included in the web and customized with an
API key value and an administration site that will show all
of the collected information in a comprehensive and intuitive
way.

Ill. UXJs: OUR APPROACH

UXIJs is a novel research approach for automatically collect-
ing all possible information about the user activity in web-
sites, showing this information quantitatively and allowing
the automatic statistical analysis and the rapid understanding
of the information by web developers. It is a standalone and
free, Javascript oriented user interaction monitoring system
designed to collect and analyze the browsing information
of each of the users visiting a web page. Like the majority
of the alternatives existing nowadays, UXJs is based on the
creation of a unique identification token for the web page,
token which will be used as a configuration parameter in one
of the components of the system; this token identifies the
correspondence of the interactions done by the user and the
web page where these interactions took place.

UXIs consists of three separate but interconnected compo-

nents, which are:

o uxjs.js: The Javascript library to be included inside the
code of the corresponding web page. This file is respon-
sible for the monitoring of the user’s interaction inside
the web page, including but not limited to the clicks
done in each of the page’s elements, the distance the
user’s mouse covers when scrolling and moving through
the page and the amount of time the user spends in
each of the web’s sections or pages. The unique web
identification token previously mentioned is located in
this file.

o UXJs API: The API that receives the information col-
lected by the Javascript library. This piece of the system
is in charge of receiving and storing all the data collected
by the Javascript library, in order for it to be presented
to the administrator of the web.

o UXJs Admin Web: This web page presents all the gath-
ered information to the administrator of the monitored
site. When the administrator logs in, he sees a graphical
summary of all the information gathered by the library
and is able to filter this information per section and
component; for example, the administrator can know
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how many users visited a given URL but can also know
how many of those users clicked in a specific button.

The following diagram is a graphical representation of how
the system works. Once the administrator of the web page
has created the identification token and included the uxjs.js
Javascript file with the functionality in the code of the page,
the system is ready to record user interaction. When the user,
using any type of device, requests one of the pages included
in the web, the code is brought from the server and rendered
by the corresponding browser, including the uxjs.js file. After
the page has finished loading, the Javascript file begins to
monitor user interaction, collecting all the information gen-
erated by the user’s action; for example, UXJs is capable
of collecting the list of points through which the mouse
travels while the user is scrolling and navigating through
the page or the clicks received by each of the elements in
the screen. After each of these interactions, uxjs.js sends the
corresponding request to the UXJs API, which stores the
information received inside the system’s database; however,
in order to limit the amount of calls delivered to the API and
have the less impact possible in the overall performance of the
web page, the interactions related to mouse traveling around
the page are grouped by the Javascript file and sent as a whole
when the detected interaction is over. Each of the user that
connects to the web page generates a new set of interactions
and information, separately identified by the IP address from
which these interactions are done.

At any time, the administrator of the monitored web page
can access de UXJs admin web in order to check the infor-
mation that is being collected and stored by the system. Once
he introduces his credentials, he is presented a graphical sum-
mary of the interactions received and a results table grouped
by the different URLSs that exist in the site. Each of the entries
of the mentioned table contains the following information:
the number of visits received, the mean time the user spends
inside that URL, the total time users have spent inside that
URL, the mean number of actions a user does inside the
given URL and the total number of actions recorded for that
URL. If this information is not enough for the administrator,
each of the rows of this summary table has a link to a detail
view where the administrator can check, in greater detail,
the interactions of each URL. The details view of each of
the URLSs presents the information divided into two different
tables:

« User summary: This table collects one row for each of
the users that visited the corresponding URL. The first
information provided in the table is the IP address of
the user, which allows to uniquely identify each of the
users that visited the page. The rest of the data collected
in this table includes the number of clicks the user did
on the page, the number of keystrokes, the amount of
mouse movements and the time the user spent in the
page. There is also a place for additional information
regarding the device used for browsing the page, as the
table also shows the operating system of the device in
question and the browser used.
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FIGURE 1. UXJs system overview.

o Action summary: This table collects information
regarding the interactions received by different elements
of the page; for example, the number of clicks received
by a button or the number of input keystrokes received
by a field in a form. Each of the rows of this table
provides a percentage of visitors of the given URL that
interacted with the corresponding element and also the
mean amount of times the user interacted with the com-
ponent during the session.

A. USER INTERACTION BEING MONITORED

Once the general overview of UXJs has been introduced,
the next step is to explain how the interactions of the user
are going to be collected throughout his browsing of the web
page.

In first place we must state that in order to reduce both
the number of requests to and from the API and the impact
UXIJs has in the performance of the web page, UXJs only
sends information to the API when the current page is going
to be unloaded. Each time a page is loaded, the API receives
a session initialization call in order to set up the primary
information related with the user: IP address, operating sys-
tem, browser, etc.; once this information is set up, the UXJs
library starts storing information at runtime about the differ-
ent interactions the user is doing up until the time one of these
interactions results in the unloading of the current page. At the
exact moment when the unload event is sent, UXJs sends
all the collected information for the current page to the API
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and when the requested page is set up, a new initialization
call is made. This scenario can be seen in the following
graph.

In order to provide the different results that can be seen
in the administration site of the system, UXJs is monitoring
the following information: the number of visits received by
each of the URLs of the web, the amount of time the user is
browsing each of the URLs of the web, the amount of clicks
the user is doing in each of the URLs of the web, the amount
of keyboard strokes the user is doing in each of the URLs of
the web, the amount of scroll (distance and travel points) the
user is doing in each of the URLSs of the web, the amount of
clicks the user is doing in each HTML element of the URL
and the amount of keyboard strokes the user is doing in each
HTML element of the URL.

In order to store all these types of information, we have cre-
ated a generic element called action that is capable of holding
the information associated to each of these types. For each
measured user interaction, the system creates an action and
populates each of its fields with the suitable information for
the type of action to be stored. The following paragraphs will
describe, in greater detail, how some of the most important
parameters are being measured; specifically, we are going to
describe the clicks per element, the key stroke monitoring
and the mouse scroll functionalities, as these are some of
the differential features of UXJs and the rest of the tools
mentioned in this paper. As a finishing point for this section
of the paper, we will explain how and when the storage of all
the information collected is done.
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FIGURE 2. UXJs user interaction monitoring calls.

1) CLICKS PER ELEMENT

UXIJs is capable of showing the number of clicks received by
a specific html element inside the web; there is no restric-
tion to the type of element the user interacted with, as all
kinds of html elements (buttons, divs, spans, links, etc.) are
supported. But the information regarding the clicks received
by an element is not restricted to a quantitative approach,
as the administration web is also capable of displaying the
percentage of users who clicked that element based on the
number of visits received by the page and the number of clicks
received by the element in question.

In order to provide such kind of information, UXJs mon-
itors the click events for all of the elements in the page
using the document object. Once a click is detected, all of
the important information regarding the event is stored as
an action; this information includes the current timestamp,
the position the element is in (x and y coordinates), the id
attribute of the element and the html representation of both
the clicked element and its parent. The recently created action
is then stored in the collection that holds all of the actions
the user has done in the current page, collection that will be
sent to the UXJs API during the unload event as previously
explained. The following code snippet illustrates the previous
explanation, as it shows how the action is created and stored
in the actions collection.

var action = {
type: 1,
id_element: event.target.id,
X: event.clientX,
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y: event.clientX,

date: new Date () .getTime (),

html: event.target.outerHTML,
html_father:
event.target.parentElement.outerHTML
i

total_actions.push(action);

2) MOUSE INTERACTIONS: SCROLL AND TRAVEL POSITIONS
Mouse interactions, one of the other differential aspects of
UXJs, is monitored using the mouse move events available for
the different devices supported. In this case, the information
being stored is simpler than in other kinds of interactions
like clicks, as there is no need to store information about the
current element or the father element. As it can be seen in the
following code snippet, in this case the x and y coordinates
are obtained from the event itself, as the mouse event holds
the information of the movement that the user has done with
the cursor.

var action = {
type: 3,
id_element: "",
x: event.pageX,
y: event.pagey,
date: new DategetTime (),

html: "",
html_father: ""
}i

total_actions.push(action);
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With this information monitored and stored by the
Javascript library, the administrator site is then capable
of calculating the distance traveled by the cursor in the
page as the difference between the positions associated
to each of the mouse interaction events stored. Further,
based both on the timestamp and the coordinates being stored
with each of the interactions, the specific mouse travel can be
rebuilt.

3) KEY STROKES: MEASURING USER INPUT

Measuring the user’s input in the different elements of the
page is one of the other differential aspects of UXJs. With
this type of functionality, the administrator of the web page
will be able to know if it makes sense to have a certain field
inside a form or if the search engine of the web page has an
acceptable usage ratio.

Key strokes are measured by listening to the key press
events fired by the browsers when the user presses different
letters on the keyboard. The actual keys being pressed are
not stored for two different reasons: in first place, to avoid
security issues regarding protected and/or personal fields like
passwords and emails and on second place because they are
not an important piece of information for the type of data and
statistics being measured. As it can be seen in the following
snippet, in this case the coordinates are also sent as empty
values and no id attribute for the element is set; however,
the outer html of the target element that fired the event is
included in the saved information in order to identify which
key strokes correspond to each of the inputs of the page.

var action = {

type: 2,

id_element: "",

x: O,

y: OI

date: new Date () .getTime(),
html: event.target.outerHTML,
html_father: ""

bi

total_actions.push(action);

4) SAVING USER INTERACTION

All of the previously shown snippets, which make reference
to the most important functionalities UXJs offers in compar-
ison to the other tools and systems being analyzed, create an
action based on the user interaction and then save that action
in a Javascript array that keeps all the actions collected by the
system.

In order to prevent a great number of requests to and from
the API and also to prevent a great impact in web perfor-
mance, UXJs only sends the collected information to the API
when the unload event of the current page is fired. When this
event is fired, UXJs sends the array of actions collected to
the API through a POST request, making the API store all of
the information collected regarding the current URL and the
current user browsing the page. The system uses the API as
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the unique communication point with the database that stores
the information; with this storage strategy in combination
with a whitelist configuration the database can only be edited
and queried through the API, ensuring there is no unwanted
access to the collected data.

Once the storage of the actions is done successfully,
the system then sends a session ending POST request in order
to store the time when user session ends for the current URL.
With this call we ensure the system is capable of tracking
the amount of time each user spends in each of the existing
URLSs in the web. With the loading of the next URL to be vis-
ited, UXJs begins its cycle again: gets the basic information
about the user (including IP address, operating system and
browser), starts a new session for the current user and URL
and begins storing information on the local array of actions,
which will be populated until the next unload event is fired.

IV. USE CASE

After the general overview done about UXIJs in the previous
section, we intend to show how the tool is used in a real-
life scenario. In first place, the administrator of the web
must register in the UXJs admin site, indicating not only
his personal information but also the main URL of the web.
Once registered, he will receive the web’s token and the
platform will indicate him to download the Javascript file to
be included in the web’s code; this file must be edited in order
to include the received token in the existing token variable,
as shown in the snippet below.

//INSERT TOKEN VALUE HERE//
var uxjs\_token =
"butgrgy5ullsh2xkjwfny";
L1777 7777777777777 777777777
var current_session;

var current_session_id;

var ip_address = "";

var total_actions = [];

Once the file has been correctly configured, it must be
included in the web’s code. In order to do so, the admin-
istrator must upload the uxjs.js file to the web server and
add a Javascript include line at the same level were all other
Javascript files are included. For example, in the current
scenario this include is located in the footer of the web page.
Once this is done, UXJs is ready to work and will start
recording information of the users visiting the page and their
interactions. From this point onwards, the administrator can
login into the administrator site provided in order to check the
data that has been collected.

Once the administrator logs in the site he will see a graph
like the following, which shows the amount of visits the web
received in a given period of time; the dates regarding this
time period can be altered in order to show information from
a broader or narrower time interval. As it can be seen in the
image below, the graph shows a curve representing the visit
counter of the web between the selected dates, showing how
many users entered any of the URLSs in those days.
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FIGURE 3. Visits graph on UXJs administrator site.

This dashboard view will also contain a simple table
with some of the basic information collected by the system;
this information will be segmented per URL, allowing the
administrator to see which URL of his web is the most
visited or which URL is the one where the users spend more
time browsing. As it can be seen in the image below, the home
page of this site in particular is the most visited URL of
the web, followed by the active promotions and the news
sections. Besides showing the number of visits, this table
also shows the mean session time per user, the total session
time, the mean number of actions registered by user and
the total amount of actions registered. As it can be seen,
despite the great number of visits received by the home page,
the page where users spend most time is the news section,
which seems to have a more interesting content than the other
pages.

With this kind of information resumed in a table like the
one presented below, the administrator of the website is capa-
ble of extracting some quick information about his site. For
example, the administrator can clearly see which is the most
visited page of the site or which is the page with the most
actions registered; however, one of the most valuable pieces
of information the administrator of the site is capable of
extracting from this kind of table is the pages where potential
problems could surface. Thus, if a given page has a very
high mean session time or a high value for the mean number
of actions this could mean there is some kind of usability
problem with the page and the users are finding difficulties
to use it. There could also be some kind of usability problems
with pages where the users spend little time or interact little
with its elements. In the figures represented in the table below,
it can be seen that the contact section of the monitored web
has some kind of difficulties as there are very little visits on
the page and no interactions recorded, which could mean the
users are having difficulties reaching or using the existing
contact form.

If the administrator needs to know detailed information for
one of the existing URLSs, the details button at the end of each
row of the previously shown table gives him access to the
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1P Address Type 1actions Type 2actions Type 3actions Browser Operating system

85.1526.13 122 Chrome 75 Windows
46.24.243.10 387 Chrome 75 Windows
18.191.89.137 Chrome 75 Linux
314197179 Chrome 67 Android
213663248 Chrome 75 Windows
79.109.91.86 Chrome 76 Android
85.152.151.87

176.86.112.217 Safari 12 Mac0s.

31413843 Chrome 73 Android

o
1
1
1
4 Firefox 68 Windows
o
1
8

85.152.140.185 Chrome 59 Android

1P Address Type 1actions Type 2 actions Type 3 actions Browser Operating system

FIGURE 4. URL basic information details.

dashboard view of each of the pages. One of the tables present
in this dashboard view is shown below; for this example,
the table below shows the information about user sessions
in the home page of the web site. As it can be seen, this
table has a different layout, as the information shown is per
user: [P address, number of interactions of each type, browser
and operating system. For example, in this table we can see
that there are no keystroke actions stored (type 2 actions) but
that nearly all of the users click, at least once, on an element
of the page (type 1 actions). Information about the different
browsers and operating systems is also included, giving the
administrator some extra information that in the future could
be used to segment the results by platform and device, as it
will be stated in our future work.
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n 06 02307 2 ES o
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o012 000123 1 s

o oo o082 s %)

5 000055 on4z3 1 B
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1 00015 o015 0 0

1 0005t 000034 2 2

URL Totalvisits

FIGURE 5. URL details view.

V. EVALUATION

Throughout the paper, we have been introducing all the
functionalities and possibilities UXJs offers and how these
features enable us to measure users’ behavior and interaction
with the different pages and components of our website. With
the layout and content of the following table we intend to
clearly establish all the use cases our system is capable of
tracking and how other alternatives manage them. _

The first column of the table indicates the type of user
activity monitored, from the amount of time each user
browses each of the pages in the website to the number of
clicks and keyboard strokes each of the html elements of
the web (inputs, buttons, divs, etc.) receives. On each of the
remaining columns we establish if each of the mentioned
tools is capable of tracking and recording the given activity;
there are three possible values for each cell: yes, no or yes*,
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User Activity Google Hotjar eTracker Matomo Open Web UXJs
Analytics Analytics Analytics

Browsing time in Yes No No Yes* No Yes
each page
Visit counter in each  Yes No Yes Yes* Yes* Yes
page
Clicks in each page No No No No Yes* Yes
Keyboard strokes No No No No No Yes
per page
Mouse scroll and No No No No No Yes
travel per page
Clicks in each html No No Yes* Yes* Yes* Yes
element of the page
Keyboard strokesin  No No No No No Yes
each html element
of the page

with this last value representing the need for additional con-
figuration on the web’s code.

As the table illustrates, none of the existent competence for
UXIJs can deliver quantitative information about all interac-
tions done by the user inside a web page without the need
for extra configuration in one or both of the sides. For exam-
ple, Hotjar can provide a heatmap with the most interacted
zones inside a given page and can also provide recordings
of what the users do inside that page but is not capable
of providing a quantitative summary of those interactions.
On the other hand, Google Analytics is capable of giving
information about the number of visits a given page has and
also how much time a user browses through the page, but
cannot provide information of its interactions inside it. For
example, in order to know the amount of users that used
a given form inside the web page with Google Analytics,
the administrator would need to monitor the amount of times
the thank you page has been rendered with a given parameter
that indicates which was the form used; on the other hand,
UXIJs is capable of providing this information by recording
the amount of clicks the submit button of the mentioned form
has been clicked by users, without the need for any type
of parameters or additional configurations on the thank you
page.

As the table shows, some of the functionalities do exist
on tools like Matomo, Open Web Analytics and eTracker
Analytics but require additional configuration on one or all
of the code’s sides. For example, Matomo can track the clicks
in each of the html elements inside a web page but the code
of the web page must be prepared to do so: in order for
this functionality to work, each of the elements to be tracked
must contain specific classes and/or attributes in order for the
Matomo platform to record the user’s interaction. Open Web
Analytics is a similar case to Matomo’s, as an additional piece
of JavaScript code must be included in each of the pages’ code
in order for the system to track the desired actions: the tracker
must be created and initialized per page basis and within its
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initialization the type of interactions to be monitored must
also be stated. Thus, in each of the pages where a specific
interaction should be monitored, there is the need to modify
the code and include the desired configuration for the tracker.

On the other hand, UXJs’ interaction tracking is done trans-
parently. For example, the tool is capable of identifying the
clicked element by its id and by the code of its father element,
avoiding the need for special classes, custom attributes and/or
specific Javascript sentences that allow the identification of
the element and enable click tracking on it. In order for
UXIJs to track the information on a given page, the only
need is the importation sentence for its Javascript file; once
the file is imported, the tool is capable of tracking all the
information regarding the user’s interactions without the need
for any changes on the web’s source code. This reduces the
complexity of integrating the tracking system to the minimum
possible.

As it can also be seen in the table, some of the function-
alities do exist on tools like Matomo and eTracker Analytics
but require additional configuration on one or all of the code’s
sides. For example, Matomo can track the clicks in each of the
html elements inside a web page but the code of the web page
must be prepared to do soj; in order for this functionality to
work, each of the elements to be tracked must contain specific
classes and/or attributes in order for the Matomo platform
to record the user’s interaction. With UXIJs, click tracking is
done transparently as the tool is capable of identifying the
clicked element by its id and by the code of its father element,
avoiding the need for special classes and/or custom attributes
that allow the identification of the element and enable click
tracking on it.

VI. CONCLUSION AND FUTURE WORK

Usability and accessibility are two of the key aspects related
to a web page nowadays and a good balance between them
is mandatory in order for the page to offer a good service to
its users. Measuring web usability is a complex task and none
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of the existing methods seems to offer a definitive measuring
method, as they measure information based on specific usage
scenarios or domains, and do not always present information
in a usable way. Existing approaches like Google Analytics,
Hotjar or Matomo collect user interaction information like
the number of visits and conversion ratios but other important
information (for example, mouse and keyboard interaction) is
not stored.

Thus, in this paper we present a novel research approach
for automatically collecting all possible information about
the user activity in websites called UXJs. UXJs integrates
seamlessly with the code of the website and monitors the
interactions (clicks, keyboard interactions and mouse inter-
actions) the website user does during its visits to each of
the pages of the website, without the need for any kind of
configuration or tweak of the website’s code. This approach
is capable of showing the collected information quantitatively
and allows the automatic statistical analysis and the rapid
understanding of this data by web developers.

Nevertheless, UXJs is in an initial state and further work
must be done in order for it to be considered a finished
tool. The first point of our future work is centered on giving
additional data analysis to the administrators in the admin
site; for example, the creation of a report view with detailed
data analysis and upgrade recommendations based on the
information gathered in the different pages of the web. Other
of our future work plans is to segment information based on
the type of device used to access the web, in order to allow
a comparison between the interactions a given component
receives when the page is rendered in a desktop scenario
versus a mobile scenario, pointing out potential problems
related with mobile design and layout. We are also looking
into the creation of a comparison index based on the different
types of information gathered by the tool. This comparison
index will enable the creation of a direct comparison between
two different layouts for the same information and stablish
a type of A-B testing scenario where the results are directly
obtained from user interaction figures.
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