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Effect of Industry 4.0 on Education Systems: An Outlook 
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José Antoniod 
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Abstract 
The aim of this paper is to analyze the main changes which manufacturing 
industry will face in the next years and to present different ways for training 
and preparing the workforce with the required skills. Both external factors, 
such as the increase in global competitiveness and the growing demand of flex-
ible and customized outputs over standard products, and internal factors, like 
the new information and processing technologies, are driving the manufactur-
ing industry to the Fourth Industrial Revolution, as well known as Industry 4.0. 
The shift of paradigm which it represents will affect the factories in the tech-
nical, organizational and communication level. Consequently, the labor force 
should be prepare to work in this new context. Learning factories, virtual 
learning environments and intelligent education systems are proposed as a 
way to train the future workforce for the Industry 4.0 frame. 

Keywords: Industry 4.0, education, learning factories, virtual learning envi-
ronments, personalized-intelligent education system. 

Resumen 
El objetivo de este artículo es analizar los principales cambios que afectarán 
al sector industrial en los próximos años, para posteriormente presentar dife-
rentes métodos para educar y preparar a los futuros trabajadores con las com-
petencias y habilidades necesarias. Factores externos como el incremento en 
la competitividad global y la creciente demanda de productos personalizados 
frente a aquellos estándares, y factores internos como las nuevas tecnologías 
de información y fabricación, están dirigiendo al sector de la producción ha-
cia la Cuarta Revolución Industrial, también conocida como Industria 4.0. El 
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cambio de paradigma que supone afectará a las fábricas a nivel técnico, de 
comunicación y organizacional. Por tanto, los trabajadores deberán estar for-
mados y preparados para trabajar en este nuevo contexto. “Learning facto-
ries”, entornos virtuales de aprendizaje y sistemas de educación inteligentes y 
personalizados son presentados como potenciales métodos para entrenar a las 
personas para trabajar bajo el marco de la Industria 4.0. 

Palabras clave: Industria 4.0, educación, learning factories, entornos virtua-
les de aprendizaje, sistemas de educación inteligentes personalizados 

Introduction 

Nowadays, industrial globalization leads to an increase in global competitiveness and perfor-
mance (Gehrke et al., 2015), where standard products have a tendency to be customized ac-
cording to clients demand (Roland Berger, 2015). In addition, the reduction of carbon foot-
print has become another cornerstone, due to the fact that it is crucial to reduce the impact 
environmental disruption to which the industrial production contributes, such as global cli-
mate warming, pollution, and the consumption in nonrenewable resources (Wang et al., 
2015). All these factors require the implementation and integration of cutting-edge technol-
ogies in the industry in order to improve the productivity, the efficiency and become more 
sustainable and flexible along the whole industrial chain process.   

Figure 1. Worldwide initiatives and related investments announced 

 Source: Roland Berger (2015) 

The aforementioned situation drives the manufacturing industry to the Fourth Industrial Rev-
olution, as well called as Industry 4.0. It was launched in Germany and it is part of the Federal 
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Goverment´s high-tech strategy (BMBF, 2013). Furthermore, countries across the world have 
taken initiatives to be part of this industrial revolution, developing full-fledged national mis-
sions focused on advanced manufacturing technologies as Advanced Manufacturing Partner-
ship 2.0 in USA, Revitalization and Robots Strategy in Japan, Industry du Futur in France or 
Made in China 2025 in China, to name a few (Roland Berger, 2015).  

Industry 4.0 

The core idea of Industry 4.0 is to use the emerging information technologies to implement 
Internet of things and services. So, business process and engineering process are deeply in-
tegrated making production operate in a flexible, efficient, and green way with constantly 
high quality and low cost (Wang et al., 2015). Thus, Industry 4.0 represent a paradigm shift 
from the previous era of rigid, efficiency-focused and manual manufacturing to a more dy-
namic, agile and automated manufacturing (Roland Berger, 2015). It also marks a shift of 
focus from mass production to mass customization, enabled by the increase in the flexibility 
of the production. Flexibility means both “the flexibility for different production quantities 
as well as the flexibility to produce different types or different configured products with the 
same production systems without or with only very short set-up times” (Simons et al., 2017). 
Flexibility will also manifest in the ability to work remotely, which is very important regard-
ing the transition from large-scale factories to small factories at decentralized locations (Ro-
land Berger, 2015).  

The two main forces driving the Fourth Industrial Revolution are Cyber Physical Systems 
(CPS) and the Internet of Things (IoT) (Gronau et al., 2017). CPS has been defined as the 
“systems in which natural and human made systems (physical space) are tightly integrated 
with computation, communication and control systems (cyber space)” (Baheri et al., 2015). 
IoT is a “self-configuring, adaptative, complex network that interconnects “things” to the 
Internet through the use of standard communication protocols. The interconnected things 
have physical or virtual representations in the digital world […] and are uniquely identifia-
ble” (Minerva et al., 2015). These two main forces enable the horizontal and the vertical 
integration. 

The vertical integration is the merging of planning and development with the production 
(Gherke et al., 2015). It enables flexible and reconfigurable manufacturing systems by inte-
grating the information of the physical world across different levels such as control, produc-
tion management, manufacturing and corporate planning (Wang et al., 2015). On the con-
trary, horizontal integration is “the interconnection and data and information exchange 
among departments and companies allowed by a networked production” (Gherke et al., 
2015). The vertical and horizontal integration is implemented by connecting the production 
systems with each other, so that there is a seamless data flow between all systems and even 
to the Internet (Simons et al., 2017).  
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The introduction of the CPS and the IoT into the manufacturing industry, and the implemen-
tation of the horizontal and vertical integration help factories to adopt mass customization, 
increase the value of the products as a result of improvement in quality and flexibility, reduce 
lead time for prototype development, reduce delivery times and the inventory, achieve a bet-
ter profitability due to reduction in labor cost and enhanced asset utilization rate which com-
pensates for increase in automation-related depreciation (Roland Berger, 2015) and in gen-
eral, be more competitive by improving their productivity and efficiency. But, in order to get 
those benefits of the Industry 4.0, new technologies have to be implemented in the different 
factories, and the labour force needs to be qualified enough to work with them.  

Main technological changes 

As mentioned before, the implementation of CPS will require the adoption of new technolo-
gies, tools, machines and methodologies. In order to understand which new technologies and 
methodologies will be needed in Industry 4.0, the 5Cs CPS structure presented in Lee et al. 
(2015) will be followed. This overview will lead to define a set of qualifications and skills of 
the workforce that will be necessary in the future manufacturing environment. 

The CPS structure proposed in Lee et al. (2015) consists of five levels: Smart connection, 
Data-to-info conversion, Cyber, Cognition and Configuration.  The Smart connection level 
consists of seamless and tether-free methods to manage data acquisitions systems and transfer 
them to the central server. Proper sensors, data sources and transferring protocols will be 
required due to their significant impact on the performance of the CPS in the next levels and 
the quality and accuracy of the knowledge. The Data-to-information conversion level is 
where value knowledge is obtained from the collected data. Intelligent algorithms and data 
mining techniques are essential in the transformation of the data into knowledge. In the Cyber 
level is where the cyber space is created to gather all the information from every source in 
order to extract additional information that provides better insight over the status of individ-
ual machines by using specific analytics. The created knowledge is monitored and repre-
sented in the Cognition level to support the decision-taking and control processes. The cor-
rective and preventive decisions conform the feedback to the physical space to make 
machines self-configure and self-adaptive, this part corresponds to the Configuration level. 
Through the five mentioned levels, all the way from the data acquisition to the value creation 
have been followed. 

Consequently, the Industry 4.0 will provide a new ecosystem. It involves the following fea-
tures: smart machines, which will coordinate manufacturing processes by themselves; service 
robots that will collaborate with workers on assembly lines; smart transport systems that will 
transfer goods from one place to another (Roland Berger, 2015); tracking and identification 
systems (RFID, DMSs, etc.) which will allow to identify the product individually and each 
workstation will be able to perform exactly the task required for the actual order (Simons et 
al., 2017); intelligent sensors to acquire the data and actuators to implement into the physical 

46



Álvarez Gil. N, Rosillo Camblor. R, Ponte Blanco. B & López Brugos, J.A. 

26 Congreso Universitario de Innovación Educativa en las Enseñanzas Técnicas (2018) 

world the decisions taken in the cyber world  (Gherke, et al. 2015); and intelligent assistance 
systems with optimized human machines interfaces which will extract data and information 
from the different systems, e.g. MES, ERP, machines, sensors or PLCs (Prinz et al., 2017), 
to help the workers to make qualified decisions in a shorter time. All these features integrated 
with cutting-edge information technologies (Gherke et al., 2015). Such deployment of a large 
number of sensors and networked machines produce a continuous generation of high volumes 
of data, known as “Big Data”, which have to be analyzed and managed through the cloud. 

In addition, “all kinds of smart devices such as pads, wereables, or phones will provide the 
workers with the exact information they need in real time to perform their task efficiently” 
(Gherke et al., 2015). The junction of smart devices, and 2D and 3D virtual process simula-
tions –“simulation of the production system using digital twins” (Simons et al., 2017), will 
allow to perform production monitoring, remote control and diagnosis. 

All of these advancements in the technological level will require qualified and high skilled 
workers in order to improve the productivity and the efficiency of the factory. In addition, it 
will change the organization and structure of the companies, the working environment and 
the way the intraorganizational and interorganizational cooperation is carried out. As a result, 
these factors will affect too the tasks and the required abilities of the labor force (Gehrke et 
al., 2015).  

Future tasks and required skills 

Windelband (2014) characterizes two scenarios regarding the role of people in Industry 4.0. 
In one scenario the IT systems are the ones who make decisions and control processes, lim-
iting the men performance to manual labor. In the other scenario people use digital systems 
as an aid, in order to make profound decisions in a complex environment and then control 
processes using autonomously operating systems. In a similar way, Roland Berger (2015) 
mentioned two schools of thoughts that have emanated in expert discussion regarding the 
impact of Industry 4.0 on jobs. On the one hand, a number of experts believe that use of 
automation and robots in the shop floor associated with Industry 4.0 will act as a replacement 
for labor. On the other hand, some experts believe that Industry 4.0 technologies will result 
in an increase in employment because there will be a need for rising capacity in relation with 
the growth in the demand for quality products. There is no doubt that certain low-skilled jobs 
will be dismissed, although high skilled jobs will be created (Roland Berger, 2015). 

Before going deeply in the definition of the tasks the humans will have to perform in the 
future industry, the skills and qualifications that will be needed and new educational training 
methods for actual and future workers, it is important to clarify that authors are in the school 
of thought that thinks new technologies will be used as an aid, and high skilled jobs will be 
created according to that. Indeed, human employees remain the decisive critical success fac-
tor (Schirner et al., 2013).  
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In accordance with Gehrke et al. (2015), the new tools, machines and technologies will affect 
the tasks the workers perform in a factory. Moreover, these new technologies will change the 
factories structure and organization, the working environment and the way they cooperate. 
The robots and smart machines will perform the monotonous, ergonomic and manual tasks, 
so the humans workforce will be release to perform more qualified work like control and 
supervision of processes (Gehrke et al., 2015). In order to perform that qualified and complex 
work, the labor force will have to work in teams and collaborate with other workers from 
others factories or decentralized control centers. Furthermore, it has to cooperate with other 
workers of the same factory through communication and information networks and in virtual 
worlds (Richert et al., 2016), with robots and machines, and with intelligent assistance sys-
tems which will compensate the lack of knowledge of the employees providing the exact data 
and information required (Prinz et al., 2017) and efficiently support the humans, the ones in 
charged to take the final decisions. In addition, the huge amount of data gathered from the 
smart machines and sensors will have to be managed by using intelligent algorithms, data 
mining techniques and Artificial Intelligence (A.I). These data and information must be 
stored in the cloud in a secure way.   

Table 1. Qualifications and Skills of workers in a Factory of the future 

Must… Should… Could… 
… be included in the skillset of the skilled labor of the future 

Te
ch

ni
ca

l Q
&

S 

IT knowledge and abilities Knowledge Management 
Computer programming/coding 

abilities 

Data and information processing and an-
alytics 

Interdisciplinary/generic knowledge 
about technologies and organiza-

tions 

Specialized knowledge about 
technologies 

Statistical Knowledge 
Specialized knowledge of manufac-

turing activities and processes 
Awareness for ergonomics 

Organizational and processual under-
standing 

Awareness for IT security and data 
protection 

Understanding of legal affairs 

Ability to interact with modern interfaces 
(human-machine / human-robot) 

Pe
rs

on
al

 Q
&

S 

Self- and time management Trust in new technologies 

Adaptability and ability to change 
Mindset for continuous improve-

ment and lifelong learning 
Team work abilities 

Social skills 
Communication skills 

 Source: Gehrke et al. (2015) 

Thus, the workers will have to develop competences like team working abilities, communi-
cation skills, knowledge about manufacturing processes, ability to interact with modern in-
terfaces (human-machine/human-robot), IT knowledge and abilities, data and information 
processing and analytics skills and awareness for IT security and data protection, to name a 
few (Table 1) (Gehrke et al., 2015). 
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The aforementioned technological changes should and will proceed jointly with a significant 
change in organization and structure (Gehrke et al., 2015). The organization structure of the 
future manufacturing plants will become more flat, flexible, decentralized and changeable 
(Roland Berger, 2015). This is due to the fact that the introduction of new technologies will 
enrich all jobs of skilled labor with larger responsibility and more decision power (Gerhke et 
al., 2015). Furthermore, the introduction of IT communication technologies that allows data 
and information flow, the use of smart devices and the interaction in virtual environments 
(Richert et al., 2016) will make obsolete to stand at one specific production station (Gehrke 
et al., 2015).  

All of these changes in the technical level, the organization and structure, the working envi-
ronment and in the way the cooperation and communication are carried out induce that being 
and expert or specialist on certain subjects become less important than the ability of global 
thinking, interdisciplinarity knowledge and an holistic understanding of organizations (Rich-
ert et al., 2016). Thus, “Industry 4.0 creates a need for many new cross-functional roles for 
which workers will need both information technology and production knowledge […] and 
this scenario would necessitate new formats for teaching and learning” (Sackey et al., 2017). 

Towards new educational methods 

The main qualifications and skills that are mediated in a classical technical apprenticeship of 
today, such as the “basic knowledge about material or metal processing, will remain in the 
core of the skilled labor education” (Gehrke et al., 2015). But, in the other side “an interdis-
ciplinary understanding of systems, production processes, automation technology, infor-
mation technology, ergonomic principles, knowledge of business processes and skills for co-
operation and communication in interdisciplinary groups are of critical importance in the 
future manufacturing industry” (Simons et al., 2017). Consequently, these new required skills 
have to be achieved in addition to the ones required in the present factories so that the em-
ployees and engineers have a holistic perspective on complex systems. 

Unfortunately, the interdisciplinary and the holistic approach required by the Industry 4.0 
scenario are not learned by classical lectures and internships (Faller et al., 2015). This means 
that universities and other education centers should change the way they implement teaching 
and learning methods. A way for doing that and for educating the future workers with the 
aforementioned required skills and qualifications is the problem-based or project-based 
learning in learning factories. 

Problem-based learning is defined as a student-centered pedagogy, in which students work 
on real-world problems in relation with their working field (Simons et al., 2017). The stu-
dents shall “learn by doing”, and the teacher should be a “guide-on-the-side” instead of being 
the center of the educational process. Problem-based learning emphasizes on multidiscipli-
narity, collaboration and group work (Harmer, 2014), skills with high importance in the 
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future manufacturing scenario. “Project-based learning is based in the same features as prob-
lem-based learning but also focusing on project planning and project managing, as well on 
presentation and documentation” (Simons et al., 2017). Thus, these two learning methods 
have a great potential in developing the skills and qualifications required by the Industry 4.0 
scenario. Specially, if they are implemented in the learning factories. 

Learning factories are “learning environments in which participants are trained by the usage 
of simulated real production processes, which are as realistically and authentically as possi-
ble” (Abele et al., 2008).  A learning factory offers learners the opportunity to implement 
process improvements and to see the results immediately. Its main aim is to bring the real 
world into the education environment by providing students with practical hands-on experi-
ence through real-life projects (Sackey et al., 2017). Other goal of a learning factory is effec-
tive competency developments in enabling users to master complex and unfamiliar situations 
(Abele et al., 2015). 

In Abele et al. (2008), two main types of learning factories are identified, among others: 
physical learning factories which provide a real value chain for a physical product on-site 
(Sackely et al., 2017), and virtual learning factories which offer advantages of scalability, 
location independence and a widened scope of the problems to be addressed, but are less 
hands-on (Sackey et al., 2017). 

So, learning factories have a huge potential in developing the skills of the workers, engineers 
and labor force of the future factories. But, in order to do that, “it is important that the learning 
factories have the same key features than an Industry 4.0 system: modularity of structure, for 
increased flexibility; interoperability, whereby entities communicate seamlessly with each 
other; virtualization, with a strong emphasis on simulation and decentralized decision-mak-
ing; and real-time capability, for quick response and service orientation” (Sackley et al., 
2017).  

The use of learning factories as a way for training and for educating the future workers of 
Industry 4.0 is not far from reality or an initiative to be implemented in the future. Nowadays 
real learning factories are already developed and they are being used for this purpose with 
excellent results. One example is the AutFab presented in Simons et al. (2017). The AutFab 
is a holistic fully automated Industry 4.0 learning factory. It covers most aspects of Industry 
4.0 and was established by the faculty of Electrical Engineering and Information Technology 
and the faculty of Mathematics and Natural Sciences of the University of Applied Sciences 
Darmstadt. Problem-based and project-based learning methods are put into practice in the 
AutFab, in order to make the students acquire an interdisciplinary knowledge and collabora-
tion. The students learn a wide variety of key technologies and methods for their later work. 
They claimed to be extremely motivated and “infected” by the fascination of the used tech-
nology. Other examples are the IoT laboratory “Application Center Industry 4.0” (ACI), 
which comprises a hybrid simulation environment combining the benefits of virtual and 
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hardware simulation and components in order to design or analyze industrial manufacturing 
processes or value-adding networks (Gronau et al., 2017), and the Industry 4.0 Learning Fac-
tory invented at the campus Velbert/Heiligenhaus of the Bochum University of Applied Sci-
ences, where the processes at the shop floor level are integrated to the top floor level and 
real-time supply chain information is provided, in order to enable a practice education of the 
students on the one hand and continues training professionals on the other (Faller et al., 
2015). 

Therefore, is crucial that the universities and other education centers change their teaching 
and learning methods for preparing their students to their future working scenario in the man-
ufacturing industry by applying problem-based and project-based learning methods in learn-
ing factories. But before, a didactic concept for a learning factory that specifies what is to be 
learnt, how it is to be learnt and by whom it will be learnt is required (Abele et al., 2015). In 
Sackely et al. (2017) an approach to a didactic concept and didactic design parameters for 
industrial engineering 4.0 learning factory is presented. 

The need for a significant economic investment and the complex process of defining the 
learning objectives are two difficulties that the universities will face if they want to imple-
ment a learning factory. Therefore, it is important that universities, education and research 
centers collaborate together and with real-world industries. The real-world companies have 
to be involved in the educational process. Firstly, financial aid needs to be provided. Sec-
ondly, concrete skills definition must be established. In consequence, they will be benefited 
if most high-skilled students are educated. In ACI, within mutual trialogues between enter-
prise, employee representatives and learning factory representatives, content-related focuses, 
learning environments and teaching formats are carved out (Gornau et al., 2017). Thereby, 
requirements and suggestions can be identified which are not necessarily solely competence 
related, but also regarding enterprise processes changes (Gronau et al., 2017). In addition, if 
some universities do not have enough economic resources to implement a learning factory, 
they can work together and develop a virtual learning factory and gain benefits from the 
advantages it offers as location-independence. So, students from different universities will 
be able to work with the same virtual learning factory, share their experience, and acquire 
knowledge. 

Another way for strengthening the education of competencies and qualifications which help 
to tackle the challenges of Industry 4.0, such as interdisciplinary collaboration and complex 
problem solving within changing and anonymous teams in virtual worlds, creative problem 
solving and hands-on experience, is the Virtual Learning Environments (VLEs) (Richert et 
al., 2016). The technological advances that constitute Industry 4.0 induce that working in 
virtual environments with hybrid human-robots-teams spread all over the world become more 
and more common (Richert et al., 2016), because parts of the value chain will be operated 
and maintained fully remotely or on the basis of virtualized processes (Kagermann, 2013) 
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and due to the higher degree of globalization. So, as it was mentioned before, these changes 
make that a different skillset is demanded, an a good way to deliver the proper educational 
settings is the VLEs.  “The virtual environments will have a unique ability to alter the social 
dynamics of learning environments via transformed social interaction and they allow the stu-
dents to train in a broad variety of domains for creative problem solving” (Richert et al., 
2016).  In addition, via VLEs the students can train in scenarios that would be impossible in 
the real-world due to danger or economic reasons (Richert et al., 2016).   

Although the use of VLEs in higher education have increased in recent years, empirical anal-
ysis about the impact, advantages and disadvantages of the introduction of VLE into the 
learning processes are needed. Richert et al. (2016) conducted empirical studies about the 
adaptation and perspective of trainers within the virtual world and about the student´s behav-
ior while collaborating in problem-solving processes in VLEs. They conclude that it have a 
huge potential in developing the Industry 4.0 required skills like problem solving within in-
terdisciplinary teamworks, and that “trainers will have to be able to prepare VLEs as another 
teaching and learning tools” (Richert et al., 2016). 

Figure 3. The Relationship of Promotion Process 

  Source: Wu et al. (2016) 

Even though learning factories and VLEs should be used as methods to develop the future 
manufacturing workforce skills, maybe it is not enough. Wu et al. (2017) suggest that the 
change in the education must be wider, and new techniques as Artificial Intelligence, Big 
Data and network systems should be applied into the future education mode. Chinese educa-
tion is shifting in that way (Lou, 2016). Wu et al. (2017) present that, due to the variety in 
the students interests and goals, capacities and learning abilities, a personalized education 
system is needed. A personalized education system can be achieved using new technologies, 
online learning platforms and intelligence guidance systems. So, the students will be provided 
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with personalized education programs with specific courses and learning methods, material, 
reference books, teaching videos and experimental questions and contests through the net-
work self-learning, such as cloud classroom, mobiles phones, distance learning and online 
learning. Then, they will receive feedback about their progress after a period of study and 
testing, and be recommended with next stages of the learning program in order to be pro-
moted (Figure 2). With a personalized education system the personal learning efficiency will 
be maximized (Wu et al. , 2017). In the same way Industry 4.0 is inducing the manufacturing 
industries from mass production to mass customization, education must shift from mass ed-
ucation to customized education. 

Conclusions 

The new paradigm that Industry 4.0 represents and its associated technological and organi-
zational changes induce that the education of future engineers and workforce needs to change 
jointly. New skills, competencies and qualifications such interdisciplinary knowledge and 
collaboration are required for achieving a successful implementation of Industry 4.0. In order 
to develop the needed skillset, problem-based and project-based learning methods in learning 
factories and the VLEs should be integrated into the educations systems due to its huge ben-
efits and potential in training the workforce for the future manufacturing scenario. Neverthe-
less, education must change more drastically from the bottom by introducing new technolo-
gies and techniques, such as A.I, information networks and cloud computing, in order to 
provide the students with personalized education programs and thus maximize the efficiency 
of their learning process. 

But before, is important to specify what it is to be learnt, how it is to be learnt and by whom 
it will be learnt, and in this process academic centers, governments and companies must work 
together. More research about new methods of training and education to prepare the students 
for their future working scenarios should be conducted, analyzing their potential benefits and 
barriers of implementation. But nowadays, it is evident that a life-long learning mindset and 
the ability to adapt to changes are crucial requirements for the future labor force. 
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