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Test Driven Anonymization Technique for Artificial Intelligence

Netflix Contest Dataset (I) 

 Release an useful dataset without identifiers to develop recommenders with 
it
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Netflix Contest Dataset (II)

 The information shared by Netflix with another external data like Tweets or 
Blogs Post allow to identify  users
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Netflix Contest Dataset (III)

 Cross information of some public sources
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GIIS – Test Driven Anonymization Technique for Artificial Intelligence

Context (I) 

 Anonymization effect 
 Improve individuals privacy also loss of information
 Alters data and affects developments highly dependent of 

the data ( i.e Artificial Intelligence models) 
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Context (II)

 Fault Masking
 May be the case that an AI Model that works well in the 

development stage fails dramatically during production
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Test Driven Anonymization
Overview
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Test Driven Anonymization 
Approach
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Test Driven Anonymization 
Non-Functional Quality

 K-Anonymity:
Guarantees more than 

K individuals for each 
combination of 
pseudo-identifiers 
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Test Driven Anonymization 
Functional Suitability
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Test Driven Anonymization 
Quality Metric
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Test Driven Anonymization Technique for Artificial Intelligence

Experimentation (I)

 Two public domain datasets related with medical insurance and 
health:
 Breast-Cancer(Wisconsin) Dataset
 Medical Cost Personal Dataset

 Using a generalization method with numerical pseudo-identifiers
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Test Driven Anonymization Technique for Artificial Intelligence

Experimentation (II)

 Wisconsin Dataset:
 Uses a Random-Forest AI Algorithm for classification, with 

two size tumor metrics of input
 Try to predict if the tumor is malign or benign
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Experimentation (III)

 Wisconsin Dataset:
 Reach the trade-off between functional and non 

functional quality with a 8-Anonymization
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Experimentation (IV)

 Wisconsin Dataset:
 Reach the trade-off between functional and non 

functional quality with a 8-Anonymization
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Test Driven Anonymization Technique for Artificial Intelligence

Conclusions and future work

 Conclusions
 TDA achieves a trade off between privacy and functional 

suitability.
 TDA allows provider the releasing of useful datasets for 

developing AI tools

 Future Work
 Evaluation in more case studies and techniques 
 Automation the approach
 Evaluate the dependence between TDA and AI algorithms
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User Preferences

 Represented by α value
 Prior data utility or data privacy.

 Our quality metric :
Q = QF + α · QNF 
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User Requirements

 Selecting the value:
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User Requirements

 Selecting the value:
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Wisconsin dataset
Medical Cost dataset

Stable Region
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User Preferences

 Different  preferences:
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