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Abstract. In the scope of Service Oriented ArchitecturesAEGervice Level
Agreements (SLAs) are used to specify the condititiat have to be fulfilled
by both service provider and consumer. These stdftets need checking
whether the executions of the services fulfill tbenditions or not, so the
evaluation is an important and not trivial taskhivitthe testing process. This
paper describes the current state of an ongoingrEes€arch that aims to define
an SLA-aware testing method to test service-ortbrsgstems. A model will
represent relevant information associated to tirag®f the SLA and, from this
model, interesting situations will be identifieddaprioritized. The exercitation
of these situations will be performed through aeslidesign and execution of
test cases. In addition to this, the approach cdddcomplemented with
monitoring techniques, determining which situatiohave already been
executed in an operation environment in order tecta set of situations that
remain unexercised and need to be tested.

Keywords: Service Level Agreements; Software Testing; Momitgr Service
Oriented Architectures.

1 Scopeand Moativation

During last decade Service Oriented Architectut®Aphas emerged as a promising
solution to develop interoperable and highly dyramapplications by integrating

available services over the web. In some scendtritss necessary that the service
provider and the consumer negotiate and agree @t senditions related to the use of
the services. Such conditions are often specified tontract or technical document
named Service Level Agreement (SLA).

Within the tasks included in the management of 8ié\s, testing has been
identified as a challenge. Monitoring is often meed as a suited technique to observe
the behaviour of the software and detect whether gtrvices are violating the
conditions of the SLA but these approaches havigdliions. First of all, the problems
in the software are detected after they have oedufreactive approaches) so
consequences can not be avoided. Furthermore, tiaerde situations that are not
exercised during the period of time the systemeisidp monitored but they may occur
in the future. In critical scenarios where an SLiblation may lead to severe
consequences for stakeholders, monitoring couldctsmplemented with testing
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methods that anticipate the detection of problatestifying and exercising interesting
situations through a suited test design (proactipproaches). This research will
mainly focus on defining an SLA-aware method thifdves testing systems in the
aforementioned scenarios.

The content of the paper is organized as follovextiBn 2 outlines the research
focus and the objectives of this PhD research.i@e& and 4 present the ongoing
work with results achieved so far and our propdsakvaluate and test SLAs. In
Section 5 we briefly describe the state of theasdein the addressed topic. Finally,
conclusions and expected results are outlined éticBe6.

2 Research Focus

The final objective of this research is to detextlfs in the software that can lead to
SLA violations so their correspondent consequertaes be avoided or mitigated.
Hence, the main question can be defined as follows:

e How can we test service-oriented systems with a defined SLA before the

executions cause non-expected consequences for the stakeholders?

This goal can be achieved addressing the followetgf research questions:

1. How can an SLA be evaluated for purposes of detgdé#ults in the software?

2. How can we represent the content of the SLA anerothlevant objective

information in a model?

3.  What potential error-prone situations can be idiedtifrom such model?

4. How can these situations be exercised throught @ésgyn and execution?

This ongoing PhD research aims at contributingdivesthe problem of testing
service-oriented systems with the elaboration dest method that addresses the
aforementioned questions. Furthermore, we will atsmsider complementarity
between testing and monitoring:

5. How can we exploit the benefits of monitoring tdlect information when the

software is deployed in an operation environment?

3 SLAsand their Evaluation

During the first steps of this ongoing research, siuadied the state of the art in the
field of testing service-oriented systems that wvalla specific capability such as
dynamic binding [8]. In this work, we identifiedahthe testing of SLAs is a promising
research line that has not probably received enefigint yet. Furthermore, although
different languages have been proposed with theasistandardizing the specification
of SLAs, it has been WS-Agreement (WSAG) [1] whidds received more attention
so far. The specification of a WSAG is composedhoée parts: nhame, context and
terms. The latter describe the obligations thatehtavbe fulfilled and are the most
important elements of the SLA. A guarantee terntuthes theScope which is the list
of services this guarantee applies toQualifying Condition which is an assertion
under which the term is applied, andavice Level Objective (SLO) that has to be
guaranteed. These terms can be combined using tmepositor elementsAll,
OneOrMore andExactlyOne (logical AND, OR and XOR respectively).



The evaluation of an SLA requires making a decisibout each of the elements
specified in such SLA. Typically, the evaluationaf SLA may be depicted with a
two-way traffic light indicator (green / red) whiglepresents whether the agreement
has been fulfiled or violated respectively. In erdto make this decision, it is
necessary to check the evaluation of all the terhtke SLA, also taking into account
the compositor elements. Hence, the term can bsidened as the most indivisible
element of the SLA. At runtime and after havinglgred the collected information:

— Atermis considere&ulfilled / Violated if and only if the services specified in the
Scope have been executed, ti@ualifying Condition is honored so the term is
valid and the conditions specified in tBeO are satisfied /are not satisfied.

In addition to this two valueBulfilled andViolated, it is possible to identify and, in
fact, WSAG does it, a third potential value thatiem can take after its evaluation.

— Atterm is consideredllot Determined if and only if the services specified in the
Scope have not been yet executed.

The interpretation of this value according to WS<#&ment is that, at the moment
of the evaluation, no activity regarding the teras thappened yet or no activity is
currently happening that allows evaluating whetherterm is fulfilled or violated.

After studying the internal elements of a term @sdnterpretation according to the
standard, we have identified a new situation witesterm can be found after its
evaluation and which has not been explicitly idgdi in WS-Agreement. This
situation arises when the services specified in $Slsepe of the term have been
executed but those executions do not satisfy thai@img Condition so such term is
not valid and should not be applied for the purpafse evaluation of the global SLA.

— Aterm is considerethapplicable if and only if the services specified in tSeope
have been executed but Qealifying Condition is not satisfied.

As an SLA specifies a hierarchy of terms combinbbugh the compositor
elements, we will define a logic that allows unewgaglly representing all the potential
situations that may occur during the SLA evaluatiwacess. It is necessary that the
logic includes these two additional evaluationgdlag to a four-valued logic where
Not Determined andlnapplicable are two similar interpretations of the treatmeinthe
null value in the three-valued logic (broadly sadliin the context of DBMS and
applied in the scope of software testing). Thenigdin of this logic allows addressing
the first research question of Section 2.

In addition to the potential values that terms @ during their evaluation, there
are different factors that affect the evaluatiod are will have to take into account in
this PhD research, for example, the scope (we naag ko evaluate only an specific
term, a compositor element, the whole SLA, etctherpoint in time of the evaluation
(after each service execution, a specific numbeex@fcutions, a temporal window,
etc.).

4 Testing SLAS

Considering the logic described in Section 3 aguadation to evaluate the SLAs, we
have planned to define an SLA-aware method thatriboes to improve the process
of testing service based systems. This methodpie in Fig. 1 where the SLA is
always associated to a Software Under Test (SUT).
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Fig. 1. SLA Test Method

One of the inherent characteristics of the managewfeSLAS is the capability to
determine whether the conditions specified in tipee@ment are being fulfilled or not.
Regarding this issue, the SUT must have a mechathiahobserves the executions,
collects data and, based on this information, perfothe evaluation of the SLA. In
fact, from our point of view this mechanism is pafithe SUT and, hence, we assume
that it also needs to be tested.

The method that will be developed during the fipiase of this research is
composed of the following processes, which wilbadlachieving our expected results:
1. Model the content of the SLA and other relevanbiinfation.

2. Define a set of criteria that allow the identificat and prioritization of interesting
test situations from the model.
3. Define procedures to design a set of test casésthecise the selected situations.

Previous studies have represented the contenedBiti in a model [6][4]. In our
approach, the development of this model should defuliin the process of testing
service based systems and it is aligned with thergkresearch question of Section 2.
This model ought to contain, at least, all thevate information specified in the SLA.
Furthermore, we may consider representing othed &ininformation that could help
to improve the testing process. This informatiom d¢se extracted from different
sources (requirements, behaviour models, etc.) alidpugh the SLAs typically
contain non-functional characteristics, we consitlet it could be interesting to
represent some functional aspects of the SUT imtreement. For instance, we are
considering representing constraints about theuatiah of terms depending on the
execution order of services, which could be spedifising UML sequence diagrams.

From the previously constructed model and takirgptoposed logic into account,
different sets of test situations can be initigdlgntified (aligned with the third research
qguestion of Section 2). The evaluation of termsngositor elements or the global
SLA with the valuesViolated (representing existing problems in the SUWNpt
Determined and Inapplicable (both representing situations that have not been y
exercised) identifies potential error-prone sitiasi that need to be tested before they
lead to undesirable consequences for the stakelolegarding this, a new problem
may arise. In a previous work [7] we addressedddgsgn of test specifications from
the conditions specified in the SLA. In such studs realized that the number of
situations identified from a low complexity agreerheould be unmanageable. Hence,
it is necessary to define criteria that allow redgcand prioritizing such situations in



order to obtain a reasonable cost-effective s¢¢gib. These criteria may be based on
different factors such as business risks, econpemalty fees, etc.

The identified situations will be exercised throwgbuited design and execution of
test cases (aligned with the fourth research questi Section 2). Typically, a test case
should cover as many situations as possible inrawebtain a final reduced but
effective set of test cases. This is even more itapbin SOA systems because we do
not probably have unlimited and full access to $leevices but executions usually
imply an economic cost. Thus, we will have to defariteria that allow us to design
good test cases and decide their priority to bewee, overall if there are limitations
that hinder the execution of the complete setstkte

Finally and as we have previously outlined, we hala@ned to exploit the benefits
of monitoring techniques to complement the apprdatigned with the fifth research
question of Section 2). The observation of theveafe deployed in an operation
environment could be a very useful task to recolieoad information and provide an
interesting feedback. The monitor will show, forample, which situations remain
unexercised and which situations are currently iogugroblems in the system. With
this information, new decisions may be made in otdedentify new situations or to
prioritize existing ones in future regression tests

5 Related Work

In the scope of service oriented computing, fewraaghes have addressed the
identification of tests from the SLA specificatiddi Penta et al. [3] perform black-box
and white-box testing using Genetic Algorithms tetedtt SLA violations in service
compositions where multiple services can be pa#ytinvoked. In a previous work
[7] we propose to test the conditions of the SLA&Gfed in WSAG using a well-
known testing technique, the Category Partition ddt Furthermore, there are
approaches that do not specifically test SLAs lmrttribute to enable the necessary
infrastructure. For example, Bertolino et al. [Apjpose the PUPPET framework,
which allows generating stubs from the WSAG, WS BPEL specification of the
services to test SLA-aware service compositions.

On the other hand, several works have addressedesitimg of SLAs using
monitoring approaches. Mahbub and Spanoudakisrfijgse to model and monitor
the conditions specified in WS-Agreement using arerfE Calculus (EC) based
approach. Leitner et al. [5] propose a framewosk gllows monitoring and predicting
SLA violations before they have occurred using nraetearning techniques. Oriol et
al. [9] aims at monitoring and detecting SLA vidadat at runtime using SALMon. This
system allows triggering adaptive actions to cdritbe SLA violation after been
detected. Raimondi et al. [10] proposed a systeah dhtomatically monitors SLAs,
translating timeliness constraints into timed awttanwhich is used to verify traces of
services executions.

6 Conclusionsand Expected Results

This paper presents an overview of an ongoing R¥dearch in the field of testing
service-based systems with Service Level Agreem@ifitsr having reviewed the state



of the art in such research line [8], we have asreid proposing an SLA test method,
describing the issues we have planned to deal withposing potential solutions to
solve them and stressing particular difficultiestthrise from each of them.

In this research we expect to achieve a detailsdrigigion of how these systems
can be tested according to the conditions thaspeeified in the SLA. This method is
a proactive approach to identify, prioritize an@mise interesting test situations using
a model that represents relevant information ofShé. The second direction of the
research involves exploiting the advantages oftrea@pproaches to improve and
complete the potential information gathered from tists.

Finally, a complementary and transversal expeatsdlt in this research will be
the attempt to integrate existing solutions whessgile. For instance, the execution of
the tests could be performed using a framework. (R that makes easier the
generation of a suited test infrastructure of th& SFurthermore, we will study how
an existing monitoring system with the capabiliblyaheck SLAs (e.g. [6]) could be
adapted and integrated.
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